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1
Rationale
This contribution proposes new clause for Access Control Mechanism
========================Start of 1st Change=========================
7.3.X
Access Control Mechanism
This clause specifies overall access control mechanism of oneM2M. Two factors shall be considered: M2M Service Subscription, Access Control Policy.
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Figure X.X.X.1-1 Overall Access Control Mechanism
Step 001:
An Originator sends a request to Registrar CSE.
Step 002: 
The Registrar CSE shall verify M2M Service Subscription when the Originator is AE and the request is not resource discovery. Detail procedure is specified in clause 7.3.Y M2M Service Subscription Verification.
Step 003:
If the Registrar CSE verifies successfully or the Originator is not an AE, then the Registrar CSE forwards the request to a Hosting CSE.
Step 004:
The Hosting CSE shall verify Access Control Policy. The Hosting CSE finds <accessControlPolicy> resource which applies to a target resource of the request and the procedures in 7.3.z shall be performed.
Step 005:
If the Hosting CSE verifies Access Control Policy successfully, the Hosting CSE shall perform the request.

Step 006:
The Hosting CSE sends a response to the Registar CSE.
Step 007:
If the response is for resource discovery, the Registrar CSE removes links when the Originator doesn’t subscribe resource discovery for resource types of links by M2M Service Subscription. The Registrar CSE sends filtered response to the Originator.
If the response is not for resource discovery, the Registrar CSE forwards the response to the Originator.
7.3.Y
M2M Service Subscription verification
The subsSer&RoleList attribute of <m2mServiceSubscription> resource in TS-0001[TS0001] describes which AEs have the privilege to perform which operations on which resource types. For this purpose, M2M service role shall be checked in order to verify if the subscribed services and roles match the Originator request. This verification shall perform only when Originator is AE.
For example, an Originator is subscribed only to  M2M service role “Data exchange” (see Annex G of TS-00001[TS0001]) on Hosting CSE and the M2M service role allows the Originator to perform Create, Retrieve, Update, and Delete operations on the <container> resource type. Then the request of Create, Retrieve, Update, or Delete operation from Originator is authorized to perform on <container> resource by M2M Service Subscription. Therefore if the request is to access other resource types than <container> resource type, then the request fails to be authorized in this step. If the request is to Create, Retrieve, Update or Delete <container> resource type, then the request is authorized in this step.
M2M Service Subscription Verification procedure shall happen at Registrar CSE and the procedure is as follows:
1. The Registrar CSE finds a <m2mServiceSubscription> resource by using M2M-Sub-ID attribute of <AE> resource which belongs to an Originator.
2. The Registrar CSE checks whether node information specified in <nodeInfo> resource of the <m2mServiceSubscription> resource is the same as the information of the Registrar CSE.
3. The Registrar CSE checks whether AE-ID of the Originator contains app-ID specified in the <m2mServiceSubscription>
4. The Registrar CSE checks whether a subsSer&RoleList attribute of <m2mServiceSubscription> resource contains a pair of a resource type and an operation specified in a request. If the Registrar finds the pair, the verification is successful.
If any failure happens during the above procedure, the verification is failed.

========================End of 1st Change==========================
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