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2. Discussion
The choice of TLS/DTLS versions and ciphersuites has the following motivation:

· Choice of TLS v1.2 and DTLS v1.2. Some implementations of TLS v1.0 and v1.1 (along with DTLS v1.0) have proven vulnerable to attack due to the use of CBC authentication tags [BEAST, Lucky13]. TLS v1.2 and DTLS 1.2 support authenticated encryption with additional data (AEAD) algorithms [AEAD] such as CCM and GCM modes [CCM, GCM] which are not susceptible to these attacks. The security community highly recommends using these AEAD modes. This recommendation is reflected in [email].  We have chosen to support the latest versions TLS 1.2 and DTLS 1.2 (later versions can be added in the future), so AEAD algorithms can be used.
· Choice of CCM and GCM ciphersuites: As mentioned above, the security community highly recommends using AEAD algorithms. As mentioned in the abstract of [TLS-CCM] 
“The AES-CCM algorithm is amenable to compact implementations, making it suitable for constrained environments.”

For this reason, we have specified AES-CCM ciphersuites in [TLC-CCM](where a combination is specified by an IETF RFC for the desired authentication mechanism), and otherwise specified use of GCM [TLS-ECC-GCM].

· Avoiding use of RSA. As mentioned in [email] the IETF TLS working group is moving away from using RSA Key transport (see http://www.ietf.org/mail-archive/web/tls/current/msg12362.html ). “...key establishment will be done via DHE or ECDHE which offer perfect forward secrecy.”. 

· For certificate-based authentication: We have proposed ECDSA_ECDHE for certificate-based, which aligns with this philosophy.
· For PSK-based authentication (using pre-shared symmetric keys, MAF or GBA) the PSK ciphersuites are appropriate. There are three flavours of PSK handshake: 

· RSA_PSK , which allows use of RSA key transport with PSK. Since RSA should be avoided (as per discussion above). This ciphersuite is not proposed for oneM2M.
· DHE_PSK and ECDHE_PSK: which offers perform forwards secrecy using traditional ephemeral Diffie-Hellman key exchange and elliptic curve ephemeral Diffie-Hellman key exchange respectively. We propose DHE_PSK for the following reason. A GBA-based Security Association follows 3GPP specification [33.222] for securing HTTP over TLS. This specification refers to [33.310] Annex X for the TLS Protocol profile listing the supported versions and ciphersuites.  [ 33.310] Annex X) says 

· “If pre-shared key (psk) cipher suites are used in TLS, then RFC 4279 [29] shall apply.”  

RFC 4279 is [TLS-PSK] which includes DHE_PSK ciphersuites but not ECDHE_PSK ciphersuites (the latter are specified in RFC5489 [TLS-ECDHE-PSK])

. Therefore, GBA implementations cannot be expected to support ECDHE_PSK, so it seems wiser to specify the use of DHE_PSK.
· PSK: This handshake does not provide perfect forward secrecy. However, the implementation uses only symmetric cryptographic algorithms, and is suited to constrained environments.
It is advantageous to have at least one ciphersuite mandated for all entities using PSK-based authentication. We propose making the DHE_PSK authentication optional (to be used in cases requiring perfect forward secrecy) while the PSK authentication is mandatory (since it can be used everywhere, including constrained environments).

3. Proposed Changes
Add the following references to Clause 2.1 “Normative References”

----start of change 1:  ----

[21]


RFC 6655 "AES-CCM Cipher Suites for Transport Layer Security (TLS)"
[22]
RFC 5289 “TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)”

----end of change 1 ----
Add the following new clause 9.2
----start of change 2 ----
10.2 TLS and DTLS Details

10.2.1 TLS and DTLS Versions

Where TCP payloads are to be secured, TLS v1.2 (RFC 5246 [16]) shall be used.

Where UDP payloads are to be secured, DTLS v1.2 (RFC 6347 [17]) shall be used, noting that the DTLS v1.2 ciphersuites are identical to the TLS v1.2 ciphersuites.

10.2.2 TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks
The following Security Association Establishment Frameworks:

· Pre-Provisioned Symmetric Key Security Association Establishment Framework;

· MAF-Based Security Association Establishment Framework;

· GBA-Based Security Association Establishment Framework;

shall use the TLS-PSK handshake (RFC 4279 [15]) with one of the following TLS ciphersuites: 
· TLS_PSK_WITH_AES_128_CCM (RFC 6655) [21]: Mandatory to support;
· TLS_PSK_WITH_AES_128_CCM_8 (RFC 6655) [21]: Mandatory to support.
· TLS_DHE_PSK_WITH_AES_128_CCM (RFC 6655) [21]: Recommended to support;
· TLS_DHE_PSK_WITH_AES_128_CCM_8 (RFC 6655) [21]: Recommended to support.
The following Security Bootstrap Frameworks:

· Pre-Provisioned Symmetric Key Security Bootstrap Framework;

· GBA-Based Security Bootstrap Framework;

shall use the TLS-PSK handshake (RFC 4279 [15]) with one of the following TLS ciphersuites:
· TLS_PSK_WITH_AES_128_CCM, (RFC 6655) [21]: Mandatory to support;
· TLS_DHE_PSK_WITH_AES_128_CCM, (RFC 6655) [21]: Recommended to support.

· 10.2.3 TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks

The Certificate-Based Security Association Establishment Framework shall use the standard TLS handshake (RFC 5246 [16]) with the following TLS ciphersuite:

· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, (RFC 5289) [22].

The Certificate-Based Security Bootstrap Framework shall use the standard TLS handshake (RFC 5246 [16]) with the following TLS ciphersuite:

· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, (RFC 5389) [22].

----End of change 2 ----
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