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1
Introduction

This contribution aims to propose a sub-clause in the Security TS for release 1: “Access Control Policy Specification”
2
Proposal

x.x
Access Control Policy Specification
x.x.1
Element <DecisionRequest>
The <DecisionRequest> element is used by a PEP for describing an resource access in an access control decision request that will be sent to a PDP for obtaining an access control decision. 
<xs:element name="DecisionRequest" type="DecisionRequestType"/>

<xs:complexType name="DecisionRequestType">

<xs:sequence>

<xs:element ref="Resource"/>

<xs:element ref="Originator"/>

<xs:element ref="Operation"/>

<xs:element ref="Context" minOccurs="0"/>

</xs:sequence>

</xs:complexType>
The < DecisionRequest > element contains the following elements:
Resource [Required]
It provides the URI of the target resource that the Originator wants to access.
Originator [Required]
It provides the ID of the Originator with some optional attributes pertained to the Originator such as roles and/or groups.

Operation [Required]
It provides the operation that the Originator wants to perform on the target resource.

Context [Optional]
It provides some extra information related to the Originator such as location and/or IP address.

x.x.1
Element <DecisionResponse>
The <DecisionResponse> element is used by a PDP for providing access control decision result in an access control decision response that will be sent to a PEP as a response to an access control decision request 

<xs:element name="Response" type="ResponseType"/>

<xs:complexType name="ResponseType">
<xs:sequence>

<xs:element ref="Result"/>

</xs:sequence>

</xs:complexType>

The < DecisionResponse> element contains the following elements:
Result [Required]
It provides an access control decision result. See Section x.x.x.
x.x.1
Element <Request>
The <Request> element is generated based on the content provided by the <DecisionRequest> element by the PDP. The PDP uses the content of <Request> element for evaluating access control policy set, access control policies or access control rules.
<xs:element name="Request" type="RequestType"/>

<xs:complexType name="RequestType">

<xs:sequence>

<xs:element ref="Originator"/>

<xs:element ref="Operation"/>

<xs:element ref="Context" minOccurs="0"/>

</xs:sequence>

</xs:complexType> 
The < DecisionRequest > element contains the following elements:
Originator [Required]
It provides the ID of the Originator with some optional attributes pertained to the Originator such as roles and/or groups.

Operation [Required]
It provides the operation that the Originator wants to perform on the target resource.

Context [Optional]
It provides some extra information related to the Originator such as location and/or IP address.

x.x.1
Element <Result>
The <Result> element represents a result of evaluating an access control policy set, access control policy or an access control policy rule.
<xs:element name="Result" type="ResultType"/>

<xs:complexType name="ResultType">

  <xs:sequence>

    <xs:element ref="Decision"/>

    <xs:element ref="Status" minOccurs="0"/>

  </xs:sequence>

</xs:complexType>
The < DecisionRequest > element contains the following elements:
Decision [Required]
It provides the evaluation result of a policy set, a policy or a rule. Its value can be: “Permit”, “Deny”, “Indeterminate” or “NotApplicable”.
Status [Optional]
It provides the information about the errors occurred during the evaluation of the decision request.
x.x.1
Element <Decision>
The <Decision> element contains the result of access control policy set, access control policy or access control rule evaluation.
<xs:element name="Decision" type="DecisionType"/>

<xs:simpleType name="DecisionType">

  <xs:restriction base="xs:string">

    <xs:enumeration value="Permit"/>

    <xs:enumeration value="Deny"/>

    <xs:enumeration value="Indeterminate"/>

    <xs:enumeration value="NotApplicable"/>

  </xs:restriction>

</xs:simpleType>
The meanings of the values of the <Decision> element are described in Section x.x.x.

x.x.1
Element <Status>
The <Status> element represents the status of the access control decision result.
<xs:element name="Status" type="StatusType"/>

<xs:complexType name="StatusType">

<xs:sequence>

<xs:element ref="StatusCode" minOccurs="0"/>

<xs:element ref="StatusMessage" minOccurs="0"/>

</xs:sequence>

</xs:complexType>
The < DecisionRequest > element contains the following elements:
StatusCode [Required]
It provides a status code of an access control decision result. See Section x.x.x.
StatusMessage [Optional]
It provides a status message describing the status code.
x.x.1
Element <StatusCode>
The <StatusCode> element contains a status code value. The following status code values defined in this document are the same as defined in [i.7].
<xs:element name="StatusCode" type="StatusCodeType"/>

<xs:simpleType name="StatusCodeType">

  <xs:restriction base="xs:string">

    <xs:enumeration value="ok"/>

    <xs:enumeration value="missing-attribute"/>

    <xs:enumeration value="processing-error"/>

    <xs:enumeration value="syntax-error"/>

  </xs:restriction>

</xs:simpleType>
The values of the <StatusCode> element have the following meanings:
ok: This identifier indicates success.
missing-attribute: This identifier indicates that all the attributes necessary to make a policy decision were not available.
processing-error: This identifier indicates that an error occurred during policy evaluation. An example would be division by zero.
syntax-error: This identifier indicates that some attribute value contained a syntax error, such as a letter in a numeric field.
x.x.1
Element <StatusMessage>
The <StatusMessage> element is a free-form description of the status code.
<xs:element name="StatusMessage" type="xs:string"/>

x.x.1
Element <PolicySet>
The <PolicySet> element is the top-level element in the access control policy schema. <PolicySet> is an aggregation of policies that are applicable to a particular access control decision request. Access control policies may be included in an enclosing <PolicySet> element either directly using the <Policy> element or indirectly using the <PolicyIdReference> element. 
The PAP finds all applicable access control policies that are applicable to an access control decision request and encapsulates them into a <PolicySet> element. The policies in a <PolicySet> element shall be combined with policy combining algorithm according to a predefined a configuration file. This predefined configuration file specifies how to combine the applicable access control policies for a particular access control decision request.
The PDP evaluates the access control policies contained in a <PolicySet> element, and combines the evaluation results of these policies in order to obtain one policy set evaluation result.

<xs:element name="PolicySet" type="PolicySetType"/>

<xs:complexType name="PolicySetType">

<xs:sequence>

<xs:choice minOccurs="0" maxOccurs="unbounded">

<xs:element ref="Policy"/>

<xs:element name="PolicyIdReference" type="xs:anyURI"/>

</xs:choice>

</xs:sequence>
<xs:attribute name="PolicySetId" type="xs:anyURI" use="required"/>

<xs:attribute name="PolicyCombiningAlgId" type="xs:anyURI" use="required"/>

</xs:complexType> 
The <PolicySet> element contains the following attributes and elements:
PolicySetId [Required]
It provides the identifier of a policy set. It is the responsibility of the PAP to ensure that no two policy sets visible to the PDP have the same identifier.
PolicyCombiningAlgId [Required]
It provides the identifier of the policy-combining algorithm by which the policy evaluation results in the policy set shall be combined. For more information about policy-combining algorithm see Section x.x.x.
Policy [Any Number]
A policy that is included in this policy set.
PolicyIdReference [Any Number]
It provides a reference to a policy that MUST be included in this policy set.
x.x.1
Element <Policy>
The <Policy> element is the smallest entity that shall be presented to the PDP for evaluation. <Policy> is an aggregation of rules that are applicable to the target resource. Rules included in the <Policy> element must be combined by the algorithm specified by the RuleCombiningAlgId attribute in order to obtain one policy evaluation result.

<xs:element name="Policy" type="PolicyType"/>

<xs:complexType name="PolicyType">

<xs:sequence>

<xs:choice maxOccurs="unbounded">

<xs:element ref="Rule"/>

</xs:choice>

</xs:sequence>

<xs:attribute name="PolicyId" type="xs:anyURI" use="required"/>

<xs:attribute name="RuleCombiningAlgId" type="xs:anyURI" use="required"/>

</xs:complexType> 
The <Policy> element contains the following attributes and elements:
PolicyId [Required]
It provides the identifier of a policy. It is the responsibility of the PAP to ensure that no two policies visible to the PDP have the same identifier.
RuleCombiningAlgId [Required]
It provides the identifier of the rule-combining algorithm by which the rule evaluation results in the policy shall be combined. For more information about rule-combining algorithm see Section x.x.x.
Rule [Any Number]
A rule that is included in this policy.
x.x.1
Element <Rule>
The <Rule> element shall define the individual rules in the policy.
<xs:element name="Rule" type="RuleType"/>

<xs:complexType name="RuleType">

<xs:sequence>

<xs:element ref="Originator"/>

<xs:element ref="Operations"/>

<xs:element ref="Contexts" minOccurs="0"/>

</xs:sequence>

</xs:complexType> 
The <Rule> element contains the following attributes and elements:
Originator [Required]
It provides the identifier of a policy.
Operation [Required]
It provides the operation that the Originator can perform on the target resource.
Context [Optional]
It provides predicates that must be satisfied for the rule can be used for evaluating the access control decision request.
x.x.1
Element <Originator>
The <Originator> element defines attributes pertaining to the Originator. The main components of this element are the <OriginatorID>, <Roles> and <Groups> elements.
The <Originator> element is used in access control decision requests, access control policy evaluation requests and access control rules for describing the Originator.
<xs:element name="Originator" type="OriginatorType"/>

<xs:complexType name="OriginatorType">

<xs:sequence>

<xs:element ref="OriginatorID"/>

<xs:element ref="Roles" minOccurs="0"/>

<xs:element ref="Groups" minOccurs="0"/>

</xs:sequence>

</xs:complexType>
The <Originator> element contains the following attributes and elements:
OriginatorID [Required]
It provides the ID of the Originator.
Operations [Optional]
It provides the roles that the Originator owns.
Contexts [Optional]
It provides the groups to which the Originator belongs.
x.x.1
Element <OriginatorID>
The <OriginatorID> element provides the ID of the Originator.
<xs:element name="OriginatorID"  type="xs:string"/>
x.x.1
Element <Roles>
The <Roles> element specifies a list of <Role> elements.
<xs:element name="Roles" type="RolesType"/>

<xs:complexType name="RolesType">

<xs:sequence>

<xs:choice maxOccurs="unbounded">

<xs:element ref="Role"/>

</xs:choice>

</xs:sequence>

</xs:complexType>
The <Roles> element contains the following attributes and elements:
Role [Any Number]
It provides an ID of a role.
x.x.1
Element <Role>
The <Role> element provides the ID of the Role.
<xs:element name="Role"  type="xs:anyURI"/>
x.x.1
Element <Groups>
The <Groups> element specifies a list of <Group> elements.
<xs:element name="Groups" type="GroupsType"/>

<xs:complexType name="GroupsType">

<xs:sequence>

<xs:choice maxOccurs="unbounded">

<xs:element ref="Group"/>

</xs:choice>

</xs:sequence>

</xs:complexType> 
The <Groups> element contains the following attributes and elements:
Group [Any Number]
It provides an ID of a group.
x.x.1
Element <Group>
The <Group> element provides the ID of the Group.
<xs:element name="Group"  type="xs:anyURI"/>
x.x.1
Element <Resource>
The <Resource> element provides the URI of a Resource.
<xs:element name="Resource"  type="xs:anyURI"/>
x.x.1
Element <Operations>
The <Operations> element specifies a list of <Operation> elements.
<xs:element name="Operations" type="OperationsType"/>

<xs:complexType name="OperationType">

<xs:sequence>

<xs:choice maxOccurs="unbounded">

<xs:element ref="Operation"/>

</xs:choice>

</xs:sequence>

</xs:complexType> 
The <Operations> element contains the following attributes and elements:
Operation [Any Number]
It specifies an operation.
x.x.1
Element <Operation>
The <Operation> element contains an operation that an Originator can perform on a resource.
<xs:element name="Operation" type="OperationType"/>

<xs:simpleType name="DecisionType">

  <xs:restriction base="xs:string">

    <xs:enumeration value="RETRIEVE"/>

    <xs:enumeration value="CREATE"/>

    <xs:enumeration value="UPDATE"/>

    <xs:enumeration value="DELETE"/>

    <xs:enumeration value="DISCOVER"/>

    <xs:enumeration value="NOTIFY"/>

  </xs:restriction>

</xs:simpleType>
The meanings of the values of the <Operation> element are described in Clause 9.6.2.3 in the oneM2M Functional Architecture [TS-0001].
x.x.1
Element <Contexts>
The <Contexts> element specifies a list of <Context> elements.
<xs:element name="Contexts" type="ContextsType"/>

<xs:complexType name="ContextsType">

<xs:sequence>

<xs:choice maxOccurs="unbounded">

<xs:element ref="Context"/>

</xs:choice>

</xs:sequence>

</xs:complexType> 
The <Contexts> element contains the following attributes and elements:
Context [Any Number]
It specifies a Context.
x.x.1
Element <Context>
The <Context> element contains an operation that an Originator can perform on a resource.
<xs:element name="Context" type="ContextType"/>

<xs:complexType name="ContextType">

<xs:sequence>

<xs:element ref="TimeWindow" minOccurs="0"/>

<xs:element ref="LocationRegion" minOccurs="0"/>

<xs:element ref="IPAddress" minOccurs="0"/>

</xs:sequence>

</xs:complexType>
The meanings of the values of the elements of <TimeWindow>, <LocationRegion> and <IPAddress> are described in Clause 9.6.2.2 in the oneM2M Functional Architecture [TS-0001].
x.x.1
Element <TimeWindow>
The <TimeWindow> element specifies a time window with a start time and an end time. The format for specifying a time window is defined in Clause 7.1.
<xs:element name="TimeWindow"  type="xs:string"/>
x.x.1
Element <LocationRegion>
The <LocationRegion> element specifies a location region. The format for specifying a location region is defined in Clause 7.1.
<xs:element name="LocationRegion"  type="xs:string"/>
x.x.1
Element <IPAddress>
The <IPAddress> element specifies an IP address. The format for specifying an IP address is defined in Clause 7.1.
The <IPAddress> element provides the ID of the Originator.
<xs:element name="IPAddress"  type="xs:string"/>
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