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1. Introduction

On 29 May 2014, I gave several editorial and technical comments on Contribution SEC-2014-0249R05. However, this contribution was already agreed for inclusion in TS-0003 at the SEC 10.3 teleconference. Therefore, the chair of WG4 suggested me provide a contribution at TP 11 to modify the text of SEC-2014-0249R05. 
In this version (0328R02), further minor changes were made to improve the decription for Steps 2 and 3, according to comments received in the morning of 31 July, 2014. No change was suggested to Figure X anymore. 
2. Proposal


-------------------------------------------Start -------------------------------------------------

Annex X. General Mutual Authentication Mechanism
oneM2M mutual authentication schemes allow oneM2M entities to prove that they know related credentials such as Master Credentials, without having to exchange value of those credentials, and sensitive data such as identities and identifiers   sensitive data such as security identities and security identifiers.To prevent reading and copying of credentials, secure environment within the Security CSF provides protection against tampering of those credentials and related processed information. 
Editor’s Note: It needs to be defined which oneM2M identities represent sensitive data that should not be exchanged over the communication link between entities A and B.
A general mutual authentication protocol is applied to both symmetric and asymmetric key based schemes. Precise protocol messages and parameters depend on the chosen scheme and the security parameters selected. Typically it consists of following steps:  
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Figure X: Mutual Authentication
Editor’s Note: Adding a reference to an existing and suitable Challenge Response scheme/specification/standard is FFS.
1.
An initial step where an entity A is securely identified to an entity B with whom previous or no previous contact has been made. In this step entity A identifies itself to an entity B protected against eavesdropping, i.e. no exchange of key materials (Master Credentials). 
2. In the second step entity B sends a challenge to entity A. The Authentication Challenge consists of random a challenge, the authentication token (AUTN) of entity B derived from Master cCredentials, etc. The authentication challenge, which may be random or not random (eg. a timestamp), depends on the chosen authentication scheme and the security parameters selected for symmetric and asymmetric key based schemes. 
3. The eEntity A replies with an Authentication Response that contains an authencation response token (AUTN) derived from its known Master Credentials and the received Athentication challenge. This Authentication Response is sent if entity B has been successfully authenticated by entity A.
4. Entity B then verifies the relation between entity A’s identity and the response received in step 3, which gives a high probability that the entity B knows a secret value associated with the entity A’s identity provided in step 1. . If the verification is positive, entity B is assured that the response has been created by entity A using a secret associated with entity A’s identity provided in step 1. 
-------------------------------------------End -------------------------------------------------
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