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1
Introduction

This contribution aims to propose a sub-clause in Clause 7 in the Security TS for release 1.
2
Proposal

7.y
Group and Role Based Access Control Rules
The access-control-rule-tuple described in the Clause 7.3 could be extended to support group based access control rules and role based access control rules. These two kinds of access control rules are described in the following sub-sections.
A set acrs of access control rules may consist of a mix of pairs and 3-tuples. For pairs, any context parameters associated with a request message are admissible.

The three component parameters of an access-control-rule-tuple supported in this specification are shown in Table 7.3.1-1. 

7.y.1
Group Based Access Control Rules
In a group based access control rule a group is the basic unit of being authorized. An access control group specifies a set of Originators that could be AEs and/or CSEs. An Originator can be authorized through being a member of an access control group. 
An access control group can be defined through explicitly specifying a group in an access control policy. In this case an access control group is specified with a list of CSE-IDs and/or AE-IDs, and the group shall be identified with an ID that is unique in its application scope.
An access control group can also be defined through using a reference to a <group> resource. In this case the group members are indicated by the membersList attribute of the <group> resource. For more information about <group> resource, see Clause 9.6.13 in the oneM2M Functional Architecture [TS-0001].
A group based access control rule has a structure simliar to the 3-tuple access control rule described in the Section 7.3. The three component parameters of an group based access-control-rule-tuple supported in this specification are shown in Table 7.3.1-1. 

Table 7.3.1-1: Parameters of a group based access-control-rule-tuple
	Parameter
	Usage Description
	Mandatory/ Optional
	Format

	accessControlGroups
	Set of groups which members can be authorized
	M
	List of group IDs and/or group references to <group> resources

	accessControlOperations
	See Table 7.3.1-1
	See Table 7.3.1-1
	See Table 7.3.1-1

	accessControlContexts
	See Table 7.3.1-1
	See Table 7.3.1-1
	See Table 7.3.1-1


The accessControlGroups parameter comprises a list of group IDs and/or group references to <group> resources. 
When an access control decision request is evaluated against a group based access control rule, the parameters associated with the request are evaluated against the parameters contained in the group based access control rules. The evaluations of accessControlOperations and accessControlContexts are the same as described in the Clause 7.5. The evaluation of accessControlGroups is described as follows.
If a group is defined locally in the policy, the PDP checks if the Originator ID in the access control decision request is contained in the group. If a group is defined through a <group> resource, the PDP needs to check if the Originator ID in the access control decision request is contained in the membersList attribute in that <group> resource referred by a URI in the rule.

7.y.2
Role Based Access Control Rules
In a role based access control rule a role is the basic unit of being authorized. An Originator (AE) can be authorized through possessing corresponding roles.
Roles are defined in the serviceRoles attribute of a <m2mServiceSubscription> resource. Role assignments are defined in the AE-ID attribute of a <m2mServiceSubscription> resource. For more information about <m2mServiceSubscription> resource, see Clause 9.6.19 in the oneM2M Functional Architecture [TS-0001]. 
A role based access control rule has a structure simliar to the 3-tuple access control rule described in the Section 7.3. The three component parameters of an role based access-control-rule-tuple supported in this specification are shown in Table 7.3.1-1. 

Table 7.3.1-1: Parameters of a role based access-control-rule-tuple
	Parameter
	Usage Description
	Mandatory/ Optional
	Format

	accessControlRoles
	Set of roles which can be authorized
	M
	List of role IDs

	accessControlOperations
	See Table 7.3.1-1
	See Table 7.3.1-1
	See Table 7.3.1-1

	accessControlContexts
	See Table 7.3.1-1
	See Table 7.3.1-1
	See Table 7.3.1-1


The accessControlRoles parameter comprises a list of role IDs. 

It is the responsibility of the hosting CSE to retrieve Service Roles that are subscribed by the Originator from <m2mServiceSubscription> resources, and then put them into the access control decision request. The hosting CSE can use the M2MservicesubcriptionLink attribute of a <AE> resource to locate an <m2mServiceSubscription> resource. The hosting CSE checks if the AE has subscribed this service through checking if the AE is in the AE-ID attribute. If an AE has subscribed a service, the roles listed in the serviceRoles attribute are automatically assigned to the AE. For more information about AE resource, see Clause 9.6.5 in the oneM2M Functional Architecture [TS-0001].
When an access control decision request is evaluated against a role based access control rule, the parameters associated with the request are evaluated against the parameters contained in the role based access control rules. The evaluations of accessControlOperations and accessControlContexts are the same as described in the Clause 7.5. The evaluation of accessControlRoles is described as follows.

If a role in the access control decision request is contained in the accessControlRoles, then the Originator in the access control decision request is authorized by this rule.
7.x
Access Control Policy Structure and Evaluation
7.x.1
Access Control Policy Structure
oneM2M access control policy comprises the following three components:

· Access Control Rule;

· Access Control Policy; and

· Access Control Policy set.
7.x.1.1
Access Control Rule

An access control rule is the basic elementary unit of policy. The main components of a rule are: 
· an accessControlSubjects,
· an accessControlOperations, and
· an accessControlContexts.
The component accessControlSubjects defines sets of Originators, roles and groups that can be authorized. This component contains three sub-components, they are:

· an accessControlOriginators,
· an accessControlGroups, and
· an accessControlRoles.
for more information about the component accessControlOriginators see Clause 7.3;

for more information about the component accessControlGroups see Clause 7.y.1

for more information about the component accessControlRoles see Clause 7.y.2
An access control rule specifies that any entity defined in the component accessControlSubjects can perform any operation defined in the component accessControlOperations on the target resource.


· 
· 
· 







· 
· 
· 




7.x.1.2
Access Control Policy

An access control policy is the basic elementary unit assigned to a protected resource. It is also the smallest entity that shall be presented to a PDP for evaluation. An access control policy is comprised of a set of access control rules that are all applicable to the protected resource. The evaluation results of these access control rules shall be combined by a rule combining algorithm in order to render a finial evaluation result. This finial evaluation result shall be used as the access control policy evaluation result. Rule combining algorithms are described in Clause 7.x.3.

An access control policy may be shared by multiple resources, and an access to a resource may need to consider multiple access control policies. It is the responsibility of PAP to find all applicable access control policies through checking the target resource accessControlPolicyIDs attribute that lists all applicable access control policies’ IDs or URIs.
7.x.1.3
Access Control Policy Set

An access control policy set is the basic elementary passed to a PDP by a PAP. An access control policy set is comprised of a set of access control policies that are all applicable to the protected resource. The evaluation results of these access control policies shall be combined by a policy combining algorithm in order to render a finial evaluation result. This finial evaluation result shall be used as the policy set evaluation result. Policy combining algorithms are described in Section 7.x.3.

It is the responsibility of PAP to find all applicable access control policies and organize these access control policies into an access control policy set. The policy combining algorithm is selected according to a predefined configuration file that specifies which policy combining algorithm shell be used for what access control decision requests or resources. However, the description about this configuration file is outside the scope of this specification.

7.x.2
Access Control Policy Evaluation Result
The evaluation result of an access control rule shall be either “Permit” or “Deny”. For more information about the access control rule evaluation procedure see Clause 7.5.1.
The evaluation result of an access control policy is the result of combining the evaluation results of the rules contained in this access control policy, and it shall be either “Permit” or “Deny”. For more information about the access control policy evaluation procedure see Clause 7.x.3.
The evaluation result of an access control policy set is the result of combining the evaluation results of the policies contained in this access control policy set, and it shall be either “Permit” or “Deny”. For more information about the access control policy set evaluation procedure see Clause 7.x.3.
· 
· 
· 
· 
7.x.3
Access Control Rule and Policy Combining Algorithms
An access control rule combining algorithm defines a procedure for arriving at an access control decision given the individual results of evaluation of a set of access control rules. Similarly, an access control policy combining algorithm defines a procedure for arriving at an access control decision given the individual results of evaluation of a set of access control policies. This specification adopts the “Permit-overrides” rule/policy combining algorithm that is defined in [i.7] with some simplification.

7.x.3.1
Permit-Overrides
The “Permit-overrides” combining algorithm is intended for those cases where a permit decision should have priority over a deny decision. This algorithm has the following behaviour.

(1) If any decision is “Permit”, the result is “Permit”.
(2) Otherwise, the result is “Deny”.
7.x.4
Access Control Policy Evaluation
Access control policy evaluation consists of three phases:
(1) access control rule evaluation,
(2) access control policy evaluation, and

(3) access control policy set evaluation.
7.x.4.1
Access Control Rule Evaluation
The evaluation result of an access control rule shall be calculated by evaluating its contents against an access control decision request. For more information about the access control rule evaluation procedure see Clause 7.5.1.

· 
· 
· 
· 
· 
· 



7.x.4.2
Access Control Policy Evaluation

The evaluation result of an access control policy shall be determined by combining its rules’ evaluation results using the specified rule-combining algorithm. For more information about the access control policy evaluation procedure see Clause 7.x.3.
7.x.4.3
Access Control Policy Set Evaluation

The evaluation result of an access control policy set shall be determined by combining its policies’ evaluation results using the specified policy-combining algorithm. For more information about the access control policy set evaluation procedure see Clause 7.x.3.
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