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Introduction
This contribution corrects typos in the Definitions section of TS-0003.
-----------------------Start of change 1-------------------------------------------
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

association configuration: phase of a Security Association Establishment Framework in which the entity establishing the Security Association (and the Central Key Distribution Server,  in the case of Centralized Security Frameworks), are provided with identities (and any other relevant credentials) to ensure that the security association is established between the intended entities
association security handshake: phase of a Security Association Framework in which the security association endpoints perform mutual authentication
bootstrap credential: pre-provisioned credential enabling mutual authentication of the Enrolee and the M2M Enrolment function
bootstrap credential configuration: phase of a Security Bootstrap Framework in which the Bootstrap Credentials are pre-provisioned to the Enrolee and the M2M Enrolment function
bootstrap enrolment handshake: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment Function perform mutual authentication
bootstrap instruction configuration: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment Function are provided with identities (and any other relevant credentials) to enable the M2M Enrolment function to establish a Master Credential between the intended Enrolee and M2M Authentication Function
bootstrap server function [13]: BSF is hosted in a network element under the control of a Mobile Network Operator. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure
NOTE:
The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

bootstrapping transaction identifier [13]: bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material in GBA reference points Ua, Ub and Zn
CA-Certificate [ i.8]: certificate created by one certification authority (CA) certifying the public key of another CA
central key distribution server: server which can perform mutual authentication with a set of entities, and which can use this ability to securely distribute keys to sets of two or more of these entities
central key distribution server handshake: Phase of a Centralized Security Association Establishment Framework in which an entity and the Centralized Key Distribution Server perform mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
centralized security framework: Security Framework in which the entities authenticate each other with the assistance of a Central Key Distribution Server

certificate: See Public Key Certificate.
certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificate is certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori
NOTE:
Trust in the public key in each CA-certificate can be based on trust in the previous CA-Certificate.
certificate name: unique identifier in a name field of a Certificate (e.g. in the X.509 "Subject" or "Subject Alternative Name" attribute)
certificate verification: process necessary to trust an entity's Certificate
certification authority [i.8]: responsible for establishing and vouching for the authenticity of public keys

NOTE:
[This] includes binding public keys to distinguished names through signed certificates, managing certificate serial numbers, and certificate revocation.
credential configuration: phase of a Security Association Establishment Framework in which the Credentials necessary for the Security Association Establishment Framework are configured to the relevant entities and functions
digital signature [i.9]: information is signed by appending to it an enciphered summary of the information
NOTE:
The summary is produced by means of a one-way hash function, while the enciphering is carried out using the private key of the signer.
direct security framework: Security Framework in which the entities authenticate each other directly, without assistance from a Central Key Distribution Server

enrolee: AE or CSE that requires remote provisioning of a Master Credential and Master Credential Identifier for an M2M Authentication Function
enrolment key: symmetric key established between an Enrolee and M2M Enrolment Function following successful mutual authentication

NOTE:
A Master Credential to be shared by the Enrolee and an M2M Authentication Function may be derived (at the Enrolee and M2M Enrolment Function) from the currently valid Enrolment Key, and the M2M Enrolment Function subsequently securely delivers the Master Credential to the M2M Authentication Function.
enrolment key establishment: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment function establish an Enrolment Key
entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)
generic bootstrap architecture: set of 3GPP and 3GPP2 specifications providing security features and a mechanism to bootstrap authentication and key agreement for application security from the 3GPP and 3GPP2 underlying network authentication mechanisms

MAF Transaction Identifier (M-TID): used to bind the entity identifier to the keying material when using the MAF‑Based Security Association Establishment Framework
message integrity code: tag computed from a message and a symmetric key, and attached to a message

NOTE 1:
The purpose of a messages integrity code is to facilitate, without the use of any additional mechanisms, assurances regarding both the source of a message and its integrity.
NOTE 2:
A Message Integrity Code is sometimes called a "Message Authentication Code" - we have used "Message Integrity Code" since the abbreviation of "Message Authentication Code" (MAC) might be misunderstood to refer to "Media Access Control". The definition is based on text from [i.8] (p323).

M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.
master credentials: Credentials used to mutually authenticate between an ASN/MN-CSE and the MAF. This is done to secure access to the infrastructure of an M2M Service Provider
NOTE:
The Master Credentials are either pre-provisioned or remotely provisioned (without relying on those credentials).

policy access point: system entity that finds applicable policy or policy set
policy decision point [i.7]: system entity that evaluates applicable policy and renders an authorization decision

policy enforcement point [i.7]: system entity that performs access control, by making decision requests and enforcing authorization decisions
policy information point [i.7]: system entity that acts as a source of attribute values
pre-provisioned secure connection key: Symmetric Key that is pre-provisioned to two entities (which may be AEs or CSEs) to be used for mutual authentication of those entities in Security Association Establishment
pre-provisioned secure connection key identifier: Identifier for a Pre-Provisioned Secure Connection Key
pre-provisioned symmetric enrolee key: Symmetric Key that is pre-provisioned to the Enrolee and M2M Enrolment Function
pre-provisioned symmetric enrolee key identifier: Identifier for a Pre-Provisioned Symmetric Enrolee Key
private signing key: secret key that can generate signatures that can be verified using a corresponding Public Verification Key
public key certificate: electronic document that uses a digital signature to bind a public key with an identity
NOTE:
[i.8] A public-key certificate is a data structure consisting of a data part and a signature part. The data part contains cleartext data including, as a minimum, a public [verification] key and a string identifying the part (subject entity) to be associated therewith. The signature part consists of the digital signature of a certification authority over the data part, thereby binding the subject entity's identity to the specified public key.

public key infrastructure: set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke Public Key Certificates. For more details, see [i.8].

public verification key: Credential that can verify digital signatures generated by a corresponding Private Signing Key, but which cannot be used to generate digital signatures
root certificate: Certificate signed by a public key that hashes to a Root of Trust
root of trust: hash of a public key that is trusted a priori
security association establishment framework: Security Framework for Security Association Establishment

security bootstrap framework: Security Framework for Security Bootstrapping: a mechanism for remotely provisioning a Master Credential and Master Credential Identifier to a Enrolee and an M2M Authentication Function
security framework: set of procedures providing Security Association Establishment or Security Bootstrapping
self-signed certificate: Public Key Certificate that is signed by the same entity whose identity it certifies
symmetric key: secret key that is shared between two entities

X.509: ITU-T recommendation for a Public Key Infrastructure
-----------------------End of change 1---------------------------------------------
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