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oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
Introduction
This contribution aim to convert the agreements taken from PRO-2014-0322_Access_Control_pending_issues as reported in SEC-2014-0354-Minutes_SEC_11-4 into a change request to TS-0003
It is also attempted to restructure the present description of the access control algorithm in order to include the aspects proposed in the contributions  SEC-2014-0346R02-oneM2M_Access_Control_Policy_Structure_and_Evaluation and SEC-2014-0347R02-oneM2M_Access_Control_Policy_Specification which could not be agreed in the SEC#11.4 call.

This initial version of the Change Request may be incomplete and may require merging of content of contributions from other companies. We expect that it requires a number of iterations after discussion before and at TP#12.

Note that this version of the Change Request does not resolve the open issue how to deal with the (optional) role parameter indicated in a request message. There are several options how to resolve this issue: One option would be to indicate admissible roles as part of the accessControlOriginator parameters. Another option would be to include an additional role parameter, i.e. accessControlRole, as add​itional (optional) component of an access-control-tuple.
Note also that access control based on tokens is not addressed in this contribution.

R01: changes that were agreed at the SEC adhoc meeting on Monday afternoon were included:

1)   Instead of giving to the request originator indications of any details why access was denied, events where the access decision results in indeterminate access control rules should be logged for diagnostic purposes 
2)   Clarification of fc parameter to detect Discover operation

3)    Allowing both country code and circles with radius R around a given centre point as elements of accessControlLocationRegions

R02: Addressed comments given at presentation in joint ARC/SEC session: corrections of cut-and-paste errors in Table 7.3.1-2. Further online editing at presentation in the Wednesday 5 PM SEC session: included a Note that the role parameter in request messages is for use in future Releases in Table 7.2.1-1. Removed text on CSE/AE-ID description to avoid overlap and inconsistency with TS-0001.
-----------------------Start of change 1-------------------------------------------
7
Authorization and Access Control
7.1  General Description
The M2M authorization procedure controls access to resources and services hosted by CSEs and AEs. The authorization procedure requires that the originator of the resource access request message has been identified to the Authentication Function, and originator and receiver are mutually authenticated with each other.
The resource addressed in the request message has an associated  accessControlPolicyID attribute (either included explicitly as an attribute of the resource addressed in the request message, implied  from the parent of the resource, or set fixed by the system, see clause 9.6.1 of TS-0001 [1]).  The accessControlPolicyID attribute contains a list of identifiers of <accessControlPolicy> resources applicable to the resource addressed in the request message.
The overall structure of <accessControlPolicy> resources  is described in clause 9.6.2 "Resource Type accessControlPolicy" of TS-0001 [1]).
Each of these <accessControlPolicy> resources include privileges and selfPrivileges attributes, which comprise the information that is evaluated against the parameters associated with the request message to obtain the access decision. 

Requests to an <accessControlPolicy> resource are evaluated against the selfPrivileges attribute in that <accessControlPolicy> resource. For other resource types, the resource access request is evaluated against the privileges attributes of the <accessControlPolicy> resources associated with the targeted resource.Clause 9.6.2 "Resource Type accessControlPolicy" of TS-0001 [1] describes how to determine the <accessControlPolicy> resources associated with the targeted resource). 
For requests to <accessControlPolicy> resource type, authorization is granted if the request is evaluated to "Permit" for at least one selfPrivileges attribute.  For other resource types, authorization is granted if the request is evaluated to "Permit" for at least one such privileges attribute. 
The privileges and selfPrivileges defined in the accessControlPolicy resource determine who is allowed to access the resource containing this attribute, for which specific operation (i.e. Create, Retrieve, Update, Delete, etc.) and for which specific context constraints (i.e. constraints regarding access time, originator’s IP address and originator’s location).
7.2. Parameters of the Request message 
This section specifies the parameters of a request message which are relevant for authorization mechanism.
The exact formats of these parameters are defined in clause x.y of TS-0004 [x]

The parameters associated with a request message which are relevant to derive the access decision are shown in Table 7.2.1-1.
Table 7.2.1-1: Parameters indicated in the request message
	Parameter
	Description
	Mandatory/ Optional
	Usage in Access Control

	to
	URI of target resource
	M
	Selection of accessControlPolicy associated with the target resource

	fr
	Identifier representing the originator of the request
	M
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes

	role
	Role of the originator
	O
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes
Note: this parameter is for use in future Release(s). 

	op
	Requested operation
	M
	Evaluated against accessControlOperations in privileges and selfPrivileges attributes

	fc
	Filter criteria
	O
	Differentiation between Retrieve and Discovery operations 


Table 7.2.1-2 lists context parameters associated with a request message. These are not explicitly included in a request but can be obtained at the receiver  as described in the Table and used to evaluate access control constraints.
Table 7.2.1-2: Context parameters associated with a request message

	Parameter
	Description
	Mandatory/ Optional
	Usage in Access Control

	rq_time
	Time stamp when the request message was received at the hosting CSE. Obtained by the hosting CSE’s system time clock. 
	O
	Validated against accessControlTimeWindows parameter in an access control rule, cf. section 7.3


	rq_loc
	Location information about the originator of the request. Obtained over the Mcn reference point.
	O
	Validated against accessControlLocationRegions parameter in an access control rule, cf. section 7.3


	rq_ip
	IP source address associated with the IP packets that carry the request message. Obtained over the Mcn reference point.
	O
	Validated against accessControlIpAddresses parameter in an access control rule, cf. section 7.3



7.3  Format of privileges and selfprivileges Attributes 
The privileges and selfPrivileges attributes exhibit the same data type format which is specified as follows.


Each privileges or selfPrivileges attribute comprises a set (aka. list) of access control rules. We denote in the following the set of access control rules as acrs and an individual access control rule in this set as acr. The access control rules in acrs are indexed with the letter k. The number of access control rules is denoted with the letter K:
acrs   = { acr(1),  acr(2), ..., acr(k), ..., acr(K) }

Each access control rule acr(k) is comprised of three type of components, denoted accessControlOriginators, accessControlOperations and accessControlContexts. The accessControlContext component is an optional parameter.

Hence, an access control rule acr(k) is either represented as a pair,

acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations} 

or as a 3-tuple

acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlContexts} 

We use the generic term “access-control-rule-tuple” when referring to a rule acr(k). 
A set acrs of access control rules may consist of a mix of pairs and 3-tuples. For pairs, any context parameters associated with a request message are admissible.

The three component parameters of an access-control-rule-tuple supported in this specification are shown in Table 7.3.1-1. 

· 
· 
· 
· Table 7.3.1-1: Parameters of an access-control-rule-tuple
	Parameter
	Usage Description
	Mandatory/ Optional
	Format

	accessControlOriginators
	Set of Originators that can be authorized
	M
	List of CSE-IDs and/or AE-IDs, or keyword “all” to grant access to all originators

	accessControlOperations
	Set of Operations that can be authorized
	M
	Enumerated list of operations Create Retrieve, Update, Delete, Discover, Notify

	accessControlContexts
	See Table 7.3.1-2
	O
	See Table 7.3.1-2


It is allowed to include the wildcard  characters “*” into the URI string of CSE-ID and AE-ID at any level. Examples include the following: *.mym2msp.org/mycseID, /mycseID/*.  If access for all originators should be allowed, the reserved keyword ‘all’ can be included into accessControlOriginators. Granting access to all CSE originators of the same M2M SP domain could be represented as /*, all AE-IDs of all CSEs in the same domain as /*/*. 
The exact format of the elements of accessControlOriginators  is defined in TS-0004 [x]. 
The accessControlOperations parameter comprises a list of admissible operations which can be any subset of the following elements: Create, Request, Update, Delete, Discover, Notify. While Create, Request, Update, Delete, and Notify operation are explicitly indicated in the op parameter of a request message, the Discovery operation is indicated by op = retrieve in combination with the provisioning of fc and Disrestype parameters in the request message.
The exact format of the elements of accessControlOperations is defined in TS-0004 [x]. 
The accessControlContexts parameters are listed in Table 7.3.1-2.
Table 7.3.1-2: Parameters of accessControlContexts
	Parameter
	Usage Description
	Mandatory/ Optional
	Formats

	accessControlTimeWindows
	Set of Time Windows  that can be authorized
	O
	List of time intervals where access can be granted in extended crontab format 

	accessControlLocationRegions
	Set of Location Regions that can be authorized
	O
	1) Latitude/longitude coordinates, and a radius defining a circular region around the coordinates 
2) Country code

	accessControlIpAddresses
	Set of IPv4 and IPv6 addresses that can be authorized
	O
	IPv4:  dotted-decimal notation with CIDR suffix      

IPv6: colon separated groups of hexadecimal digits with CIDR suffix


The accessControlTimeWindows parameter represents a list of elements that comply to the extended crontab syntax as defined in clause 7.3.7 of TS-0004 [x]. It allows to define periodically recurring time intervals at which access shall be granted, when the rq_time parameter associated with the access request message falls into such interval.
For the elements of accessControlLocationRegions there are two representation choices. These can be represented by a 2-character country code or a circle with radius R centred at a point defined in terms of longitude and latitude parameters. Refer to Annex E for detailed information. Each element of accessControlLocationRegions  defines an admissible location region, which is compared with the rq_loc parameter associated with the access request message. 
The exact formats of the elements of accessControlLocationRegions and rq_loc are defined in TS-0004 [x]. 
The accessControlIpAddresses parameter represents a list of IPv4 and IPv6 addresses in dotted-decimal notation with CIDR suffix   or colon separated groups of hexadecimal digits with CIDR suffix, respectively. If the rq_loc parameter associated with the access request message matches one of these addresses, access max be granted with regard to this criterion.
The exact formats of the elements of accessControlIpAddresses and rq_ip are defined in TS-0004 [x].

7.4  Access Control Decision

The access decision is derived by comparing the parameters associated with a resource access request message as described in clause 7.2 with the parameters included in the privileges or selfPrivileges attribute.

The result of the access control algorithm, i.e. the access decision, is the overall result of evaluating a given set of access control rules, acrs, against the parameters associated with the access request message. This access decision can be represented by a value of binary data type. The overall result is denoted here with the variable name res_acrs:
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The access control mechanism is specified in clause 7.5. If it yields the result res_acrs = TRUE, the access decision for the requested resource is  “Permit”.  
If the result is res_acrs = FALSE or the access control mechanism is not capable to derive a final result (e.g. due to indeterminate parameters) the access decision for the requested resource is “Deny”. 
Access decisions that result in indeterminate access control rules should be logged for diagnostics purposes.

7.5 Description of the Access Decision Algorithm

7.5.1 High-level Description
This clause gives a high-level description of the process for authorization of (resource access) requests using <accessControlPolicy> resources. 
As described in clause 7.4 above, the access decision is derived by comparing the parameters associated with a resource access request message as specified in clause 7.2 with parameters included in the privileges or selfPrivileges attribute as specified in clause 7.3.
For requests to an <accessControlPolicy> resource, the request is evaluated against the selfPrivileges attribute in that <accessControlPolicy> resource. For other resource types, the resource access request is evaluated against the privileges attributes of the <accessControlPolicy> resources associated with the targeted resource (clause 9.6.2 "Resource Type accessControlPolicy" of TS-0001 [1] describes how to determine the <accessControlPolicy> resources associated with the targeted resource). For other resource types, authorization is granted if the request is evaluated to "Permit" for at least one such privileges attribute.
There is no difference between the procedure for evaluating a request against a privileges attribute and the procedure for evaluating a  request against a selfPrivileges attribute, so this high level description describes only the evaluation against a privileges attribute.
A privileges attribute is a set of access-control-rule-tuples. If a request evaluates to "Permit" against at least one access-control-rule-tuple, then the request evaluates to "Permit" against the privileges. In other words, each access-control-rule-tuple provides one acceptable combination of constraints in order for the request to be allowed. Alternatively, a privileges attribute represents the logical OR of the constraints in its access-control-rule-tuples.

An access-control-rule-tuple is comprised of two or three component parameters. A request evaluates to "Permit" against an access-control-rule-tuple only if the request evaluates to "Permit" for all of the (two or three) component parameters. In other words, an access-control-rule-tuple represents the logical AND of constraints in its components. 
· 
· 
· 
The accessControlOriginators component parameter contains a set of parameters of varying type: each type is a different way of describing one or more Originators (see clause 7.3for details). The request evaluates to "Permit" against the accessControlOriginators parameter if the Originator matches any of those descriptions. In other words, accessControlOriginators represents the logical OR of the constraints in its set of parameters.

The accessControlOperations component parameter contains the set of operations (e.g. Create, Retrieve, Delete etc.)  which are allowed to be applied on the requested resource (the types of operations are defined in clause 7.3). The request evaluates to "Permit" against the accessControlOperations component parameter if the requested operation is indicated in accessControlOperations. In other words, accessControlOriginators represents the logical OR of the constraints in its set of parameters.

The accessControlContexts contains a set, where each element of the set represents a set of constraints on the request context. A request evaluates to "Permit" against the accessControlContexts parameter if the request context is allowed according to the constraints of at least one resource context constraint. In other words, accessControlContexts represents the logical OR of the request context constraints.

Each element representing a request context constraint contains three parameters  (see clause 7.3 [1] for details): 

· accessControlTimeWindows: Represents a set of time windows which are compared against the time that Authorization Decision is made;

· accessControlLocationRegions: Represents a set of location regions which are compared against the location of the Originator of the request;

· accessControlIpAddresses:
Represents a set of IP addresses and/or IP address blocks which are compared against the IP address of the Originator of the request.

A request evaluates to "Permit" against a request context constraint if each of the following conditions are met.

· The time of the Authorization Decision is within one of the time windows described by the accessControlTimeWindows parameter;

· The location of the Originator is within at least one of the location regions described by the accessControlLocationRegions parameter;

· The IP address of the Originator matches at least one of the IP addresses or IP address blocks represented by the accessControlIpAddresses parameter.

In other words, for each parameter (accessControlTimeWindows, accessControlLocationRegions, accessControlIpAddresses)  the request has to match at least one of the constraints. Alternatively, for each parameter (accessControlTimeWindows, accessControlLocationRegions, accessControlIpAddresses), take the logical OR of the constraints within that parameter; and then take the logical AND of the result for the three parameters.
7.5.1 Detailed Description
The logic for evaluating a request against a privilege can be described mathematically as follows. A privileges or selfPrivileges attribute included in an <accessControlPolicy> resource represents a set of access control rules, acrs, which is built as in the graph below:

[image: image5.png] 
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Figure 7.5.1-1 Logic to evaluate privileges
The parameters associated with a request, which are evaluated against the parameters contained in the access control rules are specified in clause 7.3 above.:






 

The access decision is the result of evaluating a given set of access control rules, acrs. It is denoted:
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The access decision res_acrs is derived by evaluating each access control rule as follows:


res_acrs = res_acr(1)  OR res_acr(2)  ...  OR res_acr(k) … OR  res_acr(K),

where res_acr(k) represents the logical evaluation result (i.e. TRUE/FALSE or 1/0) of the request parameters against the kth access control rule in the set acrs, which can be expressed as follows:


res_acr(k) = res_origs(k)  AND  res_ops(k)  AND  res_ctxts(k), k = 1…K.

The 3 partial logical result variables on the right side of above equation can be defined by using the following set function:
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With this definition:


res_origs(k) = ismember(rq_orig,  acr(k)_accessControlOriginators)


res_ops(k)   = ismember(rq_op,  acr(k)_ accessControlOperations)
The third partial logical result res_ctxts(k) is derived as follows


res_ctxts(k) = res_context(k, 1) ... OR res_context(k, m) ... OR  res_context (k, M_k),

where,


res_context(k, m) = res_time(k, m)  AND  res_ip(k, m)  AND  res_loc (k, m), k = 1…K, m = 1…M_k
and


res_time(k, m)  = ismember(rq_time, acr(k)_accessControlTimeWindows(m))


res_ip(k, m)     = ismember(rq_ip, acr(k)_accessControlIpAddresses(m))

res_loc (k, m)  = ismember(rq_loc, acr(k)_accessControlLocationRegions(m)) 
-----------------------End of change 2---------------------------------------------
-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[x]
 oneM2M Service Layer Protocol Core Specification, TS-0004
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

-----------------------End of Changes to References  -------------

- Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations
<ABBREVIATION1>
<Explanation>
3.4
Acronyms

Editor’s Note: do we need to include the variables used in the access control algorithm into the list of acronyms here?

<ACRONYM1>
<Explanation>

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
·  Does this change request avoid conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change  include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
Set of context constraints  consisting of the 3 elements defined in TS-0001 Table 9.6.2.2-1: 


{accessControlTimeWindows(k, m), accessControlLocationRegions(k,m), accessControlIpAddresses(k, m)}





                                         acrs   = { acr(1),  acr(2), ..., acr(k), ..., acr(K) }





acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlContexts} }





Set of originator parameters of any type defined in 


TS-0001 Table 9.6.2.1-1.  Examples:     


{CSE-ID1, AE-ID1, AE-ID2, entityGroup1, entityGroup2}


{all}





Set of allowed operations of any type defined in TS-0001 Table 9.6.2.3-1. Examples:     


{Create, Retrieve, Update, Delete, Discover, Notify}


{Retrieve, Discover, Notify}








Set of time windows defined by start and end time 


Example:     


{daily 04:30 – 06:00, 11:30 – 12:30, 22:15 – 00:30}





Set of location regions defined by list of objects representing geographical regions


Example:     


{geoRegion1, geoRegion2, geoRegion3}





Set of IP addresses or address blocks 


Example (IPv4):     


{212.75.201.105,  88.77.0.0/16, 116.27.123.0/24}





Set (list) of M_k context constraints (number of elements M_k can be different for each acr(k)):


{acr(k)_accessControlContext(k, 1), …  


                                     …, acr(k)_accessControlContext(k, m), …


                                                          …, acr(k)_accessControlContext(k, M_k)}











�replaced by text in new clause 7.2.
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