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	CHANGE REQUEST

	Group Name:*
	SEC

	Source:*
	Dragan Vujcic, Oberthur Technologies
Francois Ennesser, Gemalto

Claus Dietze, Giesecke & Devrient Group

	Subject:*
	Classification of Protection levels

	Date:*
	2014-07-21

	Contact:*
	v.dragan@oberthur.com

	Reason for Change/s:*
	This  CR includes the table of protection levels classification fom TR0008 to TS0003. It also add  indication of the provided protection levels for different SE technologies listed in the annex.

	CR  against: 
	TS-0003 v0.6.0

	Clauses/Sub Clauses

Affected*
	6.2.1

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	To include the proposed  changes to TS-0003.


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
Introduction
This  CR includes the table of classification of protection levels fom TR0008 to TS0003 for Secure  Environment in section 6.2.1
Indication of the provided protection levelaccording the classification table  for different SE technologies listed in the annex of TS0003

-----------------------Start of change 1-------------------------------------------
6.2.1
Secure Environment

The Secure Environment component is a logical entity that provides Sensitive Functions operating on Sensitive Data, Secure Storage and other resources/functions.
There is no assumption made on the particular implementation of the Secure Environment. A SE may be implemented as an independent HW Security Element or as an integrated SW function. Each Secure Environment shall be associated with one certain Security Level depending on the particular implementation of the SE. Different Secure Environments may provide different Security Levels and protection levels as indicated in table X.


	
	

	

	
	
	

	
	
	


	
	
	


	
	
	


	Protection Level
	Description

	0
	No protection. The data are exposed even without active attacks.

	1
	Low protection, data are protected from passive observers but could be exposed by active attacks, be they local or remote.

E.g. software solutions exist that rely on general purpose processing hardware of the supporting equipment.

	2
	Medium protection, protection of the data from remote attacks is addressed, but local attacks, especially physical attacks, remain possible, ie. Medium protection provides countermeasures against software attacks only 
E.g. Software solutions to protect data and sensitive functions rely on specific processing providing enforced isolation and enables sensitive code and data to be kept away from an unprotected operating environment, software and memory. The code running in the protected environment is cryptographically verified for integrity assurance.

	3
	High protection, addressing both remote and local attacks to access the data, including attacks involving physical access. This includes strong counter measures against software and hardware attacks, such as detection of abnormal operating conditions and scrambling plus hardware masking of the memory and side channel analysis of operations involving sensitive data.


Table X: Classification of Protection levels 
There shall be at least one Secure Environment, however there may be multiple.

-----------------------End of Change 1 -------------

-----------------------Start of change 2-------------------------------------------

Annex C (informative): Security protocols associated to specific SE technologies

The Secure Environment supporting security functions specified by oneM2M provides a level and a type of protection  (e .g. integrity protection, confidentiality, tamper resistance) to the information it contains, independently of the method of protection (e.g. UICC, embedded security element, TEE, etc..). Administration of their content is implementation dependent and relies on existing standards within specific Secure Environment technologies. Some of them are listed below for information:

C.1
UICC

In case of UICC (SE compliant with ETSI TS 102 671 [23]), OTA mechanisms as specified in [7] and [8], and its extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks are used to securely administrate the sensitive data of the M2M Service Layer. UICC provides the  highest  protection level 3 against attacks according the Classification of Protection levels Table.X in section 6.2.1
C.2


Other secure element and embedded secure element with ISO 7816 interface

In case the Secure Environment is implemented as a security element or as an embedded security element supporting an ISO/IEC 7816 interface [26], example of remote administration can be according to GlobalPlatform Remote Administration [a]. An embedded secure element  provides the highest  protection level 3 against attacks according the Classification of Protection levels Table.X in section 6.2.1
C.3
Trusted Execution Environment

In case the secure environment is implemented as a Trusted Execution Environment (TEE) according to GlobalPlatform [b], remote administration  is provided according to GlobalPlatform Remote Administration [21]. TEE provides the  medium protection level 2 against attacks according the Classification of Protection levels Table.X in section 6.2.1
C.4
SE to CSE binding

In case the SE is implemented as an independent security element supporting ETSI TS 102 221 [24], the secure channel specified in ETSI TS 102 484 [25] provides logical binding of the SE to a specific CSE or AE. This also protects the information exhanged between the SE and the associated entity on physically exposed interfaces, and is therefore recommended for devices that are physically exposed to attackers. 

-----------------------End of Change 2 -------------

-----------------------End of Changes -------------
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