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1
Introduction

This contribution aims to propose a sub-clause in the Annex for describing Access Control Decision Request in the Security TS for release 1.

This contribution is provided according to the comments given in the SEC_11-4.
2
Proposal
Annex x (informative):
Access Control Decision Request
An access control decision request is generated by a PEP according to an Originator’s access request using the format specified by the PDP. The PEP sends the access control decision request to a PEP for an access control decision.

The PDP asks the PAP to retrieve all applicable access control policies according to the access control decision request, and then uses the access control decision request to evaluate the retrieved access control policies for an access control decision. An access control decision request may contain the following information:

· An Originator: A mandatory parameter. It represents the ID of the Originator that sends an access request to the target resource.

· A Resource: A mandatory parameter. It represents the URI of the target resource which the Originator wants to access.

· An Operation: A mandatory parameter. It represents the operation which the Originator wants to perform on the target resource.
· A Roles: An optional parameter. It represents the IDs of roles which are assigned to the Originator.
· An AccessTime: An optional parameter. It represents the time of access.

· A LocationRegion: An optional parameter. It represents the location of the Originator.

· An IPAddress: An optional parameter. It represents the IP Address of the Originator.

The URI of the target resource shall be used to locate the target resource and then find the associated access control policies. 

The IDs of Originator and roles shall be used to compare with the rule component subjects in order to check if a rule is applicable to the access control decision request.

The operation is used to compare with the rule component operations in order to check if the operation is permitted by the rule.
The AccessTime, LocationRegion and/or LocationRegion are used to check the rule component contexts in order to ensure some extra conditions are satisfied to using the rule for making an access control decision.
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