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Introduction
This input contribution describes the location region and way of obtaining the location of request originator for applying access control.
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7
Authorization and Access Control

7.1
Applying Access Control Policies: High Level Description

The present clause describes the process for authorization of (resource access) requests using <accessControlPolicy> resources (described in clause 9.6.2 "Resource Type accessControlPolicy" of TS-0001 [13]). For requests to an <accessControlPolicy> resource, the request is evaluated against the selfPrivileges attribute in that <accessControlPolicy> resource. For other resource types, the resource access request is evaluated against the privileges attributes of the <accessControlPolicy> resources associated with the targeted resource (clause 9.6.2 "Resource Type accessControlPolicy"of TS-0001 [13] describes how to determine the <accessControlPolicy> resources associated with the targeted resource). For other resource types, authorization is granted if the request is evaluated to "Granted" for at least one such privileges attribute.

There is no difference between the procedure for evaluating a request against a privileges attribute and the procedure for evaluating a  request against a selfPrivileges attribute, so this high level description describes only the evaluation against a privileges attribute.

A privileges attribute is a set of access-control-rule-tuples. If a request evaluates to "Granted" against at least one access-control-rule-tuple, then the request evaluates to "Granted" against the privileges. In other words, each access-control-rule-tuple provides one acceptable combination of constraints in order for the request to be allowed. Alternatively, a privileges attribute represents the logical OR of the constraints in its access-control-rule-tuples.

An access-control-rule-tuple is comprised of three component parameters. A request evaluates to "Granted" against an access-control-rule-tuple only if the request evaluates to "Granted" for all of the component parameters. In other words, an access-control-rule-tuple represents the logical AND of constraints in its components. The three component parameters of an access-control-rule-tuple supported in this specification are: 

accessContolOriginators: which represents the set of Originators that can be authorized using this access-control-rule-tuple;

accessControlOperations: which represents the set of operations that can be authorized using this access-control-rule-tuple;

accessControlContexts: which represents a set of request contexts that are allowed using this access-control-rule-tuple.

The accessControlOriginators component parameter contains a set of parameters of varying type: each type is a different way of describing one or more Originators (see clause 9.6.2.1 of TS-0001 [1] for details). The request evaluates to "Granted" against the accessControlOriginators parameter if the Originator matches any of those descriptions. In other words, accessControlOriginators represents the logical OR of the constraints in its set of parameters.

The accessControlOperations component parameter contains the set of operations (e.g. Create, Retrieve, Delete etc.)  which are allowed to be applied on the requested resource (the types of operations are defined in clause 9.6.2.3 of TS-0001 [1]). The request evaluates to "Granted" against the accessControlOperations component parameter if the requested operation is indicated in accessControlOperations. In other words, accessControlOriginators represents the logical OR of the constraints in its set of parameters.

The accessControlContexts contains a set, where each element of the set represents a set of constraints on the request context. A request evaluates to "Granted" against the accessControlContexts parameter if the request context is allowed according to the constraints of at least one resource context constraint. In other words, accessControlContexts represents the logical OR of the request context constraints.

Each element representing a request context constraint contains three parameters  (see clause 9.6.2.2 "accessControlContexts" of TS-0001 [1] for details): 

accessControlTimeWindows: Represents a set of time windows which are compared against the time that Authorization Decision is made;

accessControlLocationRegions: Represents a set of location regions which are compared against the location of the Originator of the request;

accessControlIpAddresses:
Represents a set of IP addresses and/or IP address blocks which are compared against the IP address of the Originator of the request.

A request evaluates to "Granted" against a request context constraint if each of the following conditions are met.

The time of the Authorization Decision is within one of the time windows described by the accessControlTimeWindows parameter;

The location of the Originator is within at least one of the location regions described by the accessControlLocationRegions parameter;

The IP address of the Originator matches at least one of the IP addresses or IP address blocks represented by the accessControlIpAddresses parameter.

In other words, for each parameter (accessControlTimeWindows, accessControlLocationRegions, accessControlIpAddresses)  the request has to match at least one of the constraints. Alternatively, for each parameter (accessControlTimeWindows, accessControlLocationRegions, accessControlIpAddresses), take the logical OR of the constraints within that parameter; and then take the logical AND of the result for the three parameters.

The logic for evaluating a request against a privilege can be described mathematically as follows. A privileges or selfPrivileges attribute included in an <accessControlPolicy> resource represents a set of access control rules, acrs, which is built as in the graph below:
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Figure 7.3.1-1 Logic to evaluate privileges
The parameters associated with a request, which are evaluated against the parameters contained in the access control rules, are denoted as follows:

rq_orig:
originator of the request (i.e. URI of the originating entity)

Editor's Note:  It needs to be reviewed how to represent accessContolOriginators in the access control rules and the rq_orig  parameter in requests. The used parameters require adequately long life time.

rq_op:
operation requested (i.e. Create, Retrieve, Update, etc.)

rq_time: 
time when the request was received (e.g. time in hh:mm:ss UTC, exact format TBD)

rq_ip:
IP address of the originator (i.e. set of IPv4/IPv6 addresses, address blocks or address prefixes) 

Editor's Note:  It needs to be reviewed whether use of IP addresses or use of FQDN representations is more appropriate for such constraint..

rq_loc:
location information about the originating entity (i.e. circular description, country code. Please see the annex E for detail information) 

The access decision is the result of evaluating a given set of access control rules, acrs. It is denoted:
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The access decision res_acrs is derived by evaluating each access control rule as follows:


res_acrs = res_acr(1)  OR res_acr(2)  ...  OR res_acr(k) … OR  res_acr(K),

where res_acr(k) represents the logical evaluation result (i.e. TRUE/FALSE or 1/0) of the request parameters against the kth access control rule in the set acrs, which can be expressed as follows:


res_acr(k) = res_origs(k)  AND  res_ops(k)  AND  res_ctxts(k), k = 1…K.

The 3 partial logical result variables on the right side of above equation can be defined by using the following set function:
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With this definition:


res_origs(k) = ismember(rq_orig,  acr(k)_accessControlOriginators)


res_ops(k)   = ismember(rq_op,  acr(k)_ accessControlOperations)

The third partial logical result res_ctxts(k) is derived as follows


res_ctxts(k) = res_context(k, 1) ... OR res_context(k, m) ... OR  res_context (k, M_k),

where,


res_context(k, m) = res_time(k, m)  AND  res_ip(k, m)  AND  res_loc (k, m), k = 1…K, m = 1…M_k

and


res_time(k, m)  = ismember(rq_time, acr(k)_accessControlTimeWindows(m))


res_ip(k, m)     = ismember(rq_ip, acr(k)_accessControlIpAddresses(m))


res_loc (k, m)  = ismember(rq_loc, acr(k)_accessControlLocationRegions(m)) 

----------------------- End of text 2 -----------------------
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Annex E (normative):
Acquisition of Location Information for Location based Access Control
When a request (resource access) is evaluated by a Hosting CSE and an accessControlLocationRegions parameter is defined in the privileges attribute of the <accessControlPolicy> resources, the Hosting CSE checks whether the location of the Originator of a request is in the specific regions or not. Therefore, the Hosting CSE retains the location of the Originator otherwise the Hosting CSE shall acquire the location or deny the access. This annex describes how to describe the location regions and obtain the location of the Originator.
E.1
Description of Region
E.1.1
Circular Description
The practical way of describing the region or area is the circular presentation and generally the circle is characterised by the co-ordinates of a center point of the circle and a radius. Geographically, the center point and radius is described as longitude and latitude, and meter respectively. For this description, the accessControlLocationRegions parameter shall be represented as a circle.
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E.1.2
Country Description

Another simple way of describing the region or area is the country presentation. ISO-3166-1 alpha 2 codes [i.12] are two-letter country codes to represent countries and special regions of geographical interest. For example, KR is a code for Korea, Republic of. 
E.2
Acquisition of Location Information
As mentioned above, when accessControlLocationRegions parameter is defined, the Hosting CSE shall check the location of the Originator for access control. This clause describes how the Hosting CSE checks or obtains the location. The procedures shall be varies based on the region description, circle and country.
E.2.1 Circular Description
If the circular description is used as the location context constraints, the Hosting CSE shall check whether it has the current location of Originator or not. If not, it shall obtain the location of Originator. TS-0001[1] defines a resource type for acquisition of location of a Target Node, <locationPolicy>. In order to , therefore, obtain the location of Originator, the Hosting CSE shall create <locationPolicy> and set the relevant attributes as follows:

· locationSource : Reliability of the location information is crucial so the location shall be obtained from trusted network. If the location is obtained by the other sources, the location information can be easily masqueraded. (i.e. GPS spoofing). Therefore, the locationSource attribute shall be set to ‘network-based’.
· locationTargetID : The Target Node shall be the Originator that needs to authorize the sent requests. The locationTargetID attribute shall be set to identifier of the Originator.    
Note that the other attributes are determined by local policies of Hosting CSE as described in clause 9.6.9 of TS-0001[1] and in order to obtain the location from the network, the Hosting CSE shall transform the oneM2M specified location request into network specified request.
NOTE: Refer to TS-0004[4] that describes how to convert the oneM2M-specified request to ‘OMA RESTful NetAPI for Terminal Location’ specified request in clause annex F.
Since the region information (circular description) is defined by the accessControlLocationRegions parameter, the Hosting CSE can utilize the circular region information when it requests the location information from the network. OMA RESTful NetAPI for Terminal Location specification [i.11] specifies resource types as an area (region)-based location notification service, ‘CircleNotificationSubscription’. If therefore the Hosting CSE subscribes to the notification service with circular region defined as acccessControlLocationRegions parameter, the Hosting CSE can always determine whether the Originator is in the regions or not. The figure below demonstrates how to acquire the location of the Originator when the accessControlLocationRegions parameter is defined.
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1. The Originator sends a request to access a resource.
2. The Hosing CSE shall evaluate the received request against the linked <accessControlPolicy> resource. If one of rule tuples that is about the request originator contains the accessControlLocationRegions parameter (circular description) and the Hosting CSE does not store the location of the Originator, the Hosting CSE shall do either continue the next step or deny the access. 
If the Hosting CSE has the location of the Originator, it is used for applying access control policy.
NOTE: The Hosting CSE shall deny the access due to the fact that the Originator is not subscriber of the network or any other reasons. (e.g., connection lost, server malfunction)
3. The Hosting CSE creates the <locationPolicy> resource and set relevant attributes as mentioned above. 

4. The Hosting CSE subscribes to a new area location notification service toward Location Server in the Network. The area information shall be based on the area defined by the accessControlLocationRegions parameters. If the multiple regions are defined, the multiple subscriptions shall be set. 
5. The Location Server immediately obtains the location’s Originator.

NOTE: After the immediate location acquisition, the Location Server periodically obtains the location’s Originator to check whether the Originator is in the area or not. The frequency and duration can be defined by local policies. 
6. The Location Server responses the immediate location information of the Originator toward Hosting CSE.

7. Based on the received location of the Originator and other access control policies the request can be either granted or denied. The Hosting CSE responses regarding the request (step 1).
8. When the Originator crossed in(enter) or out(leave) the area, the Location Server shall notify of the Hosting CSE the location change. Thus, the Hosting CSE can keep track of the location’s Originator and easily evaluate the access against location context constraint.
9. The Hosting CSE response the notification. 
E.2.2 Country Description
Generally, the Originator’s country-scale location can be determined by the Originator’s IP address. If the Hosting CSE can distinguish the country using the Originator’s IP address and it is also matched with the defined acccessControlLocationRegions parameter, the Hosting CSE shall grant the request subject to the acceptance of the other access control policies. Note that how to transform the IP address into country is out of scope.
However, if Hosting CSE cannot distinguish the country using the Originator’s IP address, The Hosting CSE shall obtain the location coordinate (i.e., longitude and latitude) of the Originator from network and the Hosting CSE can distinguish the country using the location if available. The way of obtaining the location coordinate is defined in annex F of TS-0004[4]. Note that how to transform the location into country is out of scope.
----------------------- End of text 3 -----------------------
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