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Introduction
The first version of this CR introduced the following changes:

· Started using the terminology “trust anchor certificate” to align with PKIX  RFC 5280 terminology

· Description for public key certificate “flavours”, where a flavour describes the intended usage of the public key certificate. This text becomes clause 8.1.1.2.1. The flavours are:

· Raw public key certificate: this is a new type of certificate introduced in recently published RFC 7250. This certificate contains only a public key. This certificate replaces the self-signed certificates used in the current version of TS-0003.
· Device certificates: certificates including some kind of hardware instance identifier. Chains to a trust anchor certificate. Original version of this CR had very few details about device certificates.

· CSE-ID certificates and AE-ID certificates. Certificates that could be issued to CSEs or AEs and that include the CSE-ID of the CSE or AE-ID of the AE. There will be useful for authenticating IN-CSEs and IN-AEs. May also be helpful if the certificates can be pre-configured to field domain entities. In the future, oneM2M could introduce mechanisms for remotely issuing such certificates to field domain entities (3GPP has such a mechanism for issuing operator certificates to Home eNodeB devices in 3GPP TS 33.320, where the mechanism is called “enrolment”).

· FQDN certificates: these are issued to MAFs and MEFs.  These certificates are used for authenticating MEFs to Enrolees, and for mutual authentication of MAFs and MEFs for securely exchanging master credentials during security bootstrap.

· Added profiles for these certificates

· Added details for path validation and certificate status verification – mimics CoAP approach where revocation for Field Domain devices is still considered FFS.

· Updates the tables in clause 9 to incorporate these changes AND to align with changes in SEC-2014-0370-Clause_9_cleanup_CR (noting that SEC-2014-0270 does not change the rows of the tables related to certificate security frameworks, since such rows are changed significantly in this contribution).
R01 changes include:

· Details for the device certificate profile.

· Various editorial/typographical corrections.
-----------------------Start of change 1-------------------------------------------

8.1.1.2
General Introduction to the Certificate-Certificate-Based Security Frameworks
This clause describes the Credential Configuration and Certificate Verification used in the Certificate-Certificate-Based Security Association Establishment Framework and Certificate-Certificate-Based Security Bootstrap Framework.

8.1.1.2.1
Public Key Certificate Flavours 

This document supports the following Public Key Certificate flavours:

· Raw Public Key Certificates: 
· Description: A raw public key certificate (RFC7250 [RFC7250]) contains only the raw public key, without other information normally provided in a certificate. The raw public key certificate is exchanged in the TLS handshake in the place of a traditional certificate (see RFC7250 [RFC7250]). 
· Use: A raw public key certificate may be used for authenticating a CSE or AE either during the Association Handshake phase of a Security Association Establishment or during the Bootstrap Handshake phase of a Security Bootstrap.
· Special Out-of-band procedures: In the case of an entity authenticating itself using a raw public key certificate, other entities must receive an out-of-band procedure providing those entities with a public key identifier of the raw public key (see clause 10.4.2 “Public Key Identifiers”) and the correct CSE-ID or AE-ID – this out-of-band instruction is provided during Association Configuration or Bootstrap Instruction Configuration. Where the raw public key certificate is configured to a device during implementation, the public key identifier could be provided in printed form on device (e.g. in text form or via QR code) in on a label on the device or in the device documentation, or available via NFC or similar technology.
· Device certificates: 
· Description: These certificates have a certificate chain to a trust anchor and includes a representation of a globally unique hardware identifier in the subjectAltName extension of the certificate. The present document supports IEEE 64-bit Extended Unique Identifier (EUI-64TM) [EUI-64] identifiers, International Mobile station Equipment Identity (IMEI) and International Mobile station Equipment Identity and Software Version Number (IMEISV)  [3GPP-23.003] A device certificate verifies the hardware instance identifier of the hardware instance on which an entity is being executed. 
· Use: Device certificates may be used to authenticate a CSE or AE on a specific hardware instance. If the device is an ASN or MN (which supports a CSE), then the device certificate is implicitly associated with the CSE that executes on the device. If the device is an ADN (which does not support a CSE) then the device certificate is not implicitly associated with a specific AE on the device. A device certificate may be used for authenticating a Field Domain CSE either during the Association Handshake phase of a Security Association Establishment or during the Bootstrap Handshake phase of a Security Bootstrap.
· Special Out-of-band procedures: In the case of an entity authenticating itself using a device certificate, other entities will require an out-of-band procedure providing the hardware instance identifier (in the device certificate) and the correct CSE-ID or  AE-ID– this out-of-band procedure occurs during Association Configuration or Bootstrap Instruction Configuration.

· CSE-ID certificates: 
· Description: These certificates have a certificate chain to a trust anchor and include the full URI representation of a CSE-ID in the subjectAltName extension of the certificate. A CSE-ID certificate verifies that the entity presenting the certificate has been assigned a particular CSE-ID. 
· Use: A CSE-ID certificate may be used to authenticate a CSE only. 
· Special Out-of-band procedures: none
NOTE: In the case of a CSE authenticating itself using a raw public key or device certificate, other entities must receive an out-of-band instruction to link the raw public key or device certificate with the CSE’s CSE-ID– this out-of-band instruction is achieved during Association Configuration. However, In the case of a CSE-ID certificate, the certificate already includes the CSE-ID, so there is no need for an entity to receive an out-of-band instruction to link a CSE-ID certificate with the corresponding identity.  

· AE-ID certificates: 
· Description: These certificates have a certificate chain to a trust anchor and include the full URI representation of an AE-ID in the subjectAltName extension of the certificate. An AE-ID certificate verifies that the entity presenting the certificate has been assigned a particular AE-ID. 
· Use: An AE-ID certificate may be used to authenticate an AE only. 
· Special Out-of-band procedures:    none
NOTE: In the case of an AE authenticating itself using a raw public key or device certificate, other entities must receive an out-of-band instruction to link the raw public key or device certificate with the AE’s AE -ID– this out-of-band instruction is achieved during Association Configuration. However, In the case of an AE -ID certificate, the certificate already includes the AE-ID, so there is no need for an entity to receive an out-of-band instruction to link an AE-ID certificate with the corresponding identity.  

· FQDN certificates: 
· Description: These certificates have a certificate chain to a trust anchor and include the FQDN of an M2M Enrolment Function or M2M Authentication Function in the subjectAltName extension of the certificate. An FQDN certificate verifies that the entity presenting the certificate has been assigned a particular FQDN. 
· Use: A FQDN certificate shall be used to authenticate an M2M Enrolment Function to an Enrolee during a Bootstrap Security Handshake phase in a Certificate-Based Security Bootstrap Framework. FQDN certificates shall be used to for mutual authentication of M2M Enrolment Function (or GBA BSF) with M2M Authentication Functions in the “Usage in Centralized Key Distribution Server Handshake” Phase of all Security Bootstrap Frameworks.    
· Special Out-of-band procedures:    none
The profiles for these certificates are found in clause 10.4.1 “Certificate Profiles”.
8.1.1.2.2
Path Validation and Certificate Status Verification

If an entity is to authenticate another entity using a device certificate, CSE-ID certificate, AE-ID certificate or MEF certificate, then the entity shall perform basic path validation (Section 6.1of RFC 5280 [RFC5280]) as part of verifying the other entity’s certificate (see clause 8.1.1.2.4 “Certificate Verification”).  
The trust anchor certificate containing the trust anchor information (Section 6.1.1 of RFC 5280 [RFC5280]) is provided to the entity during Credential Configuration, Association Configuration, Bootstrap Credential Configuration or Bootstrap Instruction Configuration.
NOTE: Section 6.1.1 of RFC 5280 [RFC5280] states “The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure”. Credential Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction Configuration satisfy the requirements of being trustworthy out-of-band procedures.
In the case of a device certificate, the entity shall verify (as part of path validation) that the device certificate and all certificates in the certificate chain contain the policy OID associated with the specific type of hardware instance identifier (see clause 10.4.1.4.1 Details common to Device Certificates and their Certificate Chains).
Certificate status verification: In the case of an Infrastructure  Domain entity receiving an MEF certificate, the entity shall verify the status of the certificate using a Certificate Revocation List as described in RFC 5280 [RFC5280]. oneM2M support for certificate status checking in Field Domain entities requires further study. A mapping of the Online Certificate Status Protocol (OCSP) onto HTTP may be used, as described in Appendix A of RFC 6960 [RFC6960], however a mapping of OCSP onto CoAP is not currently defined. Furthermore, OCSP may also not be easily applicable in all environments. An alternative approach may be using the TLS Certificate Status Request extension (Section 8 of [RFC6066]; also known as "OCSP stapling") or preferably the Multiple Certificate Status Extension ([RFC6961]), if available.
NOTE: Most of the above paragraph is based on almost identical text in the CoAP specification RFC 7252 [RFC7252], a protocol with similar (if not identical) considerations to oneM2M deployments.
8.1.1.2.3
Credential Configuration for Certificate-Based Security Frameworks 
If an entity is to authenticate itself using a Certificate-Based Security Framework, then the entity shall be pre-provisioned with the following information

· The entity's Private Signing Key.

NOTE 1:
An entity authenticates itself to other entities by proving that it knows the Private Signing Key corresponding to a particular Public Verification Key.

· The entity's Certificate (and if applicable, Certificate Chain) as described in clause 10.4.1 “Certificate Profiles”.
· In the case of a CSE-ID certificate the entity shall be configured with the entity’s CSE-ID.

· In the case of an AE-ID certificate the entity shall be configured with the entity’s AE-ID.
· 
· 
· 


8.1.1.2.4
Information Needed for Certificate Authentication of another Entity

An entity must trust the following information in order to authenticate another entity using certificates:

· An indication of the public key certificate flavour of other entity’s Certificate (that is, raw public key certificate, device certificate, CSE-ID certificate, AE-ID certificate, or an MEF certificate).
· In the case where other entity’s certificate is a raw public key certificate: 

· A public key identifier for the raw public key in the certificate (see clause 10.4.2 “Public Key Identifiers”). The public key identifier can be available 
· In the case where other entity’s certificate is an device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate:

· A Globally unique identifier: The globally unique identifier for the entity  which is also present in the subjectAltName extension of the other entity’s certificate
· Device Certificate: The hardware instance identifier in the certificate

· CSE-ID Certificate: The full URI representation of the CSE-ID
· AE-ID Certificate: The full URI representation of the AE-ID

· MEF Certificate: The FQDN of the MEF

· Trust Anchor Certificates: One or more trust anchor certificates for the other entity’s certificate chain (see clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”)

8.1.1.2.5
Certificate Verification 

This clause describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based Security Framework. 

The other entity's Certificate is received during the Security Handshake.

The other entity's Certificate is verified as follows:

· If the information configured during the Association Configuration or Bootstrap Instruction Configuration indicates that the other entity's Certificate is a raw public key certificate, then the entity verifies that the public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) corresponds matches the raw public key certificate (received during the Security Handshake) using the process described in clause 10.4.2 “Public Key Identifiers”.

· 
· 
· 
· 
· If the information configured during the Association Configuration or Bootstrap Instruction Configuration  indicates that the other entity's Certificate is a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity  shall perform the following verifications:

· The entity shall look for a match between the globally unique identifier described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity” (received during Association Configuration or Bootstrap Instruction Configuration) and the values in the subjectAltName extension of the other entity's Certificate (received during the Security Handshake). If there is not an exact match, then the entity shall abort the (D)TLS handshake. 
· In the case of device certificate, the globally unique identifier is a hardware instance identifier, and a match is a distinguished name representations of the hardware instance identifier that conforms with clause 10.4.1.4.5 “Hardware instance identifiers distinguished names”.
· In the case of a CSE-ID certificate, the globally unique identifier is the CSE-ID, and a match is a URI that is an exact match for the CSE-ID.

· In the case of an AE-ID certificate, the globally unique identifier is the AE-ID, and a match is a URI that is an exact match for the AE-ID.

· In the case of an FQDN certificate, the globally unique identifier is the FDQN of the M2M Authentication Function or M2M Enrolment Function, and a match is a URI, FQDN or dNSName that is an exact match for the FDQN of the M2M Authentication Function or M2M Enrolment Function.
· The entity shall perform path validation and certificate status verification using the trust anchor certificate as described in clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”). If this verification fails, then the entity shall abort the (D)TLS handshake.
· 
· 
· 
NOTE:
After a successful Security Handshake in which the other entity provides a Certificate Chain, the other entity's identity (received during Association Configuration or Bootstrap Instruction Configuration) can be associated with additional information extracted from the other entity's Certificate Chain (e.g. the other entity Manufacturer, other entity owner, or conformance criteria). These details are not described in the present document.

8.1.2
General Introduction to the Centralized Security Frameworks 

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

8.2.2.2
Certificate-Based Security Association Establishment Frameworks

This clause describes the Certificate-Based Security Association Establishment Framework.
Figure 8.2.2.2-1 illustrates the sequence of events when using the Certificate-Based Security Association Establishment Framework. In this description, "Entity A" and "Entity B" correspond to either two CSEs or a CSE and an AE.
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Figure 8.2.2.2-1: The sequence of events when using the Certificate-Based Security
Association Establishment Framework
Credential Configuration: The credentials for each entity are pre-provisioned as described in clause 8.1.1.2.2 "Credential Configuration for Certificate-Based Security Frameworks". 
Association Configuration: Entity A and Entity B are configured with the information needed for the authentication and identification (during Security Handshake) of Entity B and Entity A respectively:

· Entity A is commanded to initiate a Security Handshake, and the command includes the following arguments:

· Entity B’s certificate information: as described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity”
· 
· Entity A’s identity (IdA): if not already configured to Entity A. Entity A is to assume this identity when interacting with Entity B. 

· Entity B’s identity (IdB): Entity A is to use this value as <CSEBase> for Entity B.

The mechanisms for achieving this are discussed in clause 8.4.1.2 (for the cases where Entity A is in the Field Domain) and clause 8.4.2 (for the cases where Entity A is in the Infrastructure Domain).
NOTE 1:
The Entity A will associate Entity B's identity with messages secured within Security Contexts established in accordance with the configured Entity B Certificate information.

· The Entity B is configured with the following arguments describing Entity A authorized to perform Security Handshake with Entity B:

· Entity B’s certificate information: as described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity”.

· 
· 
· Entity A’s identity (IdA): Entity B is to use this entity identity for Entity A.

· Entity B’s Identity (IdB): if not already configured to Entity B. Entity B is to assume this identity when interacting with Entity A. 

The mechanisms for achieving this are discussed in clause 8.4.1.2 (for the cases where Entity B is in the Field Domain) and Clause 8.4.2 (for the cases where Entity B is in the Infrastructure Domain).

NOTE 2:
Entity B will associate Entity A's identity with messages secured within Security Contexts established in accordance with the configured Entity A’s Certificate information.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

8.3.1.2
Overview on Security Bootstrap Frameworks

An AE or CSE that requires remote provisioning of a Master Credential and Master Credential Identifier is called an Enrolee.
The oneM2M system supports the following Security Bootstrap Frameworks:

· Direct Security Bootstrap Frameworks

· Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutually authentication of those entities. For more details, see clause 8.3.2.1.
· Certificate-Based Security Bootstrap Framework: The Enrolee and M2M Enrolment Function are each issued with 

· a Private Signing Key that is known only to that entity,

· a Certificate containing the corresponding Public Verification Key, and 

· (For certificates that are no raw public key certificates) a Certificate Chain from the entity's Certificate to a Trust Anchor Certificate. 


The Enrolee and M2M Enrolment Function shall validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, the M2M Enrolment Function creates a digital signature of the session parameters using its private signing key and the Enrolee verifies the digital signature using the M2M Enrolment Function's public verification key. Then the roles are reversed: the Enrolee creates a digital signature and the M2M Enrolment Function verifies it. For more details see clause 8.3.2.2.
· Centralized Security Bootstrap Frameworks

· GBA-based Security Bootstrap Framework. In this case, the M2M Enrolment Function includes the functionality of a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP [13] and 3GPP2 [14]. For more details see clause 8.3.3.1.
For a more detailed description of the above Security Bootstrap Frameworks, it is useful to compare the following aspects of the Security Bootstrap Frameworks.

· Bootstrap Credential Configuration: The Enrolee and M2M Enrolment Function are pre-provisioned with the Bootstrap Credential that the entity will use to authenticate itself to the other entity. The mechanisms for this pre-provisioning are not described in this specification.
· Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are provided with

· The M2M Authentication Function Identifier (MAF-ID) identifying the M2M Authentication Function for which the Enrolee is to be remotely provisioned. 

NOTE 1:
The identity of the M2M Authentication Function is assumed to have been configured prior to the Bootstrap Instruction Configuration phase.

· The CSE-ID or AE-ID that the M2M Authentication Function is to associate with the Enrolee. 


Additionally, in the case of Certificate-Based Security Bootstrap Framework: 

· The Enrolee is configured with the M2M Enrolment Function URI (for the purpose of routing the (D)TLS messages to the M2M Enrolment Function), and M2M Enrolment Function’s Trust Anchor Certificate that the Enrolee will use to verify the M2M Enrolment Function.

· The M2M Enrolment Function is configured with the Enrolee Certificate Information that the M2M Enrolment Function will use to verify the Enrolee.

· Bootstrap Enrolment Handshake: Identification, authentication and security context establishment between the Enrolee and M2M Enrolment Function.

-----------------------Start of change 3-------------------------------------------

-----------------------Start of change 4-------------------------------------------

8.3.2.2
Certificate-Based Security Bootstrap Framework

This clause describes the Certificate-Based Security Bootstrap Framework. The Bootstrap Credentials for this framework are Certificates.
Figure 8.3.2.2-1 illustrates the sequence of events when using the Certificate-Based Security Bootstrap Framework.
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Figure 8.3.2.2-1: The sequence of events when using
the Certificate-Based Security Bootstrap Framework.
Bootstrap Credential Configuration: For this Security Bootstrap Framework, Enrolee and M2M Enrolment Function authenticate each other using a Public Key Certificate. The Bootstrap Credentials for the Enrolee and M2M Enrolment Function are pre-provisioned as described in clause 8.1.1.2.1 "Credential Configuration for Certificate-Based Security Frameworks".

NOTE 1:
The identities of the M2M Enrolment Function and M2M Authentication Function are assumed to have been configured prior to this phase.
Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are configured with the information needed for authorizing the remote provisioning:

· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

· The URI of the M2M Enrolment Function which will facilitate the remote provisioning, for the purpose of routing the (D)TLS exchange.

· Information needed for certificate authentication of the M2M Enrolment Function using an MEF certificate as described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity”. 
· 
· 
· The target M2M Authentication Function Identity (MAF-ID), with whom the Enrolee is to be provisioned using Security Bootstrap.
· The Enrolee identity (Enrolee-ID): The Enrolee is to use this entity identity with the identified M2M Authentication Function. 

· 
The mechanisms for achieving this are discussed in clause 8.4.1.2.The M2M Enrolment Function is configured with the following arguments describing Enrolee authorized to perform Security Handshake with M2M Enrolment Function:

· Information needed for certificate authentication of the Enrolee, as described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity”.

· 
· 
· The target M2M Authentication Function Identity (MAF-ID), with whom the Enrolee (authenticated using the above Enrolee Certificate information) is to be provisioned using Security Bootstrap.
· The Enrolee identity (Enrolee-ID). The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Master Credential (Km) to the target M2M Authentication Function, when requested by the M2M Authentication Function.


The mechanisms for achieving this are discussed in clause 8.4.2.

Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified in TLS 1,2 RFC 5246 [16] and DTLS 1.2 RFC 6347 [17] to establish a secure session, verifying certificates as described in clause 8.1.1.2.5 “Certificate Verification”.
-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

9.1.1.1
 Credential Configuration of Field-Domain Security Association End-Points

Table 9.1.1.1-1 lists the parameters configured to a Field-Domain Security Association End-Points in the Credential Configuration phase.

Table 9.1.1.1-1
 Parameters configured to a Field Domain Security Association end-point during the Credential Configuration phase. “Configured end-point” corresponds to the Field-Domain Security Association End-Point to which the information is being configured.
	Security Association Establishment Framework
	Parameter
	Mandatory /Optional for this Security Association Establishment Framework

	Pre-Provisioned M2M Secure Connection Key
	kpsaKey
	Mandatory

	
	kpsaId
	Mandatory

	Certificate Based
	Configured end-point authenticates itself using a Raw Public Key Certificate
	Configured end-point’s Private Key
	Mandatory

	
	
	Configured end-point’s Raw Public Key Certificate
	Mandatory

	
	Configured end-point authenticates itself using a Device Certificate 
	Configured end-point’s Private Key
	Mandatory

	
	
	Configured end-point’s Certificate and Chain
	Mandatory

	
	Configured end-point authenticates itself using a CSE-ID Certificate
	Configured end-point’s CSE-ID
	Mandatory

	
	
	Configured end-point’s Private Key
	Mandatory

	
	
	Configured end-point’s Certificate and Chain
	Mandatory

	
	Configured end-point authenticates itself using an AE-ID Certificate
	Configured end-point’s AE-ID
	Mandatory

	
	
	Configured end-point’s Private Key
	Mandatory

	
	
	Configured end-point’s Certificate and Chain
	Mandatory

	MAF-Based
	mafIdentifier
	Mandatory

	
	thisEntityIdentifier
	Mandatory

	
	masterCredential
	Mandatory

	
	masterCredentialIdentifier
	Mandatory

	
	masterCredentialExpiry
	Optional


The Credential Configuration of Field-Domain Security Association End-Points for the MAF-Based Security Association Establishment Framework is achieved through either:  

· 
Pre-provisioning via out of band mechanisms which are not specified in the present document. 

· 
Remote provisioning via one of the Security Bootstrap Frameworks in Clause 8.3.
The Credential Configuration phases of other Security Association Establishment Frameworks are performed by pre-provisioning via out of band mechanisms which are not specified in the present document.
9.1.1.2 
Credential Configuration of Infrastructure-Domain Security Association End-Points

Table 9.1.1.2-1 lists the parameters configured to Infrastructure-Domain Security Association End-Points in the Credential Configuration phase.

Table 9.1.1.2-1
 Parameters configured to an Infrastructure Domain Security Association end-point during the Credential Configuration phase. In the GBA-Based framework, the Infrastructure Domain Security Association end-point plays the role of a GBA NAF. “Configured end-point” corresponds to the Field-Domain Security Association End-Point to which the information is being configured.
	Security Association Establishment Framework
	Parameter
	Mandatory /Optional for this Security Association Establishment Framework

	Pre-Provisioned M2M Secure Connection Key
	kpsaKey
	Mandatory

	
	kpsaId
	Mandatory

	Certificate Based
	Configured end-point authenticates itself using a Raw Public Key Certificate
	Configured end-point’s Private Key
	Mandatory

	
	
	Configured end-point’s Raw Public Key Certificate
	Mandatory

	
	Configured end-point authenticates itself using a CSE-ID Certificate
	Configured end-point’s CSE-ID
	Mandatory

	
	
	Configured end-point’s Private Key
	Mandatory

	
	
	Configured end-point’s Certificate and Chain
	Mandatory

	
	Configured end-point authenticates itself using an AE-ID Certificate
	Configured end-point’s AE-ID
	Mandatory

	
	
	Configured end-point’s Private Key
	Mandatory

	
	
	Configured end-point’s Certificate and Chain
	Mandatory

	MAF-Based
	Editor’s note: FFS
	Editor’s note: FFS

	GBA-Based

Entity plays role of NAF. Details specified in 3GPP 33.220 [13]. Where this description differs from [13], [13] takes precedence
	nafPrivateKey
	See 3GPP 33.220 [13].

	
	nafCertificate
	See 3GPP 33.220 [13].

	
	nafCertificateChain
	See 3GPP 33.220 [13].

	
	rootCertificateBSF
	See 3GPP 33.220 [13].


The procedure for the Credential Configuration of Infrastructure-Domain Security Association End-Points is expected to use business logic of the M2M Service Provider, and the details are not described in this specification. 

-----------------------End of change 5---------------------------------------------
The following change is applied to clause 9.1.2.1 Association Configuration of Field-Domain Security Association End-Points
-----------------------Start of change 6-------------------------------------------

Table 9.1.2.1-2

 Security Association Establishment Framework-specific parameters configured to a Field-Domain Security Association End-Point during the Credential Configuration phase. “Configured end-point” corresponds to the Field-Domain Security Association End-Point to which the information is being configured.
	Security Association Establishment Framework
	Parameters specific to the Security Association Establishment Frameworks
	Mandatory /Optional for this Security Association Establishment Framework

	Pre-Provisioned M2M Secure Connection Key 
	thisEntityIdentifier
	Mandatory

	Certificate Based
	Other end-point authenticated using Raw Public Key Certificate
	Configured end-point’s CSE-ID or AE-ID
	Mandatory

	
	
	Target end-point Public key identifier
	Mandatory

	
	Other end-point authenticated using Device Certificate
	Configured end-point’s CSE-ID or AE-ID
	Mandatory

	
	
	Target end-point’s hardware instance identifier
	Mandatory

	
	
	Target end-point ’s trust anchor certificates 
	Mandatory

	
	Other end-point authenticated using CSE-ID Certificate
	Target end-point’s trust anchor certificates
NOTE: the Security Association End-Point is assumed to already know its CSE-ID in this case.
	Mandatory

	
	Other end-point authenticated using AE-ID Certificate
	Target end-point’s trust anchor certificates
NOTE: the Security Association End-Point is assumed to already know its AE-ID in this case.
	Mandatory

	MAF-Based
	None: the Security Association End-Point is assumed to already know its CSE-ID/AE-ID in this case.

	GBA-Based
	thisEntityIdentifier
	Mandatory


This specification provides two procedures for Association Configuration of Field Domain Security Association End-points:

-----------------------End of change 6---------------------------------------------
The following change is applied to clause 9.1.2.2 Association Configuration of Infrastructure-Domain Security Association End-Points
-----------------------Start of change 7-------------------------------------------

Table 9.1.2.2-2
 Security Association Establishment Framework –specific parameters configured to an Infrastructure Domain Security Association end-point during the Association Configuration phase. 

	Security Association Establishment Framework
	Parameters specific to the Security Association Establishment Framework
	Mandatory /Optional for this Security Association Establishment Framework

	Pre-Provisioned M2M Secure Connection Key
	None

	Certificate Based
	Other end-point authenticated using Raw Public Key Certificate
	Target end-point Public key identifier
	Mandatory

	
	Other end-point authenticated using Device Certificate
	Target end-point Hardware Identifier
	Mandatory

	
	
	Target end-point Trust anchor certificates 
	Mandatory

	
	Other end-point authenticated using CSE-ID Certificate or AE-ID Certificate
	Target end-point Trust Anchor Certificates

	Mandatory

	MAF-Based  
	None

	GBA-Based
	None


The Association Configuration of Infrastructure-Domain Security Association End-Points is expected to use business logic of the M2M Service Provider, and the details are not described in this specification. 

-----------------------End of change 7---------------------------------------------

-----------------------Start of change 8-------------------------------------------

9.2.1.1 
Bootstrap Credential Configuration of Enrolees

Table 9.2.1.1-1 lists the parameters configured to Enrolees in the Bootstrap Credential Configuration phase.

Table 9.2.1.1-1
 Parameters configured to Enrolees during the Bootstrap Credential Configuration phase. 
	Security Association Establishment Framework
	Parameter
	Mandatory /Optional for this Security Framework

	Pre-Provisioned M2M Secure Connection Key
	kpmKey
	Mandatory

	
	kpmId
	Mandatory

	
	mefURI
	Mandatory

	Certificate Based
	Enrolee authenticates itself using a raw public key
	Enrolee’s Private Key
	Mandatory

	
	
	Enrolee’s Raw Public Key Certificate
	Mandatory

	
	Enrolee authenticates itself using a device certificate
	Enrolee’s Private Key
	Mandatory

	
	
	Enrolee’s Certificate and Chain
	Mandatory


The Bootstrap Credential Configuration of Enrolees for the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework is performed by pre-provisioning via out-of-band mechanisms which are not specified in the present document. 
-----------------------End of change 8---------------------------------------------

The following change is in clause 9.2.2.1 Bootstrap Instruction Configuration of Enrolees
-----------------------Start of change 9-------------------------------------------

Table 9.2.2.1-2 Security Bootstrap Framework –specific parameters configured to an Enrolee during the Instruction Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Security Bootstrap Framework
	Security Bootstrap Framework-specific Parameters
	Mandatory /Optional for this Security Bootstrap Framework

	Pre-Provisioned Symmetric Enrolment Key
	None

	Certificate 
	mefURI
	Mandatory

	
	MEF Trust Anchor Certificates
	Mandatory

	GBA-Based
	None


This specification provides two mechanisms for Bootstrap Instruction Configuration of Field Domain Security Association End-points:
-----------------------End of change 9---------------------------------------------

The following change is in clause 9.2.2.3 Bootstrap Instruction Configuration of M2M Enrolment Functions
-----------------------Start of change 10-------------------------------------------

Table 9.2.2.3-2 Security Bootstrap Framework–specific parameters configured to an M2M Enrolment Function during the Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 
	Security Bootstrap Framework
	Security Bootstrap Framework-specific Parameters
	Mandatory /Optional for this  Security Bootstrap Framework

	Pre-Provisioned Symmetric Enrolment Key
	None

	Certificate Based
	Enrolee is authenticated using a raw public key certificate
	Enrolee’s Public key identifier
	Mandatory

	
	Enrolee is authenticated using a device certificate
	Enrolee’s hardware instance identifier
	Mandatory

	
	
	Enrolee’s trust anchor certificates
	Mandatory


-----------------------End of change 10---------------------------------------------

The following is a new sub clause of clause 10
-----------------------Start of change 11-------------------------------------------

10.4
Certificate-Based Security Framework Details

10.4.1
Certificate Profiles

NOTE: These certificate profiles are compliant with the CoAP specification RFC 7252 [RFC7252].
10.4.1.1
Common Certificate Details 
All certificates shall conform to the following profile:

· Certificates shall conform to RFC 5280 [RFC5280].
· The certificate shall include a SubjectPublicKeyInfo that indicates an algorithm of id-ecPublicKey with namedCurves secp256r1 [RFC5480]; this curve is equivalent to the NIST P-256 curve.
· The public key format shall be uncompressed [RFC5480]. 
· The hash algorithm shall be SHA-256.

· The key usage extension shall be included and shall indicate at least digitalSignature.
10.4.1.2
Raw Public Key Certificate Profile

Raw public key certificates shall conform to clause 10.4.1.1 “Common Certificate Details” and RFC 7250 [RFC7250].
10.4.1.3
Details Common to Certificates with Certificate Chains
Certificates with Certificate Chains shall conform to the following description:

· These certificates shall conform to clause 10.4.1.1 “Common Certificate Details”.

· Certificates shall be signed with ECDSA using secp256r1, and the signature shall use SHA-256.

· Certificate chains shall consist of no more than four certificates including the trust anchor certificate and the entity’s certificate (device certificate, CSE-ID certificate, AE-ID certificate or web server Certificate).
· Trust anchor certificates shall be self-signed.
10.4.1.4
Profile for Device Certificates and their Certificate Chains
10.4.1.4.1
Hardware Instance Identifier Distinguished Names
Hardware instance identifier shall be represented in device certificates using an X.501 distinguished name (see X.501 [X.501] and RFC 5280 [RFC5280].
An IEEE 64-bit Extended Unique Identifier (EUI-64TM) [EUI-64] hardware instance identifier shall have a distinguished name of the form:

 O = oneM2M-IEEE-EUI-64, OU = <OUI>, CN = <Organization Issued Identifier>
where 

· <OUI> is the hexadecimal representation of the EUI-64 Organization Unique Identifier (OUI) portion of the EUI-64 hardware instance identifier. It is comprised of 6, 7 or 9 hexadecimal digits.
· <Organization Issued Identifier> is the hexadecimal representation of the portion of the EUI-64 hardware instance identifier assigned by the organization identified by the OUI. This is the portion of the EUI-64 hardware instance identifier remaining after removing the OUI. It is comprised of 10, 9 or 7 hexadecimal digits.
An International Mobile station Equipment Identity (IMEI) [3GPP-23.003] hardware instance identifier shall have a distinguished name of the form:

 O = oneM2M-IMEI, OU = <TAC>, CN = <SNR>
where 

· <TAC> is the Type Allocation Code portion of the IMEI. Its length is 8 decimal digits.
· <SNR> is the serial number uniquely identifying each hardware instance (mobile station equipment) within the TAC. Its length is 6 decimal digits.
An International Mobile station Equipment Identity and Software Version Number (IMEISV) [3GPP-23.003] hardware instance identifier shall have a distinguished name of the form:

 O = oneM2M-IMEI, OU =<TAC>, CN = <SNR>, 

where 

· <TAC> is the Type Allocation Code portion of the IMEI. Its length is 8 decimal digits.
· <SNR> is the serial number uniquely identifying each hardware instance (mobile station equipment) within the TAC. Its length is 6 decimal digits.

· <SVN> is the software version number of the hardware instance (mobile station equipment). Its length is 2 decimal digits.
10.4.1.4.2
Profile for Device Certificates 

Device certificates shall conform to the following description:

· These certificates shall conform to clause 10.4.1.3 “Details Common to the Certificates with Certificate Chains”.
· The subjectAltName extension of these certificates shall include one or more hardware instance identifier distinguished name as described in clause 10.4.1.4.1 “Hardware Instance Identifier Distinguished Names”. 


10.4.1.4.3
Profile for Certificate Authority Certificates for Device Certificates 

Certificate Authority Certificates in the certificate chain for a device certificate shall conform to the following description:

·  These certificates shall conform to clause 10.4.1.3 “Details Common to the Certificates with Certificate Chains”.

· The nameConstraints extension of these certificates shall identify one or more permitted subtrees of the hardware instance identifier distinguished name space described in clause 10.4.1.4.1 “Hardware Instance Identifier Distinguished Names”.
10.4.1.5
Profile for CSE-ID Certificates, AE-ID Certificates and their Certificate Chains
CSE-ID certificates and AE-ID certificates and all other certificates in the corresponding certificate chain shall conform to clause 10.4.1.3.1 “Details Common to Certificates with Certificate Chains”.

The full URI representation of the CSE-ID or AE-ID shall be included in the subjectAltName extension.
The certificate used to sign the CSE-ID certificates and AE-ID certificate shall include nameConstraints satisfied by the hostname part of the full URI representation of the CSE-ID or AE-ID.
CSE-ID certificates and AE-ID certificates shall not include wildcards.
10.4.1.6
Profile for FQDN Certificates and their Certificate Chains
FQDN Certificates and all other certificates in the corresponding certificate chain shall conform to clause 10.4.1.3.1 “Details Common to Certificates with Certificate Chains”.

An FQDN Certificate shall include the FQDN of the subject M2M Enrolment Function or M2M Authentication Function in the subjectAltName extension.
FQDN Certificates shall not include wildcards.
10.4.2
Public Key Identifiers

The public key identifier for a raw public key certificate shall calculated as described in Section 2 of RFC 6920 [RFC6920] using the SHA-256 hash algorithm. The public key identifier shall be generated using one of the sha-256-120, sha-256-128 or sha-256 hash algorithms specified in RFC 6920 [RFC6920]. 
It is recommended that the public key identifier be as long as practical within the deployment constraints.
The trusted public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) is matched against the raw public key certificate (received during the Security Handshake) using the following procedure: 
1. A check digest value is computed according to Section 2 of RFC 6920 [RFC6920] using the hash algorithm identified in the trusted public key identifier.
2. The check digest value is compared against the digest value encoded in the trusted public key identifier. If the values are identical then the raw public key certificate matches the trusted public key identifier. Otherwise, the raw public key certificate does not match the trusted public key identifier. 
3. 10.4.3 Support Requirements for each Public Key Certificate Flavour
Table 10.4.3 lists, for each of the various types of entity (Field Domain CSE, Field Domain AE, IN-CSE, IN-AE, M2M Authentication Function and M2M Enrolment Function), the flavour of certificate that may be issued to the entity and the flavour of other entity’s certificates that the entity is required to be able to process. . In this table “O” indicates optional, “M” indicates Mandatory, “CA” indicates that the option is required if the entity supporting the certificate-based security association establishment framework, “CB” indicates conditional on the entity supporting certificate-based security bootstrap framework.






Table 10.4.3-1 Applicability of certificate flavours issued to an entity and flavours of other entity’s certificates that the entity is required to be able to process.
	Entity
	Flavour of certificate may be issued to entity
	Flavour of other entity’s certificates that the entity is required to be able to process.

	
	Raw 
	Device
	CSE-ID
	AE-ID
	FQDN
	Raw 
	Device
	CSE-ID
	AE-ID
	FQDN

	Field Domain CSE
	O
	O
	O
	-
	-
	CA
	CA
	CA
	CA
	CB

	Field Domain AE
	O
	O
	-
	O
	-
	CA
	CA
	CA
	-
	CB

	IN-CSE
	O
	-
	O
	-
	-
	CA
	CA
	CA
	CA
	-

	IN-AE
	O
	-
	-
	O
	-
	CA
	-
	CA
	-
	-

	MAF
	-
	-
	-
	-
	M
	-
	-
	-
	-
	M

	MEF
	-
	-
	-
	-
	M
	CB
	CB
	-
	-
	M





-----------------------End of change 11---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[3GPP-23.003]
3GPP TS 23.003, “3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Numbering, addressing and identification (Release 12)”

[EUI64]
IEEE Standards Association, "Guidelines for 64-bit Global Identifier (EUI-64 (TM))", Registration Authority Tutorials, April 2010, http://standards.ieee.org/regauth/oui/tutorials/EUI64.html.

[RFC5280]
IETF RFC 5280 "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile”

[RFC6960]
IETF RFC 6960 "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP"
[RFC6961]
IETF RFC 6961 "The Transport Layer Security (TLS) Multiple Certificate Status Request Extension"
[RFC7250]
IETF TFC 7250 “Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)”

[RFC7251]
IETF TFC 7251 “AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)”

[RFC7252]
IETF TFC 7251 “The Constrained Application Protocol (CoAP)”
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

AE-ID Certificate: A certificate with a certificate chain to a root of trust and containing an AE-ID.
association configuration: phase of a Security Association Establishment Framework in which the entity establishing the Security Association (and the Central Key Distribution Server,  in the case of Centralized Security Frameworks), are provided with identities (and any other relevant credentials) to ensure that the security association is established between the intended entities
association security handshake: phase of a Security Association Framework in which the security association endpoints perform mutual authentication
bootstrap credential: pre-provisioned credential enabling mutual authentication of the Enrolee and the M2M Enrolment function
bootstrap credential configuration: phase of a Security Bootstrap Framework in which the Bootstrap Credentials are pre-provisioned to the Enrolee and the M2M Enrolment function
bootstrap enrolment handshake: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment Function perform mutual authentication
bootstrap instruction configuration: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment Function are provided with identities (and any other relevant credentials) to enable the M2M Enrolment function to establish a Master Credential between the intended Enrolee and M2M Authentication Function
bootstrap server function [13]: BSF is hosted in a network element under the control of an Mobile Network Operator. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure
NOTE:
The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

bootstrapping transaction identifier [13]: bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material in GBA reference points Ua, Ub and Zn
CA-Certificate [ i.8]: certificate created by one certification authority (CA) certifying the public key of another CA
central key distribution server: server which can perform mutually authentication with a set of entities, and which can use this ability to securely distribute keys to sets of two or more of these entities
central key distribution server handshake: Phase of a Centralized Security Association Establishment Framework in which an entity and the Centralized Key Distribution Server perform mutual authentication and generate a Symmetric Key which is can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
centralized security framework: Security Framework in which the entities authenticate each other with the assistance of a Central Key Distribution Server

certificate: See Public Key Certificate.
certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificate is certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori
NOTE:
Trust in the public key in each CA-certificate can be based on trust in the previous CA-Certificate.
certificate name: unique identifier in a name field of a Certificate (e.g. in the X.509 "Subject" or "Subject Alternative Name" attribute)
certificate verification: process necessary to trust that an entity's Certificate
certification authority [i.8]: responsible for establishing and vouching for the authenticity of public keys

NOTE:
[This] includes binding public keys to distinguished names through signed certificates, managing certificate serial numbers, and certificate revocation.
credential configuration: phase of a Security Association Establishment Framework in which the Credentials necessary for the Security Association Establishment Framework are configured to the relevant entities and functions
CSE-ID certificate: A certificate with a certificate chain to a root of trust and containing a CSE-ID.
device certificate: A certificate with a certificate chain to a root of trust and containing a hardware identifier.
digital signature [i.9]: information is signed by appending to it an enciphered summary of the information
NOTE:
The summary is produced by means of a one-way hash function, while the enciphering is carried out using the private key of the signer.
direct security framework: Security Framework in which the entities authenticate each other directly, without assistance from a Central Key Distribution Server

distinguished name:  a hierarchical name represented by sequence of relative distinguished names. [RFC5280] 
enrolee: AE or CSE that requires remote provisioning of an Master Credential and Master Credential Identifier for an M2M Authentication Function
enrolment key: symmetric key established between an Enrolee and M2M Enrolment Function following successful mutual authentication

NOTE:
A Master Credential to be shared by the Enrolee and an M2M Authentication Function may be derived (at the Enrolee and M2M Enrolment Function) from the currently valid Enrolment Key, and the M2M Enrolment Function subsequently securely delivers the Master Credential to the M2M Authentication Function,
enrolment key establishment: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment function establish an Enrolment Key
entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)
FQDN certificate: A certificate with a certificate chain to a root of trust and containing an FQDN.
generic bootstrap architecture: set of 3GPP and 3GPP2 specifications providing security features and a mechanism to bootstrap authentication and key agreement for application security from the 3GPP and 3GPP2 underlying network authentication mechanisms

hardware instance identifier: a globally unique identifier for a hardware instance (that is, a piece of equipment). Examples include a IEEE 64-bit Extended Unique Identifier (EUI-64TM) [EUI-64], International Mobile station Equipment Identity (IMEI) and International Mobile station Equipment Identity and Software Version Number (IMEISV) [3GPP-23.003].
MAF Transaction Identifier (M-TID): used to bind the entity identifier to the keying material when using the MAF‑Based Security Association Establishment Framework
message integrity code: tag computed from a messages and a symmetric key, and attached to a message

NOTE 1:
The purpose of a messages integrity code is to facilitate, without the use of any additional mechanisms, assurances regarding both the source of a message and its integrity.
NOTE 2:
A Message Integrity Code is sometimes called a "Message Authentication Code" - we have used "Message Integrity Code" since the abbreviation of "Message Authentication Code" (MAC) might be misunderstood to refer to "Media Access Control". The definition is based on text from [i.8] (p323).

M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.
master credentials: Credentials used to mutually authenticate between an ASN/MN-CSE and the MAF. This is done to secure access to the infrastructure of an M2M Service Provider
NOTE:
The Master Credentials are either pre-provisioned or remotely provisioned (without relying on those credentials).

Online Certificate Status Protocol: A protocol for requesting a report on the status of one or more X.509 certificates [RFC6960]
policy access point: system entity that finds applicable policy or policy set
policy decision point [i.7]: system entity that evaluates applicable policy and renders an authorization decision

policy enforcement point [i.7]: system entity that performs access control, by making decision requests and enforcing authorization decisions
policy information point [i.7]: system entity that acts as a source of attribute values
pre-provisioned secure connection key: Symmetric Key that is pre-provisioned to two entities (which may be AEs or CSEs) to be used for mutual authentication of those entities in Security Association Establishment
pre-provisioned secure connection key identifier: Identifier for a Pre-Provisioned Secure Connection Key
pre-provisioned symmetric enrolee key: Symmetric Key that is pre-provisioned to the Enrolee and M2M Enrolment Function
pre-provisioned symmetric enrolee key identifier: Identifier for a Pre-Provisioned Symmetric Enrolee Key
private signing key: secret key that can generate signatures that can be verified using a corresponding Public Verification Key
public key certificate: electronic document that uses a digital signature to bind a public key with an identity
NOTE:
[i.8] A public-key certificate is a data structure consisting of a data part and a signature part. The data part contains cleartext data include, as a minimum, a public [verification] key and a string identifying the part (subject entity) to be associated therewith. The signature part consists of the digital signature of a certification authority over the data part, thereby binding the subject entity's identity to the specified public key.

public key Certificate flavour: A name describing the usage of a public key certificate within the scope of oneM2M. Public key certificate flavours in this specification are: raw public key certificate, device certificate, CSE-ID certificate, AE-ID certificate,  FQDN certificate
public key infrastructure: set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke Public Key Certificates. For more details, see [i.8].

public verification key: Credential that can verify digital signatures generated by a corresponding Private Signing Key, but which cannot be used to generate digital signatures
raw public key certificate: A certificate comprising only the SubjectPublicKeyInfo structure of an X.509 certificate that carries the parameters necessary to describe the public key [RFC7250]

relative distinguished name: a X.501 relativeDistinguishedName which forms part of a distinguished name. A relative distinguished name consists of an X.501 attribute type and an attribute value of that type. [RFC5280].
root certificate: Certificate signed by a public key that hashes to a Root of Trust
root of trust: hash of a public key that is trusted a priori
security association establishment framework: Security Framework for Security Association Establishment

security bootstrap framework: Security Framework for Security Bootstrapping: a mechanism for remotely provisioning a Master Credential and Master Credential Identifier to a Enrolee and an M2M Authentication Function
security framework: set of procedures providing Security Association Establishment or Security Bootstrapping
self-signed certificate: Public Key Certificate that is signed by the same entity whose identity it certifies
symmetric key: secret key that is shared between two entities

X.509: ITU-T recommendation for a Public Key Infrastructure
<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in [i.2] and the following abbreviations apply:

ACL
Access Control List

API
Application Programming Interface

ASN
Application Service Node

Authn
Authentication

BSF
Bootstrapping Server Function

B-TID

Bootstrapping Transaction Identifier

CA
Certification Authority

Cert[Entity]
A Certificate containing a Public Verification Key for which [Entity] knows the corresponding Private Signing Key,

CertName[Entity]
An identifier that matches a unique value in a name field of Cert[Entity].

Chain[Entity]
Certificate Chain from Cert[Entity] to a Root Certificate signed by RootOfTrust[Entity]

DTLS
Datagram Transport Layer Security (Protocol)

Enrolee-ID
Enrollee Identity

FQDN
Fully Qualified Domain Name
GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

GUSS
GBA User Security Settings 

HLR
Home Location Register

HSS
Home Subscriber System
HW
Hardware

IdA
Identifier for entity A

IdB
Identifier for entity B

IMEI
International Mobile station Equipment Identity [3GPP-23.003]
IMEISV
International Mobile station Equipment Identity and Software Version Number (IMEISV) [3GPP-23.003]

Kc
M2M Secure Connection Key

Ke
Enrolment Key

KeId
Enrolment Key Identifier

Km
Master Credential

KmId
Master Credential Identifier

Kpm
pre-provisioned credential for Master Credential provisioning

KpmId
pre-provisioned credential for Master Credential provisioning Identifier

Kpsa
pre-provisioned credential for M2M Security Association Establishment

KpsaId
pre-provisioned credential for M2M Security Association Establishment Identifier

Ks
temporary Key material referred to in GBA

Ks_(ext/int)_NAF Derived key in GBA_ME or Derived key in GBA_U which remains on UICC

Ks..NAF
Abbreviation of Ks_(int/ext)_NAF

Ks_NAF
Derived key in the ME

Ks_ext_NAF 
Derived key in GBA_U sent to the ME

Ks_int_NAF
Derived key in GBA_U which remains on UICC

M-TID
MAF Transaction Identifier 

MAF
M2M Authentication Function

MAF-ID
M2M Authentication Function Identifier

MEF
M2M Enrolment Function

MIC
Message Integrity Code

MN
Middle Node

NAF
Network Application Function
OCSP
Online Certificate Status Protocol
PAP
Policy Access Point
PDP
Policy Decision Point
PEP
Policy Enforcement Point
PIP
Policy Information Point
PKI
Public Key Infrastructure

PrivateKey[Entity]

 Private Signing Key of [Entity]

RBAC
Role Based Access Control

RootOfTrust[Entity]
 A Root of Trust for Cert[Entity]
SE
Secure Environment

SW
Software

TEE
Trusted Execution Environment

TLS
Transport Layer Security (Protocol)

(D)TLS-PSK
(D)TLS Pre-Shared Key (ciphersuites)
UE
(3GPP) User Equipment

USS
User Security Settings

URI
Uniform Resource Identifier

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
·  Does this change request avoid conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change  include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�Addressed in clause 8.1.1.2.1


�Self signed certificates are replaced by raw public key certificates, which are implicitly trusted. This editor’s note is addressed, and can be removed.


�Mechanisms for configuration are discussed elsewhere – this note is not appropriate here.


�This editor’s note has been addressed. See new clause 8.1.1.2.2. 


�This text has been replaced by a simpler description applicable to raw public key certificates.


�This editor’s note has been addressed. See new clause 8.1.1.2.2.


�This text is incorrect and is not needed. Delete.


�Figure has been updated


�There is no red text in this figure, so this line can be deleted.
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Entity A


A is pre-provisioned w/ PrivateKeyA, CertA, & optional ChainA. 
If CertA is a CSE-ID or AE-ID Cert, then A is also pre-provisioned with IdA.


Entity B


B is pre-provisioned w/ PrivateKeyB, CertB & optional ChainB. 
If CertB is a CSE-ID or AE-ID Cert, then B is also pre-provisioned with IdB.



_1467465448.vsd
Enrolee


Enrolee is pre-provisioned w/ PrivateKeyEnrolee, CertEnrolee & optional ChainEnrolee, where CertEnrolee is a raw public key certificate or device certificate 


M2M Enrolment Function


MEF is pre-provisioned w/ PrivateKeyMEF, CertMEF (inlcuding MEF FQDN) &  ChainMEF w/ path to MEFTrustAnchor. 



