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oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Do not conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
The first version of this CR introduced the following changes:

· Started using the terminology “trust anchor certificate” to align with PKIX  RFC 5280 terminology

· Description for public key certificate “flavours”, where a flavour describes the intended usage of the public key certificate. This text becomes clause 8.1.1.2.1. The flavours are:

· Raw public key certificate: this is a new type of certificate introduced in recently published RFC 7250. This certificate contains only a public key. This certificate replaces the self-signed certificates used in the current version of TS-0003.
· Device certificates: certificates including some kind of M2M Device ID. Chains to a trust anchor certificate. Original version of this CR had very few details about device certificates.

· CSE-ID certificates and AE-ID certificates. Certificates that could be issued to CSEs or AEs and that include the CSE-ID of the CSE or AE-ID of the AE. There will be useful for authenticating IN-CSEs and IN-AEs. May also be helpful if the certificates can be pre-configured to field domain entities. In the future, oneM2M could introduce mechanisms for remotely issuing such certificates to field domain entities (3GPP has such a mechanism for issuing operator certificates to Home eNodeB devices in 3GPP TS 33.320, where the mechanism is called “enrolment”).

· FQDN certificates: these are issued to MAFs and MEFs.  These certificates are used for authenticating MEFs to Enrolees, and for mutual authentication of MAFs and MEFs for securely exchanging master credentials during Remote Provisioning.

· Added profiles for these certificates

· Added details for path validation and certificate status verification – mimics CoAP approach where revocation for Field Domain devices is still considered FFS.

· Updates the tables in clause 9 to incorporate these changes AND to align with changes in SEC-2014-0370-Clause_9_cleanup_CR (noting that SEC-2014-0270 does not change the rows of the tables related to certificate security frameworks, since such rows are changed significantly in this contribution).
R01 changes include:

· Details for the device certificate profile.

· Various editorial/typographical corrections.
R02 changes include:

· Removed text in clauses 8.2, 8.3 and 9 (since these are impact by changes to reorganizing the security frameworks)

· Device certificates adapted to use object identifier M2M Device IDs in Annex H of TS-0001

-----------------------Start of change 1-------------------------------------------

8.1.1.2
General Introduction to the Certificate-Certificate-Based Security Frameworks
This clause describes the Credential Configuration and Certificate Verification used in the Certificate-Certificate-Based Security Association Establishment Framework and Certificate-Certificate-Based Remote Provisioning Framework.

8.1.1.2.1
Public Key Certificate Flavours 

This document defines procedures using the following Public Key Certificate flavours:

· Raw Public Key Certificates: 
· Description: A raw public key certificate (RFC7250 [RFC7250]) contains only the raw public key, without other information normally provided in a certificate. The raw public key certificate is exchanged in the TLS handshake in the place of a traditional certificate (see RFC7250 [RFC7250]). 
· Use: A raw public key certificate may be used for authenticating a CSE or AE either during the Association Security Handshake phase of the Certificate-Based Security Association Establishment or during the Bootstrap phase of the Certificate-Based Remote Provisioning Framework.
· 
· Device certificates: 
· Description: These certificates have a certificate chain to a trust anchor and include one or more Object Identifier Based M2M Device identifiers (specified in Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1]) in the subjectAltName extension of the certificate. A device certificate verifies the M2M Device ID of the M2M Device on which the entity is being executed. 
· Use: Device certificates may be used to authenticate a CSE or AE executing on a specific M2M Device. If the M2M device is an ASN or MN (which supports a CSE), then the device certificate is implicitly associated with the CSE that executes on the device. If the device is an ADN (which does not support a CSE) then the device certificate is not implicitly associated with a specific AE executing on the M2M device. A device certificate may be used for authenticating a Field Domain CSE either during the Association Security Handshake phase in the Certificate-Based Security Association Establishment Framework or during the Bootstrap phase of the Certificate-Based Remote Provisioning Framework.
· 
· CSE-ID certificates: 
· Description: These certificates have a certificate chain to a trust anchor and include the full URI representation of a CSE-ID in the subjectAltName extension of the certificate. A CSE-ID certificate verifies that the entity presenting the certificate has been assigned a particular CSE-ID. 
· Use: A CSE-ID certificate may be used to authenticate a CSE only. 
· 
·   

· AE-ID certificates: 
· Description: These certificates have a certificate chain to a trust anchor and include the full URI representation of an AE-ID in the subjectAltName extension of the certificate. An AE-ID certificate verifies that the entity presenting the certificate has been assigned a particular AE-ID. 
· Use: An AE-ID certificate may be used to authenticate an AE only. 
· 
·  

· FQDN certificates: 
· Description: These certificates have a certificate chain to a trust anchor and include the FQDN of an M2M Enrolment Function or M2M Authentication Function in the subjectAltName extension of the certificate. An FQDN certificate verifies that the entity presenting the certificate has been assigned a particular FQDN. 
· Use: A FQDN certificate shall be used to authenticate an M2M Enrolment Function to an Enrolee during a Bootstrap phase in a Certificate-Based Remote ProvisioningFramework. FQDN certificates shall be used to for mutual authentication of M2M Enrolment Function (or GBA BSF) with M2M Authentication Functions in the Enrolment Phase of all Remote Provisioning Frameworks.    
NOTE: The flavours, and the details specific for these flavours, are specified to support a range of deployment models while ensuring that oneM2M entities have clear procedures for authenticating other oneM2M entities using certificates.
· 
The profiles for these certificates are found in clause 10.4.1 “Certificate Profiles”.
8.1.1.2.2
Path Validation and Certificate Status Verification

If an entity is to authenticate another entity using a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity shall perform basic path validation (Section 6.1of RFC 5280 [RFC5280]) as part of verifying the other entity’s certificate (see clause 8.1.1.2.4 “Certificate Verification”).  
Certificate authority certificates shall include the name constraint extensions (clause 4.2.1.10 “Name Constraints” of RFC 5280 [RFC5280]) and shall constrain the names (object identifier M2M Device IDs fromAnnex H “Object Identifier Based M2M Device Identifier” TS-0001 [1], CSE-ID URIs, AE-ID URIs or FQDNs respectively) which may be in the subsequent certificate used to authenticate the entity (device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate respectively). 
· Clause 4.2.1.10 “Name Constraints” in RFC280 [RFC5280] describes how the name constraint extension is used for constraining URIs and FQDNs. 
· Clause 10.4.1.4.2 “Profile for Certificate Authority Certificates for Device Certificates” describes how the name constraint extension is used for constraining object identifier M2M Device IDs.
The trust anchor certificate containing the trust anchor information (Section 6.1.1 of RFC 5280 [RFC5280]) is provided to the entity during Credential Configuration, Association Configuration, Bootstrap Credential Configuration or Bootstrap Instruction Configuration.
NOTE: Section 6.1.1 of RFC 5280 [RFC5280] states “The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure”. Credential Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction Configuration satisfy the requirements of being trustworthy out-of-band procedures.

Certificate status verification: In the case of an Infrastructure  Domain entity receiving an MEF certificate, the entity shall verify the status of the certificate using a Certificate Revocation List as described in RFC 5280 [RFC5280]. oneM2M support for certificate status checking in Field Domain entities requires further study. A mapping of the Online Certificate Status Protocol (OCSP) onto HTTP may be used, as described in Appendix A of RFC 6960 [RFC6960], however a mapping of OCSP onto CoAP is not currently defined. Furthermore, OCSP may also not be easily applicable in all environments. An alternative approach may be using the TLS Certificate Status Request extension (Section 8 of [RFC6066]; also known as "OCSP stapling") or preferably the Multiple Certificate Status Extension ([RFC6961]), if available.
NOTE: Most of the above paragraph is based on almost identical text in the CoAP specification RFC 7252 [RFC7252], a protocol with similar (if not identical) considerations to oneM2M deployments.
8.1.1.2.3
Credential Configuration for Certificate-Based Security Frameworks 
If an entity is to authenticate itself using a Certificate-Based Security Framework, then the entity shall be pre-provisioned with the following information

· The entity's Private Signing Key.

NOTE 1:
An entity authenticates itself to other entities by proving that it knows the Private Signing Key corresponding to a particular Public Verification Key.

· The entity's Certificate (and if applicable, Certificate Chain) as described in clause 10.4.1 “Certificate Profiles”.
· In the case of a CSE-ID certificate the entity shall be configured with the entity’s CSE-ID.

· In the case of an AE-ID certificate the entity shall be configured with the entity’s AE-ID.
· 
· 
· 


8.1.1.2.4
Information Needed for Certificate Authentication of another Entity

An entity must trust the following information in order to authenticate another entity using certificates:

· An indication of the public key certificate flavour of other entity’s Certificate (that is, raw public key certificate, device certificate, CSE-ID certificate, AE-ID certificate, or an MEF certificate).
· In the case where other entity’s certificate is a raw public key certificate: 

· A public key identifier for the raw public key in the certificate (see clause 10.4.2 “Public Key Identifiers”). The public key identifier can be available 
· In the case where other entity’s certificate is an device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate:

· A Globally unique identifier: The globally unique identifier for the entity  which is also present in the subjectAltName extension of the other entity’s certificate
· Device Certificate: An object identifier M2M Device ID (Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1]) that is present in the device certificate.
· CSE-ID Certificate: The full URI representation of the CSE-ID
· AE-ID Certificate: The full URI representation of the AE-ID

· FQDN Certificate: The FQDN of the MEF or MAF
· Trust Anchor Certificates: One or more trust anchor certificates for the other entity’s certificate chain (see clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”)

8.1.1.2.5
Certificate Verification 

This clause describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based Security Framework. 

The other entity's Certificate is received during the Security Handshake.

The other entity's Certificate is verified as follows:

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration indicates that the other entity's Certificate is a raw public key certificate, then the entity verifies that the public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) corresponds matches the raw public key certificate (received during the Security Handshake) using the process described in clause 10.4.2 “Public Key Identifiers”.

· 
· 
· 
· 
· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration  indicates that the other entity's Certificate is a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity  shall perform the following verifications:

· The entity shall look for a match between the globally unique identifier described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity” (received during Association Configuration or Bootstrap Instruction Configuration) and the values in the subjectAltName extension of the other entity's Certificate (received during the Security Handshake). If there is not an exact match, then the entity shall abort the (D)TLS handshake. 
· In the case of device certificate, the globally unique identifier is an object identifier M2M Device ID (Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1]), and a match is an object identifier that is an exact match for the M2M Device ID.
· In the case of a CSE-ID certificate, the globally unique identifier is the CSE-ID, and a match is a URI that is an exact match for the CSE-ID.

· In the case of an AE-ID certificate, the globally unique identifier is the AE-ID, and a match is a URI that is an exact match for the AE-ID.

· In the case of an FQDN certificate, the globally unique identifier is the FDQN of the M2M Authentication Function or M2M Enrolment Function, and a match is a URI, FQDN or dNSName that is an exact match for the FDQN of the M2M Authentication Function or M2M Enrolment Function.
· The entity shall perform path validation and certificate status verification using the trust anchor certificate as described in clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”). If this verification fails, then the entity shall abort the (D)TLS handshake.
· 
· 
· 
NOTE:
After a successful Security Handshake in which the other entity provides a Certificate Chain, the other entity's identity (received during Association Configuration or Bootstrap Instruction Configuration) can be associated with additional information extracted from the other entity's Certificate Chain (e.g. the other entity Manufacturer, other entity owner, or conformance criteria). These details are not described in the present document.

8.1.2
General Introduction to the Centralized Security Frameworks 

-----------------------End of change 1-------------------------------------------

The following is a new sub clause of clause 10

-----------------------Start of change 2-------------------------------------------

10.4
Certificate-Based Security Framework Details

10.4.1
Certificate Profiles

NOTE: These certificate profiles are compliant with the CoAP specification RFC 7252 [RFC7252].
10.4.1.1
Common Certificate Details 
All certificates shall conform to the following profile:

· Certificates shall conform to RFC 5280 [RFC5280].
· The certificate shall include a SubjectPublicKeyInfo that indicates an algorithm of id-ecPublicKey with namedCurves secp256r1 [RFC5480]; this curve is equivalent to the NIST P-256 curve.
· The public key format shall be uncompressed [RFC5480]. 
· The hash algorithm shall be SHA-256.

· The key usage extension shall be included and shall indicate at least digitalSignature.
10.4.1.2
Raw Public Key Certificate Profile

Raw public key certificates shall conform to clause 10.4.1.1 “Common Certificate Details” and RFC 7250 [RFC7250].
10.4.1.3
Details Common to Certificates with Certificate Chains
Certificates with Certificate Chains shall conform to the following description:

· These certificates shall conform to clause 10.4.1.1 “Common Certificate Details”.

· Certificates shall be signed with ECDSA using secp256r1, and the signature shall use SHA-256.

· Certificate chains shall consist of no more than four certificates including the trust anchor certificate and the entity’s certificate (device certificate, CSE-ID certificate, AE-ID certificate or web server Certificate).
· Trust anchor certificates shall be self-signed.
10.4.1.4
Profile for Device Certificates and their Certificate Chains





· 
· 



· 
· 



· 
· 
· 
10.4.1.4.1
Profile for Device Certificates 

Device certificates shall conform to the following description:

· These certificates shall conform to clause 10.4.1.3 “Details Common to the Certificates with Certificate Chains”.
· The subjectAltName extension of these certificates shall include one or more object identifier M2M Device ID as described in Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1]. The object identifier M2M Device ID is provided in an otherName field with 
· “type-ID” set to the M2M Device Indication ID (Annex H.2.1 “M2M Device Indication ID” TS-0001 [1]) arc of the object identifier M2M Device ID and

· “value”  set to the remainder of the object identifier M2M Device ID: Manufacturer ID arc, Model ID arc, Serial Number ID arc and optional Expanded ID arc (see Annex H.2 “OID Based M2M Device Identifier” TS-0001 [1])


10.4.1.4.2
Profile for Certificate Authority Certificates for Device Certificates 

Certificate Authority Certificates in the certificate chain for a device certificate shall conform to the following description:

·  These certificates shall conform to clause 10.4.1.3 “Details Common to the Certificates with Certificate Chains”.

· The subjectAltName may include one or more object identifiers in the object identifier M2M Device ID name space (Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1]).
· Certificate Authority Certificates for device certificates shall use the name constraints extension (see clause 4.2.1.10 “Name Constraints” of RFC 5280 [RFC5280]) to constrain the object identifier M2M Device IDs in subsequent device certificates in a certification path. Name constraints are defined in terms of permitted or excluded name subtrees. Subtrees of an object identifier M2M Device ID name space are represented by an otherName field with

· “type-ID” set to the M2M Device Indication ID (Annex H.2.1 “M2M Device Indication ID” TS-0001 [1]) arc of the applicable object identifier M2M Device ID name space, and

· “value” set to set to the remainder of the object identifier identifying the subtree.
· 
10.4.1.5
Profile for CSE-ID Certificates, AE-ID Certificates and their Certificate Chains
CSE-ID certificates and AE-ID certificates and all other certificates in the corresponding certificate chain shall conform to clause 10.4.1.3.1 “Details Common to Certificates with Certificate Chains”.

The full URI representation of the CSE-ID or AE-ID shall be included in the subjectAltName extension.
The certificate used to sign the CSE-ID certificates and AE-ID certificate shall include nameConstraints satisfied by the hostname part of the full URI representation of the CSE-ID or AE-ID.
CSE-ID certificates and AE-ID certificates shall not include wildcards.
10.4.1.6
Profile for FQDN Certificates and their Certificate Chains
FQDN Certificates and all other certificates in the corresponding certificate chain shall conform to clause 10.4.1.3.1 “Details Common to Certificates with Certificate Chains”.

An FQDN Certificate shall include the FQDN of the subject M2M Enrolment Function or M2M Authentication Function in the subjectAltName extension.
FQDN Certificates shall not include wildcards.
10.4.2
Public Key Identifiers

The public key identifier for a raw public key certificate shall calculated as described in Section 2 of RFC 6920 [RFC6920] using the SHA-256 hash algorithm. The public key identifier shall be generated using one of the sha-256-120, sha-256-128 or sha-256 hash algorithms specified in RFC 6920 [RFC6920]. 
It is recommended that the public key identifier be as long as practical within the deployment constraints.
The trusted public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) is matched against the raw public key certificate (received during the Security Handshake) using the following procedure: 
1. A check digest value is computed according to Section 2 of RFC 6920 [RFC6920] using the hash algorithm identified in the trusted public key identifier.
2. The check digest value is compared against the digest value encoded in the trusted public key identifier. If the values are identical then the raw public key certificate matches the trusted public key identifier. Otherwise, the raw public key certificate does not match the trusted public key identifier. 
3. 10.4.3 Support Requirements for each Public Key Certificate Flavour
Table 10.4.3 lists, for each of the various types of entity (Field Domain CSE, Field Domain AE, IN-CSE, IN-AE, M2M Authentication Function and M2M Enrolment Function), the flavour of certificate that may be issued to the entity and the flavour of other entity’s certificates that the entity is required to be able to process. . In this table “O” indicates optional, “M” indicates Mandatory, “CA” indicates that the option is required if the entity supporting the certificate-based security association establishment framework, “CB” indicates conditional on the entity supporting certificate-based Remote Provisioning framework.






Table 10.4.3-1 Applicability of certificate flavours issued to an entity and flavours of other entity’s certificates that the entity is required to be able to process.
	Entity
	Flavour of certificate may be issued to entity
	Flavour of other entity’s certificates that the entity is recommended to be able to process.

	
	Raw 
	Device
	CSE-ID
	AE-ID
	FQDN
	Raw 
	Device
	CSE-ID
	AE-ID
	FQDN

	Field Domain CSE
	O
	O
	O
	-
	-
	CA
	CA
	CA
	CA
	CB

	Field Domain AE
	O
	O
	-
	O
	-
	CA
	CA
	CA
	-
	CB

	IN-CSE
	O
	-
	O
	-
	-
	CA
	CA
	CA
	CA
	-

	IN-AE
	O
	-
	-
	O
	-
	CA
	-
	CA
	-
	-

	MAF
	-
	-
	-
	-
	M
	-
	-
	-
	-
	M

	MEF
	-
	-
	-
	-
	M
	CB
	CB
	-
	-
	M


Mutual authentication between remote management servers and remote management clients is not considered in the present document.



-----------------------End of change 11---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[3GPP-23.003]
3GPP TS 23.003, “3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Numbering, addressing and identification (Release 12)”

[EUI64]
IEEE Standards Association, "Guidelines for 64-bit Global Identifier (EUI-64 (TM))", Registration Authority Tutorials, April 2010, http://standards.ieee.org/regauth/oui/tutorials/EUI64.html.

[RFC5280]
IETF RFC 5280 "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile”

[RFC6960]
IETF RFC 6960 "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP"
[RFC6961]
IETF RFC 6961 "The Transport Layer Security (TLS) Multiple Certificate Status Request Extension"
[RFC7250]
IETF TFC 7250 “Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)”

[RFC7252]
IETF TFC 7252 “The Constrained Application Protocol (CoAP)”
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
-----------------------End of Changes to References  -------------

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
·  Does this change request avoid conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change  include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�Addressed in clause 8.1.1.2.1


�Self signed certificates are replaced by raw public key certificates, which are implicitly trusted. This editor’s note is addressed, and can be removed.


�Mechanisms for configuration are discussed elsewhere – this note is not appropriate here.


�This editor’s note has been addressed. See new clause 8.1.1.2.2. 


�This text has been replaced by a simpler description applicable to raw public key certificates.


�This editor’s note has been addressed. See new clause 8.1.1.2.2.
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