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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
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All pictures must be editable.
Do not conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
reautheticationFrequency
Certificate-related parameters are updated in certificate CR.
-----------------------Start of change 1-------------------------------------------

9.1.1.1
 Credential Configuration of Field-Domain Security Association End-Points

Table 9.1.1.1-1 lists the parameters configured to a Field-Domain Security Association End-Points in the Credential Configuration phase.

Table 9.1.1.1-1
 Parameters configured to a Field Domain Security Association end-point during the Credential Configuration phase. 

	Security Association Establishment Framework
	Parameter
	Mandatory /Optional for this Security Association Establishment Framework

	Pre-Provisioned M2M Secure Connection Key
	Kpsa
	Mandatory

	
	KpsaId
	Mandatory

	Certificate Based
	thisEntityPrivateKey
	Mandatory

	
	thisEntityCertificate
	Mandatory

	
	thisEntityCertificateChain
	Optional

	MAF-Based
	MAF-ID
	Mandatory

	
	thisEntityIdentifier

	Mandatory

	
	Km
	Mandatory

	
	KmId
	Mandatory

	
	Master Credential Expiry
	Optional


Mechanisms for Credential Configuration shall authenticate the configuration source and shall provide confidentiality and integrity protection of the configured information communicated from the configuration source to the secured environment of the Field Domain Security Association End-point. 

The Credential Configuration of Field-Domain Security Association End-Points for the MAF-Based Security Association Establishment Framework is achieved through either:  

· 
Pre-provisioning via out of band mechanisms which are not specified in the present document. 

· 
Remote provisioning via one of the Security Bootstrap Frameworks in Clause 8.3.
The Credential Configuration phases of other Security Association Establishment Frameworks are performed by pre-provisioning via out of band mechanisms which are not specified in the present document .
9.1.1.2 
Credential Configuration of Infrastructure-Domain Security Association End-Points

Table 9.1.1.2-1 lists the parameters configured to Infrastructure-Domain Security Association End-Points in the Credential Configuration phase.

Table 9.1.1.2-1
 Parameters configured to an Infrastructure Domain Security Association end-point during the Credential Configuration phase. In the GBA-Based framework, the Infrastructure Domain Security Association end-point plays the role of a GBA NAF.
	Security Association Establishment Framework
	Parameter
	Mandatory /Optional for this Security Association Establishment Framework

	Pre-Provisioned M2M Secure Connection Key
	Kpsa
	Mandatory

	
	KpsaId
	Mandatory

	Certificate Based
	thisEntityPrivateKey
	Mandatory

	
	thisEntityCertificate
	Mandatory

	
	thisEntityCertificateChain
	Optional

	MAF-Based
	The IN-CSE and MAF shall be able to establish mutually-authenticated secure communication. The details are not specified in the present document
	Mandatory

	GBA-Based

Entity plays role of NAF. Details specified in 3GPP 33.220 [13]. Where this description differs from [13], [13] takes precedence
	NAF Private Key
	See 3GPP 33.220 [13].

	
	NAF Certificate and Chain
	See 3GPP 33.220 [13].

	
	CertificateChain
	See 3GPP 33.220 [13].


	
	BSF trust anchor certificate
	See 3GPP 33.220 [13].


The procedure for the Credential Configuration of Infrastructure-Domain Security Association End-Points is expected to use business logic of the M2M Service Provider, and the details are not described in this specification. 

9.1.1.3 
Credential Configuration of M2M Authentication Functions

Table 9.1.1.3-1 lists the parameters configured to M2M Authentication Functions in the Credential Configuration phase. The M2M Authentication Function’s identifier (MAF-ID) is presumed to have been configured prior to the Credential Configuration phase.

Table 9.1.1.3-1

 Parameters configured to a M2M Authentication Functions during the Credential Configuration phase. 

	Security Association Establishment Framework
	Parameter
	Mandatory /Optional for this Security Association Establishment Framework

	MAF-Based
	A
-to-MAF Authentication
	thisEntityIdentifier

	Mandatory

	
	
	Km
	Mandatory

	
	
	KmId
	Mandatory

	
	
	Master Credential Expiry
	Optional

	
	IN-CSE-to-MAF Authentication
	The IN-CSE and MAF shall be able to establish mutually-authenticated secure communication. The details are not specified in the present document
	Mandatory


The Credential Configuration of M2M Authentication Framework shall be achieved through either:  

· 
Business logic of the Stakeholder operating the M2M Authentication Function, and the details are not described in this specification.

· 
Remote provisioning via one of the Security Bootstrap Frameworks in Clause 8.3.

9.1.2 
Association Configuration Procedures and Parameters

The following Association Configuration procedures are described in this clause:

· 
Association Configuration of Field-Domain Security Association End-points, see Clause 9.1.2.1,

· 
Association Configuration of Infrastructure Domain Security Association End-points, see Clause 9.1.2.2,

· 
Association Configuration of M2M Authentication Functions and Underlying Network Service Provider authentication servers (e.g. HLR, HSS or AAA), see Clause 9.1.2.3.

9.1.2.1 
Association Configuration of Field-Domain Security Association End-Points

Table 9.1.2.1-1 lists the parameters configured to Field-Domain Security Association End-Points in the Association Configuration phase of all Security Association Establishment Frameworks.

Table 9.1.2.1-1

 Parameters configured to a Field-Domain Security Association End-Point during the Association Configuration phase of all Security Association Establishment Frameworks. 

	Parameters common to all Security Association Establishment Frameworks
	Mandatory /Optional for all Security Association Establishment Frameworks

	Target end-point identifier
	Mandatory

	Association Configuration Expiry
	Optional

	securityAssociationLifespan
	Optional


Table 9.1.2.1-2 lists the Security Association Establishment Framework-specific parameters configured to Field-Domain Security Association End-Points in the Association Configuration phase.

Table 9.1.2.1-2

 Security Association Establishment Framework-specific parameters configured to a Field-Domain Security Association End-Point during the Association Configuration phase. 

	Security Association Establishment Framework
	Parameters specific to the Security Association Establishment Frameworks
	Mandatory /Optional for this Security Association Establishment Framework

	Pre-Provisioned M2M Secure Connection Key 
	assigned identifier
	Mandatory

	Certificate Based
	thisEntityIdentifier

	Mandatory

	
	otherEntityCertificateName
	Mandatory

	
	otherEntityRootOfTrust
	Mandatory

	MAF-Based
	None: the Security Association End-Point is assumed to already know its CSE-ID/AE-ID in this case.

	GBA-Based
	assigned identifier
	Mandatory


Mechanisms for Association Configuration shall authenticate the configuration source and provide integrity protection for the configured information communicated from the configuration source to the Field Domain Security Association End-point. 

Editor’s note: Should the authentication and integrity protection be performed in a secured environment on the Field Domain Security Association End-point?
NOTE 1. In some cases, it can be appropriate to pre-provision 
Association Configuration information when performing Credential Configuration.
This approach has limited flexibility, but can be useful in many cases.


NOTE 2.


In some cases it is appropriate to use manual entry via user interface integrated to the Field Domain equipment (provided there is appropriate user authentication).



9.1.2.2 
Association Configuration of Infrastructure-Domain Security Association End-Points
Table 9.1.2.2-1 lists the parameters configured to Infrastructure-Domain Security Association End-Points in the Association Configuration phase of all Security Association Establishment Frameworks. It is assumed that an Infrastructure-Domain Security Association End-Point knows its CSE-ID/AE-ID prior to Association Configuration.

Table 9.1.2.2-1
 Parameters configured to an Infrastructure Domain Security Association end-point during the Association Configuration phase of all Security Association Establishment Frameworks. 

	Parameter common to all Security Association Establishment Frameworks
	Mandatory /Optional for all Security Association Establishment Frameworks

	otherEntityIdentifier

	Mandatory

	associationConfigurationExpiry
	Optional

	securityAssociationLifespan
	Optional


Table 9.1.2.2-2 lists the parameters configured to Infrastructure-Domain Security Association End-Points in the Association Configuration phase. 

Table 9.1.2.2-2
 Security Association Establishment Framework –specific parameters configured to an Infrastructure Domain Security Association end-point during the Association Configuration phase.
	Security Association Establishment Framework
	Parameters specific to the Security Association Establishment Framework
	Mandatory /Optional for this Security Association Establishment Framework

	Pre-Provisioned M2M Secure Connection Key
	None

	Certificate Based
	otherEntityCertificateName
	Mandatory

	
	otherEntityRootOfTrust
	Mandatory

	MAF-Based  
	The IN-CSE and MAF must be able to establish mutually-authenticated secure communication. The details are not specified in the present document

	GBA-Based
	None


The Association Configuration of Infrastructure-Domain Security Association End-Points is expected to use business logic of the M2M Service Provider, and the details are not described in this specification. 

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

9.2.1.1 
Bootstrap Credential Configuration of Enrolees

Table 9.2.1.1-1 lists the parameters configured to Enrolees in the Bootstrap Credential Configuration phase.

Table 9.2.1.1-1
 Parameters configured to Enrolees during the Bootstrap Credential Configuration phase. 
	Security Association Establishment Framework
	Parameter
	Mandatory /Optional for this Security Framework

	Pre-Provisioned M2M Secure Connection Key
	Kpm
	Mandatory

	
	KpmId
	Mandatory

	
	MEF URI
	Mandatory

	Certificate Based
	thisEntityPrivateKey
	Mandatory

	
	thisEntityCertificate
	Mandatory

	
	thisEntityCertificateChain
	Optional



Mechanisms for Bootstrap Credential Configuration of Enrolees shall authenticate the configuration source and shall provide confidentiality and integrity protection of the configured information communicated from the configuration source to secured environment of the Enrolee. 

The Bootstrap Credential Configuration of Enrolees for the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework shall authenticate the configuration source and shall provide confidentiality and integrity protection of the configured information communicated from the configuration source to secured environment of the Enrolee. The present document does not specify any such mechanisms. 

9.2.1.2 
Bootstrap Credential Configuration of M2M Enrolment Functions

Table 9.2.1.2-1 lists the parameters assumed to be configured to M2M Enrolment Functions prior to the Bootstrap Credential Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

Table 9.2.1.2-1 Parameters assumed to be configured to M2M Enrolment Functions prior to the Bootstrap Credential Configuration phase in both of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework.
	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional for the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework

	MEF URI
	Mandatory

	MEF Private Key
	Mandatory

	MEF Certificate and Chain
	Mandatory


The MEF Private Key and MEF Certificate and Chain are used by the M2M Enrolment Function (in aboth of these Security Bootstrap Frameworks)  to authenticate itself to the M2M Authentication Function when the M2M Authentication Function retrieves the master credential (Km). 
The MEF Private Key and MEF Certificate and Chain are also used by the M2M Enrolment Function in the Certificate Based Security Bootstrap Framework to authenticate to authenticate itself to the Enrolee during the Bootstrap Security Handshake.
Table 9.2.1.2-2 lists the parameters configured to M2M Enrolment Functions in the Bootstrap Credential Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

Table 9.2.1.2-2 Security Bootstrap Framework –specific parameters configured to the M2M Enrolment Function during the Bootstrap Credential Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 
	Security Bootstrap Framework
	Parameters specific to the Security Bootstrap Frameworks
	Mandatory /Optional for this Security Framework

	Pre-Provisioned Symmetric Enrolment Key
	Kpm
	Mandatory

	
	KpmId
	Mandatory

	Certificate Based
	None: MEF Private Key and MEF Certificate and Chain from Table 9.2.1.2-1are used
	

	
	mefCertificate
	Mandatory


	
	mefCertificateChain
	Mandatory



The Bootstrap Credential Configuration of M2M Enrolment Functions is expected to use business logic of the stakeholder operating the M2M Enrolment Function, and the details are not described in this specification. 

9.2.1.3 
Bootstrap Credential Configuration of M2M Authentication Functions

Table 9.2.1.3-1 lists the parameters assumed to be configured to M2M Authentication Functions prior to the Bootstrap Credential Configuration phase of all Security Bootstrap Frameworks. 

Table 9.2.1.3-1 Parameters assumed to be configured to the M2M Authentication Functions prior to or during the Bootstrap Credential Configuration phase for all Security Frameworks. 
	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional for all Security Bootstrap Frameworks

	MAF-ID
	Mandatory

	MAF Private Key
	Mandatory

	MAF Certificate and Chain
	Mandatory


The MAF Private Key  and MAF Certificate and Chain are used by the M2M Authentication Funciton to authenticate itself to the M2M Enrolment Function when retrieving the master credential (Km).
If using the GBA-based Security Bootstrap Framework, then the BSF will  only trust M2M Authentication Function’s Certificates that have a certificate chain to a certificate authority (trust anchor) that is trusted by the BSF. The Stakeholder operating the M2M Authentication Function and the Stakeholder operating the BSF (typically the Underlying Network Service Provider) are expected to coordinate to ensure that the M2M Authentication Function’s Certificates that have a certificate chain to a certificate authority (trust anchor) that is trusted by the BSF.

The Bootstrap Credential Configuration of M2M Authentication Functions is expected to use business logic of the Stakeholder operating the MAF, and the details are not described in this specification. 
9.2.2 
Bootstrap Instruction Configuration Procedures and Parameters

The following Bootstrap Instruction Configuration procedures are described in this clause:

· 
Bootstrap Instruction Configuration of Enrolees, see Clause 9.2.2.1,

· 
Bootstrap Instruction Configuration of M2M Authentication Functions, see Clause 9.2.2.2,

· 
Bootstrap Instruction Configuration of M2M Enrolment Functions, see Clause 9.2.2.3
· 
Bootstrap Instruction Configuration of Underlying Network Service Provider authentication servers (e.g. HLR, HSS or AAA), see Clause 9.2.2.4.

9.2.2.1 
Bootstrap Instruction Configuration of Enrolees

Table 9.2.2.1-1 lists the common parameters configured to Enrolees during the Bootstrap Instruction Configuration phase of a Security Bootstrap Framework. 

Table 9.2.2.1-1 Parameters configured to Enrolees during the Bootstrap Instruction Configuration phase of a Security Bootstrap Framework. 

	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional for this Security Bootstrap Framework

	Enrolee-ID
	Mandatory

	MAF-ID
	Mandatory

	Master Credential Expiry
	Optional


Table 9.2.2.1-2 lists the Security Bootstrap Framework–specific parameters configured to Enrolees in the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

Table 9.2.2.1-2 Security Bootstrap Framework –specific parameters configured to an Enrolee during the Instruction Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Security Bootstrap Framework
	Security Bootstrap Framework-specific Parameters
	Mandatory /Optional for this Security Bootstrap Framework

	Pre-Provisioned Symmetric Enrolment Key
	None

	Certificate 
	mefURI
	Mandatory

	
	mefCertificateName
	Mandatory

	GBA-Based
	None


Mechanisms for Bootstrap Instruction Configuration of Enrolees shall authenticate the configuration source and shall provide at least integrity protection of the configured information communicated from the configuration source to the Enrolee. 

Editor’s note: Should the authentication and integrity protection be performed in a secured environment on the Enrolee?
NOTE 1: In some cases, it can be appropriate to pre-provision 
Bootstrap Instruction Configuration information when performing Bootstrap Credential Configuration. 
This approach has limited flexibility, but can be useful in many cases.
NOTE 2. In some cases it is appropriate to use manual entry via user interface integrated to the Field Domain equipment (provided there is appropriate user authentication).

· 



9.2.2.2 
Bootstrap Instruction Configuration of M2M Authentication Functions

Table 9.2.2.2-1 lists the common parameters configured to M2M Authentication Functions during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

Table 9.2.2.2-1 Common parameters configured to M2M Authentication Functions during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional for all Security Bootstrap Frameworks

	Enrolee-ID
	Mandatory

	MEF Trust Anchor Certificates
	Mandatory

	Master Credential Expiry
	Optional


The MEF Trust Anchor Certificate is used by the M2M Authentication Function to authenticate the M2M Enrolment Function when retrieving the master credential (Km).
This specification assumes that Bootstrap Instruction Configuration of the M2M Authentication Functions utilizes business logic of the Stakeholder that operates the M2M Authentication Function, and the details are not described in this specification. 

9.2.2.3 
Bootstrap Instruction Configuration of M2M Enrolment Functions

Table 9.2.2.3-1 lists the parameters configured to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

Table 9.2.2.3-1 Parameters configured to M2M Enrolment Functions during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional for all Security Bootstrap Frameworks

	Enrolee-ID
	Mandatory

	MAF-ID
	Mandatory

	MAF Trust Anchor Certificates
	Mandatory


Table 9.2.2.3-2 lists the Security Bootstrap Framework–specific parameters configured to an M2M Enrolment Functions in the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3---------------------------------------------

9.2.2.4 
Bootstrap Instruction Configuration of UNSP Authentication Server 

Table 9.2.2.4-1 lists the parameters configured to an Underlying Network Service Provider authentication server (e.g. HLR, HSS or AAA) during the Bootstrap Instruction Configuration phase of the GBA-Based Security Bootstrap Framework. 

Table 9.2.2.4-1 Parameters configured to M2M Enrolment Functions during the Bootstrap Instruction Configuration phase of the GBA-Based Security Bootstrap Framework. 

	Parameter 
	Mandatory /Optional for all Security Bootstrap Frameworks

	Enrolee-ID
	Mandatory

	MAF-ID
	Mandatory


The Bootstrap Instruction Configuration of the Underlying Network Service Provider authentication server is achieved by updating the GBA User Security Settings (GUSS) (3GPP 33.220 [13]) of the User Equipment (UE) upon which the Enrolee is executed. This specification assumes that this Bootstrap Instruction Configuration utilizes business logic of the Underlying Network Service Provider, and the details are not described in this specification.
-----------------------End of change 3---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[RFC5280]
IETF RFC 5280 "Internet X.509 Public Key Infrastructure Certificateand Certificate Revocation List (CRL) Profile”

[RFC6960]
IETF RFC 6960 "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP"
[RFC6961]
IETF RFC 6961 "The Transport Layer Security (TLS) Multiple Certificate Status Request Extension"
[RFC7250]
IETF TFC 7250 “Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)”

[RFC7251]
IETF TFC 7251 “AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)”

[RFC7252]
IETF TFC 7251 “The Constrained Application Protocol (CoAP)”
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms

3.1
Definitions

Online Certificate Status Protocol: A protocol for requesting a report on the status of one or more X.509 certificates [RFC6960]
Raw Public Key Certificate [RFC7250]
<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations

OCSP
Online Certificate Status Protocol

<ABBREVIATION1>
<Explanation>

3.4
Acronyms

<ACRONYM1>
<Explanation>

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
·  Does this change request avoid conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change  include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�Need a good name here!


�Delete this row


�Need a good name here!


�Need a good name here!


�This parameter name is changed the “Certificate Text CR”.


�Since Credential Configuration is out of scope, I believe we can delete this editor’s note.


�Once the datatypes for the various attributes are defined, then the data model is effective defined – no extra work is needed. A remote management MO with names would valuable if we can get this done. We could do this for a security administration protocol, but we would need the specific protocol and I am not really sure of the value. I think this “editor’s note” can be deleted


�We are already liasing with MAS on this topic. I believe we can delete this editor’s note.


�Need a good name here!


�Consider wording


�Delete this row


�Delete this row


�No details are necessary since this is out-of-band pre-provisioning. The editor’s note can be deleted.





�This text is replaced by the paragraph immediately following Table 9.2.2.1-2


�Once the datatypes for the various attributes are defined, then the data model is effective defined – no extra work is needed. A remote management MO with names would valuable if we can get this done. We could do this for a security administration protocol, but we would need the specific protocol and I am not really sure of the value. I think this “editor’s note” can be deleted


�We have started talking with MAS WG5 about this. Editor’s note can be deleted.
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