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oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Do not conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
The text in clauses 6.1.3 “Security Assocaition Establishment” and 6.1.4.3 “Bootstrapping” need some cleaning up. Text related to GBA in these clauses has been morphed into an introduction to clause 8.1.2.2 “General Introduction to the GBA (Generic Bootstrapping Architecture) Framework”. Two very minor changes are proposed for clauses 6.1.4.2.
-----------------------Start of change 1-------------------------------------------

6.1.3
Security Association Establishment

The oneM2M system supports establishing authenticated security associations which provide encryption and integrity protection for the exchange of messages across a single Mca, Mcc or Mcc’ reference point.
NOTE 1: Such secure connections provide hop-by-hop protection to information exchange by M2M applications. 

NOTE 2 : Use of hop-by-hop connection by AEs assumes trust in the M2M SP. For AEs affiliated with different M2M SP, this also implies that M2M SPs are part of a circle of trust.

The oneM2M system supports the following authentication mechanisms for Security Association Establishment, described in more detail in clause 8.2.1 “Overview on Security Association Establishment Frameworks”:

· Pre-Provisioned M2M Secure Connection Key Security Association Establishment Framework: A symmetric key is pre-provisioned to the Security Association end-points. For more details see clause 8.2.2.1. 
· Certificate-Based Security Association Establishment Framework: Security Association end-points authenticate themselces using private signing keys and Certificatescontaining the corresponding Public Verification Key. For more details see clause 8.2.2.2.

· M2M Authentication Function (MAF) Security Association Establishment Framework. The M2M Authentication Function authenticates a Field Domain entitiy on behalf of an IN-CSE using a symmetric key.  For more details see clause 8.2.3.1.
· GBA-Based Security Association Establishment Framework. 3GPP or 3GPP2 symmetric keys are used to authenticate Field Domain entities. The details are specified by 3GPP [13] and 3GPP2 [14]. For more details see clause 8.2.3.2.










6.1.4
Security Administration

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

6.1.4.2
Remote security administration of SE

The Security Administration service may provide mechanisms for remote security administration of sensitive data and security functions of M2M field domain nodes, reusing mechanisms provided by existing standards where appropriate. However, since remote security administration requires the target information to be remotely modifiable, hardware based protection is required to protect such security information from remote software hacking of the device: This is the purpose of the  Secure Environment. Remote security administration differs from standard device management by the requirement that the secure channel established with the administration server shall have its endpoint in the Secure Environment of the M2M Node. 

The choice of a Secure Environments is guided by a risk analysis considering all layers of an M2M application, though it should leverage where possible on capabilities provided by the M2M Service Layer or the Underlying Network, e.g. UICC in 3GPP and 3GPP2 networks. Applicable remote security administration protocols are therefore dependent on the risk level of each M2M application and not just on the underlying network technologies. Widespread technologies that enable remote security administration for the different security levels distinguished in oneM2M TR-0008 [i.6] are considered in Annex C.  

In case the Secure Environment relies on software protection only, remote security administration of the following data should be possible only when remote access by potential attackers can be controlled:

· 
Private key and associated identifiers

· 
Long-term shared symmetric key (compared to expected lifetime of the M2M node) and associated identifiers

·  
Any process and parameters thereof that manipulates to the above information, i.e. security functions.

6.1.4.3
Security Bootstrapping Frameworks
Security bootstrap frameworks provide post-provisioning of the essential information for the establish a security association between a Field Domain entity and the M2M Authentication Function of a chosen M2M Service Provider. The essential security information includes the security credentials and the identifiers
. Security bootstrap procedures rely on an external M2M Enrolment Function to establish appropriate credentials. 

· Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutually authentication of those entities. For more details, see clause 8.3.2.1.

· Certificate-Based Security Bootstrap Framework: The Enrolee and M2M Enrolment Function are each issued with authenticate themselces using private signing keys and Certificatescontaining the corresponding Public Verification Key. For more details see clause 8.3.2.2.

· GBA-based Security Bootstrap Framework. In this case, the M2M Enrolment Function includes the functionality of a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP [13] and 3GPP2 [14]. For more details see clause 8.3.3.1.











-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3---------------------------------------------

8.1.2.2
General Introduction to the GBA (Generic Bootstrapping Architecture) Framework

In case of scenario where the M2M Service Provider and the operator of the underlying network have an agreement to use the underlying network credentials as the basis for security between a M2M Application Service/Middle Node and Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are actually the same entity), GBA procedure could be used.

It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text for the GBA-Based Security Association Establishment Framework (clause 8.2.2.2) and the GBA-Based Security Bootstrap Framework (clause 8.3.2.2)  implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement.
A general introduction to GBA is included in TR-0008 [i.6].

-----------------------End of change 2---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in [i.2] and the following abbreviations apply:

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
·  Does this change request avoid conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change  include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�It is not clear what is meant by this statement, I recommend deleting it.


�This is already covered in the above text. Delete this text.


�Editor’s note is address – delete editor;s note.


�Morph this text into an introduction to clause 8.1.2.2 “General Introduction to the GBA…” See Change 2


�The specification currently does not support provisioningaccess control information during bootstrap


�Morph this text into an introduction to clause 8.1.2.2 “General Introduction to the GBA…” See Change 2


�Text is not needed.
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