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oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
Introduction
The text in clauses 6.1.3 “Security Assocaition Establishment” and 6.1.4.3 “Bootstrapping” need some cleaning up. Text related to GBA in these clauses has been morphed into an introduction to clause 8.1.2.2 “General Introduction to the GBA (Generic Bootstrapping Architecture) Framework”. Two very minor changes are proposed for clauses 6.1.4.2.
R01 aligns with insertion of a Security Framework introductory section in SEC-2014-0385R01 covering security association establishment and Remote Security Provisioning.
-----------------------Start of change 1-------------------------------------------

6.2
Security Service Layer

6.2.1
Access Management

6.2.1.1
Authentication
This component provides authentication services to the Application Layer. Annex B provides a general description of  Authentication mechanisms.

6.2.2
Authorization Architecture
[…]






· 
· 
· 
· 










6.2.4
Security Administration

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

6.2.4.2
Remote security administration of SE

The Security Administration service may provide mechanisms for remote security administration of sensitive data and security functions of M2M field domain nodes, reusing mechanisms provided by existing standards where appropriate. However, since remote security administration requires the target information to be remotely modifiable, hardware based protection is required to protect such security information from remote software hacking of the device: This is the purpose of the  Secure Environment. Remote security administration differs from standard device management by the requirement that the secure channel established with the administration server shall have its endpoint in the Secure Environment of the M2M Node. 

The choice of a Secure Environments is guided by a risk analysis considering all layers of an M2M application, though it should leverage where possible on capabilities provided by the M2M Service Layer or the Underlying Network, e.g. UICC in 3GPP and 3GPP2 networks. Applicable remote security administration protocols are therefore dependent on the risk level of each M2M application and not just on the underlying network technologies. Widespread technologies that enable remote security administration for the different security levels distinguished in oneM2M TR-0008 [i.6] are considered in Annex C.  

In case the Secure Environment relies on software protection only, remote security administration of the following data should be possible only when remote access by potential attackers can be controlled:

· 
Private key and associated identifiers

· 
Long-term shared symmetric key (compared to expected lifetime of the M2M node) and associated identifiers

·  
Any process and parameters thereof that manipulates to the above information, i.e. security functions.



· 
· 
· 










-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3---------------------------------------------

8.1.2.2
General Introduction to the GBA (Generic Bootstrapping Architecture) Framework

In case of scenario where the M2M Service Provider and the operator of the underlying network have an agreement to use the underlying network credentials as the basis for security between a M2M Application Service/Middle Node and Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are actually the same entity), GBA procedure could be used.

It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text for the GBA-Based Security Association Establishment Framework (clause 8.2.2.2) and the GBA-Based Security Bootstrap Framework (clause 8.3.2.2)  implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement.
A general introduction to GBA is included in TR-0008 [i.6].

-----------------------End of change 2---------------------------------------------

�It is not clear what is meant by this statement, I recommend deleting it.


�This is already covered in the above text. Delete this text.


�Editor’s note is address – delete editor;s note.


�Morph this text into an introduction to clause 8.1.2.2 “General Introduction to the GBA…” See Change 2


�The specification currently does not support provisioningaccess control information during bootstrap


�Morph this text into an introduction to clause 8.1.2.2 “General Introduction to the GBA…” See Change 2


�Text is not needed.
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