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Introduction
-----------------------Start of change 1-------------------------------------------

10.2 TLS and DTLS Details

10.2.1 TLS and DTLS Versions

Where TCP payloads are to be secured, TLS v1.2 (RFC 5246 [16]) shall be used.

Where UDP payloads are to be secured, DTLS v1.2 (RFC 6347 [17]) shall be used, noting that the DTLS v1.2 ciphersuites are identical to the TLS v1.2 ciphersuites.
Implementations shall support the Server Name Indication (SNI) to indicate their authority in the SNI HostName field as defined in Section 3 of RFC 6066 [RFC6066]. This is needed so that when a host that acts as a virtual server for multiple Authorities receives a new TLS or DTLS connection, it knows which keys to use for the TLS or DTLS session.
10.2.2 TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks

The following Security Association Establishment Frameworks:

· Pre-Provisioned Symmetric Key Security Association Establishment Framework;

· MAF-Based Security Association Establishment Framework;

· GBA-Based Security Association Establishment Framework;
· Pre-Shared Key Remote Security Provisioning Framework;

·    GBA-Based Remote Security Provisioning Framework;

shall use one of the key exchange algorithms defined in (RFC 4279 [15]).

TLS implementations supporting these security frameworks shall implement at least the following TLS ciphersuite: 
· TLS_PSK_WITH_AES_128_CBC_SHA256 (RFC 5487 [RFC5487]).
DTLS implementations supporting these security frameworks shall implement at least the following ciphersuites

· TLS_PSK_WITH_AES_128_CCM_8 (RFC 6655) [RFC6655].
The security considerations of Section 7 of RFC4279 [15] apply. In particular, applications should carefully weigh whether or not they need Perfect Forward Secrecy (PFS) and select an appropriate ciphersuite (Section 7.1 of RFC4279 [15]).







10.2.3 TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks

The following Security Frameworks:

· Certificate-Based Security Association Establishment Framework;

· Certificate-Based Security Bootstrap Framework; 
shall use the standard TLS handshake (RFC 5246 [16]) with the ECDHE_ECDSA Key Exchange (RFC4492 [RFC4492]).

TLS implementations supporting these security frameworks shall implement at least the following ciphersuite:

· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, (RFC 5289) [RFC5289].

DTLS implementations supporting these security frameworks shall implement at least the following TLS ciphersuite:

· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, RFC 7251 [RFC7251].

Implementations supporting these security frameworks shall support authenticating other entities using all available public key certificate flavours (see clause 8.1.1.2.1 “Public Key Certificate Flavours”)

· Raw public key certificate: using the mechanism specified in RFC 7250 [RFC7250], Implementation shall support receiving and processing raw public keys compliant with Section 9.1.3.2 “Raw Public Key Certificates” in RFC 7252 [RFC7252].

· All other certificates: X.509 certificates including device hardware identifier. Implementation shall support receiving and processing raw public keys compliant with Section 9.1.3.3 “X.509 Certificates” in RFC 7252 [RFC7252]. 

----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

[RFC4492]


 IETF RFC 4492 “Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)”

[RFC5289]
IETF RFC 5289 “TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)” 

 [RFC5487]
IETF RFC 5487 “Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode”

[RFC6066]

IETF RFC 6066 "Transport Layer Security (TLS) Extensions: Extension Definitions” 
[RFC6655]

IETF RFC 6655 "AES-CCM Cipher Suites for Transport Layer Security (TLS)"
[RFC7250]
 IETF RFC 7250 “Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)”

[RFC7251]
 IETF RFC 7251  “AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)”

 [RFC7252]
 IETF RFC 7252 “The Constrained Application Protocol (CoAP)”

2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in [i.2] and the following abbreviations apply:

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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