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Introduction
-----------------------Start of change 1-------------------------------------------

10.3 Security Framework Parameter Descriptions

	Parameter
	Abbreviation (if any)
	Description
	Type of value

	Assigned Identifier
	assignedId
	CSE-ID/AE-ID that the Security Association End-Point is to use with the Target End-Point
	CSE-ID/AE-ID

	Association Configuration Expiry
	aCE
	See clause 3.1 “Definitions”
	Absolute Time (e.g. xs:time)

	authorization frequency
	authFreq
	See clause 3.1 “Definitions”
	Time duration (e.g. xs:duration)

	bootstrapping transaction identifier
	B-TID
	See clause 3.1 “Definitions”
	NAI [RFC4282]. 

	BSF Trust Anchor Certificates
	
	One or more Trust Anchor Certificates to which the BSF’s certificate chains. See 3GPP 33.220 [13].
	One or more self-signed X.509 certificates

	Enrolee Certificate and Chain
	
	Enrolee’s Certificate and Certificate Chain to the Enrolee Trust Anchor Certificate.
	X.509 certificate chain

	Enrolee Certificate Information
	
	Information enabling MEF to authenticate the Enrolee. Contents depend on the flavour of the Enrolee Certificate
	Raw public key certificate
	Enrolee Public key identifier
	See relevant parameters

	
	
	
	Device certificate
	Enrolee hardware identifier and Enrolee Trust Anchor Certificate
	

	Enrolee Identifier
	Enrolee-ID
	See clause 3.1 “Definitions”
	CSE-ID/AE-ID

	Enrolee Private Key
	
	Enrolee’s private signing key. May be the same Certificate as used for Certificate-Based Security Association Establishment Framework, or may be a distinct certificate
	ECDSA private signing key compliant with clause 10.4.1.1

	Enrolee Raw Public Key Certificate
	
	
	Raw public key certificate compliant with clause 10.4.1.2

	Enrolee Trust Anchor Certificate.
	
	One or more Trust Anchor Certificate for the Enrolee’s Certificate
	One or more self-signed X.509 certificates

	Enrolment Key
	Ke
	See clause 3.1 “Definitions”
	256-bit secret

	Enrolment Key Identifier
	KeId
	See clause 3.1 “Definitions”
	NAI [RFC4282]

	
	
	
	

	Pre-Provisioned Symmetric Enrolee Key
	Kpm
	See clause 3.1 “Definitions”
	256-bit secret

	Pre-Provisioned Symmetric Enrolee Key Identifier
	KpmId
	See clause 3.1 “Definitions”
	Any value that can be used as a TLS psk_identifier  [15]

	Pre-Provisioned M2M Secure Connection Key
	Kpsa
	See clause 3.1 “Definitions”
	256-bit secret

	Pre-Provisioned M2M Secure Connection Key Identifier
	KpsaId
	See clause 3.1 “Definitions”
	Any value that can be used as a TLS psk_identifier [15]

	MAF Certificate and Chain
	
	M2M Authentication Function’s Certificate and Certificate Chain to the M2M Authentication Function’s Trust Anchor Certificate
	Sequence of X.509 certificates

	M2M Authentication Function Identifier
	MAF-ID
	See clause 3.2 “Abbreviations
	URI

	MAF Private Key
	
	M2M Authentication Function’s Private Key
	ECDSA private signing key compliant with clause 10.4.1.1

	MAF Trust Anchor Certificates
	
	One or more Trust Anchor Certificates for M2M Authentication Function’s Certificate
	X.509 certificate chain

	Master Credential
	Km
	See clause 3.1 “Definitions”
	256-bit secret

	master credential Identifier
	KmId
	See clause 3.1 “Definitions”
	NAI [RFC4282]

	master credential expiry
	KmExpiry
	See clause 3.1 “Definitions”
	time (e.g. xs:time)

	MEF Certificate and Chain
	
	M2M Enrolment Function’s Certificate and Certificate Chain to the M2M Enrolment Function’s Trust Anchor Certificate
	X.509 certificate chain

	MEF Private Key
	
	M2M Enrolment Function’s Private Key
	ECDSA private signing key compliant with clause 10.4.1.1

	MEF Trust Anchor Certificates
	
	One or more Trust Anchor Certificate for M2M Enrolment Function’s Certificate
	One or more self-signed X.509 certificates

	M2M Enrolment Function’s URI
	MEF URI
	
	URI

	NAF Private Key
	
	NAF’s Private Key. May be the same Private Key as used for Certificate-Based Security Association Establishment Framework, or may be a distinct certificate. See 3GPP 33.220 [13].
	ECDSA private signing key compliant with clause 10.4.1.1

	NAF Certificate and Chain
	
	NAF’s Certificate and Certificate Chain to the NAF’s Trust Anchor Certificate. NAF’s Certificate shall contain NAF’s FQDN. May be the same Certificate as used for Certificate-Based Security Association Establishment Framework, or may be a distinct certificate. See 3GPP 33.220 [13].
	X.509 certificate chain

	NAF Trust Anchor Certificates
	
	One or more Trust Anchor Certificate for the NAF’s Certificate 
	One or more self-signed X.509 certificates

	Relative Enrolment Key Identifier
	RelativeKeId
	See clause 3.1 “Definitions”
	Base64 encoding of a 128-bit value

	Target End-Point Identifier
	
	CSE-ID/AE-ID of the other Security Association End-Point that a Security Association End-Point is to establish a Security Association with
	CSE-ID/AE-ID

	Target End-Point Public Key Identifier
	
	An Public Key identifier that matches the public key the Target End-Point’s raw public certificate
	Public Key Identifier [RFC6920] compliant with clause 10.4.2

	Target End-Point hardware identifier
	
	An device identifier that matches a unique value in a subjectAltName field of the Target End-Point’s Certificate
	FFS

	Target End-Point Trust Anchor Certificates
	
	One or more Trust Anchor Certificates to which the Target End-Point’s Certificate chains
	One or more self-signed X.509 certificates

	thisEntityRaw Public Key Certificate
	
	Raw Public Key Certificate  for which  the Security Association End-Point possesses the private signing key
	

	thisEntityCertificate and Chain
	
	Certificate  and Certificate Chain for which  the Security Association End-Point possesses the private signing key
	Sequence of X.509 certificates

	thisEntityIdentifier
	
	CSE-ID/AE-ID that the Security Association End-Point or Enrolee is to use with other Security Association End-Points

. 
	CSE-ID/AE-ID

	thisEntityPrivateKey
	
	Private Key of a Security Association End-Point or Enrolee
	ECDSA private signing key


-----------------------End of change 2---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

[RFC4282] IETC RFC 4282 “The Network Access Identifier”

2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:
Network Address Identifier: the purpose of the NAI is to identify the user as well as to assist in the routing of the authentication request [RFC4282]

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in [i.2] and the following abbreviations apply:
NAI: Network Address Identifier
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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