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Introduction
This CR addresses pending actions related to normative references in section 9.
-----------------------Start of change 1-------------------------------------------
2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M TS-0001 "oneM2M Architecture"
[2]
Open Mobile API specification V2.0.2
[3]
GP TEE Client API….
[4]
void 
[5]
IETF RFC 5246 "The Transport Layer Security (TLS) Protocol Version 1.2".

[6]
IETF RFC 6347 "Datagram Transport Layer Security Version 1.2"

[7]
ETSI TS 102 225 (V11.0.0) "Smart Cards; Secured packet structure for UICC based applications (Release 11)" URL:http://www.etsi.org/
[8]
ETSI TS 102 226 (V11.0.0) "Smart Cards; Remote APDU structure for UICC based applications (Release 11)" URL:http://www.etsi.org/
[9]
3GPP TS 31.115 (V10.1.0) "Remote APDU Structure for (U)SIM Toolkit applications (Release 10)"
[10]
3GPP TS 31.116 (V10.2.0) "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"
[11]
3GPP2 C.S0078-0 (V1.0) "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications"
[12]
3GPP2 C.S0079-0 (V1.0) "Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications"
[13]
 3GPP TS 33.220 "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (3GPP TS 33.220)"
[14]
3GPP2 S.S0109-A "Generic Bootstrapping Architecture (GBA) Framework"
[15]
IETF RFC 4279 "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) "

[16]
IETF RFC 5246 "The Transport Layer Security (TLS) Protocol, Version 1.2"
[17]
IETF RFC 6347 "Datagram Transport Layer Security Version 1.2"
[18]
IETF RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)"
[19]
IETF RFC 3629 "UTF-8, a transformation format of ISO 10646".
[20]
"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, March 2008. http://www.unicode.org 

[21]
GlobalPlatform Device Technology TEE Administration framework, DRAFT

[22] 
GlobalPlatform Device Technology TEE System Architecture, Version 1.0

[23]
ETSI TS 102 671 "Smart Cards; Machine-to-Machine UICC; Physical and logical characteristics" URL:http://www.etsi.org/
[24]
ETSI TS 102 221 "Smart Cards; UICC-Terminal Interface; Physical and logical characteristics" URL:http://www.etsi.org/
[25]
ETSI TS 102 484 "Smart Cards; Secure channel between a UICC and an end-point terminal" URL:http://www.etsi.org/
[26]
ISO/IEC 7816-4: "Identification cards - Integrated circuit cards - Part 4: Organization, security and commands for interchange".

[27]
ETSI TS 101 220 "Smart Cards; ETSI numbering system for telecommunication application providers" URL:http://www.etsi.org/
[28]
3GPP TS 33.222, " Generic Authentication Architecture (GAA), Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)", Rel-12

[29]
3GPP TS 24.109, "Bootstrapping interface (Ub) and network application function interface (Ua)", Rel-12

[30]
3GPP TS 29.109, "Protocols details Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on Diameter protocol; Stage 3", Rel-12
[xx] 
3GPP2 S.S0109-A "Generic Bootstrapping Architecture (GBA) Framework"
Editor's note: add version numbers to references where missing.
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9 
Security Framework Procedures and Parameters

This clause specifies procedures and parameters of the phases of Security Association Establishment Frameworks (clause 8.2) and Security Bootstrap Frameworks (clause 8.3). 
9.1 
Security Association Establishment Framework Procedures and Parameters

9.1.1 
Credential Configuration Procedures and Parameters

The following Credential Configuration procedures are described in the present clause:

· 
Credential Configuration of Field-Domain Security Association End-Points (except for the GBA-Based case as discussed above), see Clause 9.1.1.1,

· 
Credential Configuration of Infrastructure-Domain Security Association End-Points, see Clause 9.1.1.2,

· 
Credential Configuration of M2M Authentication Functions, see Clause 9.1.1.3,

The following Credential Configuration procedures are specified by other organizations:

· 
Credential Configuration of Underlying Network Service Provider authentication server (e.g. HLR, HSS or AAA) for the GBA-Based Security Association Establishment Framework. These details are specified by 3GPP [13], 3GPP2 [xx].

· 
Credential Configuration of Field-Domain Security Association End-Points for the GBA-Based Security Association Establishment Framework. These details are specified by 3GPP [13], 3GPP2 [xx].


-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

9.1.2.4 
Association Configuration of UNSP Authentication Servers

Table 9.1.2.4-1 lists the parameters configured to an Underlying Network Service Provider authentication server (e.g. HLR, HSS or AAA) in the Association Configuration phase. 

Table 9.1.2.4-1

 Parameters configured to an Underlying Network Service Provider authentication server (e.g. HLR, HSS or AAA) during the Association Configuration phase. 

	Security Association Establishment Framework
	Parameter
	Mandatory /Optional for this Security Association Establishment Framework

	GBA-Based. 

Parameters are configured to UE’s GBA User Security Settings (GUSS).  GUSS details are specified in 3GPP 33.220 [13]. Where this description differs from [13], [13] takes precedence
	thisEntityIdentifier
	Mandatory

	
	otherEntityIdentifier
	Mandatory

	
	associationConfigurationExpiry
	Optional

	
	securityAssociationLifespan
	Optional


The Association Configuration of the Underlying Network Service Provider authentication server is achieved by updating the GBA User Security Settings (GUSS) (3GPP 33.220 [13]) of the User Equipment (UE) upon which the Enrolee is executed. This specification assumes that this Association Configuration will utilize business logic of the Underlying Network Service Provider, and the details are not described in this specification. 


-----------------------End of change 3---------------------------------------------
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9. 2 
Security Bootstrap Framework Procedures and Parameters
9.2.1 
Bootstrap Credential Configuration Procedures and Parameters

The following Bootstrap Credential Configuration procedures are described in this clause:

· 
Bootstrap Credential Configuration of Field-Domain Security Association End-Points (except for the GBA-Based case as discussed above), see Clause 9.2.1.1,

· 
Bootstrap Credential Configuration of M2M Enrolment Functions (except for the GBA-Based case as discussed above), see Clause 9.2.1.2,

· 
Bootstrap Credential Configuration of M2M Association Functions, see Clause 9.2.1.3.

The following Bootstrap Credential Configuration procedures are specified by other organizations:

· 
Bootstrap Credential Configuration of Underlying Network Service Provider authentication servers (e.g. HLR, HSS or AAA) for the GBA-Based Security Association Establishment Framework. These details are specified by 3GPP [13], 3GPP2 [xx].

· 
Bootstrap Credential Configuration of Field-Domain Security Association End-Points for the GBA-Based Security Association Establishment Framework. These details are specified by 3GPP, 3GPP2 [xx].


-----------------------End of change 4 ---------------------------------------------
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9.2.2.4 
Bootstrap Instruction Configuration of UNSP Authentication Server 

Table 9.2.2.4-1 lists the parameters configured to an Underlying Network Service Provider authentication server (e.g. HLR, HSS or AAA) during the Bootstrap Instruction Configuration phase of the GBA-Based Security Bootstrap Framework. 

Table 9.2.2.4-1 Parameters configured to M2M Enrolment Functions during the Bootstrap Instruction Configuration phase of the GBA-Based Security Bootstrap Framework. 

	Parameter 
	Mandatory /Optional for all Security Bootstrap Frameworks

	thisEntityIdentifier
	Mandatory

	mafIdentifier
	Mandatory


The Bootstrap Instruction Configuration of the Underlying Network Service Provider authentication server is achieved by updating the GBA User Security Settings (GUSS) (3GPP 33.220 [13]) of the User Equipment (UE) upon which the Enrolee is executed. This specification assumes that this Bootstrap Instruction Configuration utilizes business logic of the Underlying Network Service Provider, and the details are not described in this specification. 
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