	Doc# oneM2M-Template-Change-Request.doc
Change Request
	[image: image1.png]






	


	CHANGE REQUEST

	Group Name:*
	SEC 12

	Source:*
	Francois Ennesser, Gemalto (ETSI)
Mireille Pauliac, Gemalto (ETSI)

	Format:*
	Face-to-Face

	Date:*
	2014-07-20

	Contact:*
	francois.ennesser@gemalto.com, 
mireille.pauliac@gemalto.com

	Reason for Change/s:*
	Completion of Action Item TP11-WG4-005 assigned to Gemalto at SEC11,

i.e. addition of introductory text in empty clauses within Chapter 8.

	CR  against:  Release*
	1

	CR  against:  TS/TR*
	TS-0003 v0.6.0

	Clauses/Sub Clauses*
	8.1, 8.1.1.1, 8.1.2 and sub-clauses

	Type of change: *
	 FORMCHECKBOX 
 Editorial change
 FORMCHECKBOX 
 Bug Fix or Correction
 Change/correction to existing feature or functionality
 New feature or functionality

	Post Freeze checking:*
	This CR contains only essential changes and corrections
                           YES  FORMCHECKBOX 
             NO  FORMCHECKBOX 



oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
Introduction
This CR addresses a pending Action Item.

CHANGE 1: In section 8.1, more information is added to guide the reader through the security frameworks.

CHANGE 2: In section 8.1.1.1 content is added to Clause 8.1.1.1 on Pre-Provisioned Symmetric Key security frameworks.

CHANGE 3: Content is added to clause 8.1.2 on Centralized Security Framework, to introduce both the centralized bootstrapping scenarios and the centralized security association scenarios. The title 8.1.2.1 (specific to Security Association) is removed. An editorial correction to clause 8.1.2.2 is also included.
-----------------------Start of change 1-------------------------------------------
8.1
General Introductions to the Security Frameworks

To accommodate the variety of deployment scenarios that can be encountered in M2M applications, the present specification supports a diversity of methods to provision and establish security in M2M systems.

The security frameworks can be categorized into two main types
· Direct Security Frameworks: where the entities authenticate each other directly, without assistance from a Central Key Distribution Server.  To authenticate each other, those entities shall be able to support either a symmetric-based security framework where the two entities share a symmetric key to perform a mutual authentication, or a certificate-based security framework to perform certificate-based mutual authentication. 
· Centralized Security Frameworks: where the entities authenticate each other with the assistance of a Central Key Distribution Server. The M2M applications have to trust the operator of the Central Key Distribution Server (which may be an M2M Service Provider, an Underlying Network Service Provider or an M2M Trust Enabler. The Central Key Distribution enables the establishment of symmetric key that is shared between the two entities. Then, this symmetric key can be used by the two entities to perform mutual authentication.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

8.1.1
General Introduction to the Direct Security Frameworks

8.1.1.1
General Introduction to theSymmetric Key Direct Security Framework

In the Direct Security Framework using Symmetric Key, each pair of entities that need to authenticate each other has to be provisioned with its own shared symmetric key. This may be performed through pre-provisioning, e.g. during device manufacturing or deployment, or in the case of security association, a security bootstrapping framework may be used to perform the provisioning. 
8.1.1.2
General Introduction to the Certificate-Based Direct Security Frameworks
-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

8.1.2
General Introduction to the Centralized Security Frameworks


A Centralized Security Framework relies on a Central Key Distribution Server in charge of establishing a symmetric key that will be shared between two entities. This framework could be used either in the scope of Security Association Establishment or in the scope of Security Bootstrapping. The type of the server playing the role of the Central Key Distribution Server depends on the scope. In case of Security Bootstrapping, the Centralized Key Distribution Server is the MEF. In case of Security Association Establishment, the Central Key Distribution Server can be the M2M Authentication Function (MAF) or the Bootstrapping Server Function (BSF). The BSF is an element of GBA framework. 

Generic Bootstrapping Architecture (GBA), described below, is a framework that could be used as Centralized Security Frameworks either for Security Association Establishment or Security Bootstrapping. 

8.1.2.1
General Introduction to the GBA (Generic Bootstrapping Architecture) Framework

A general introduction to GBA is included in TR-0008 [i.6].

After a successful GBA bootstrapping, the M2M Application Service/Middle Node and the BSF share a security association which consists of a bootstrapping transaction identifier (B-TID) and key material (GBA bootstrap Ks). 

This security association may be used by the M2M Application Service/Middle Node to derive NAF keys (Ks_(ext/int)_NAF) shared between a M2M Application Service/Middle Node and a M2M Infrastructure Node or an M2M Authentication Function. 

-----------------------End of change 3---------------------------------------------
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