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8.2
Security Association Establishment Frameworks

8.2.1
Overview on Security Association Establishment Frameworks

In the present document, security associations are restricted to single hop on Mcc, Mcc’ or Mca reference point. 


The oneM2M system supports the following Security Association Establishment Frameworks:

· Direct Security Association Establishment Frameworks:
· Provisioned M2M Secure Connection Key Security Association Establishment. A symmetric key is pre-provisioned to the entities: this is called the Provisioned M2M Secure Connection Key, and denoted Kpsa. The entities authenticate each other by verifying Message Integrity Codes (MIC) in the Security Handshake which were generated using the symmetric key.  For more details see clause 8.2.2.1.
· Certificate-Based Security Association Establishment: The entities are each issued with 

· a Private Signing Key that is known only to that entity,

· a Certificate containing the corresponding Public Verification Key, and 

· (Optionally) a Certificate Chain from the entity's Certificate to a Root Certificate. 


The entities must validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using entity A's public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it. For more details see clause 8.2.2.2.
· Centralized Security Association Establishment Frameworks: In such schemes, entity A and a Central Key Distribution Server authenticate each other and derive a M2M Secure Connection key (Kc) that the Central Key Distribution Server delivers to entity B. The entities then authenticate each other using the M2M Secure Connection key (Kc). The oneM2M authentication Frameworks using centralized key distribution are:

· GBA based Security Association Establishment. This Security Association Establishment Framework uses 3GPP or 3GPP2 symmetric keys to authenticate entity A and the Central Key Distribution Server. The details are specified by 3GPP [13] and 3GPP2 [14]. For more details see clause 8.2.2.
· M2M Authentication Function (MAF)-based Security Association Establishment. This Security Association Establishment Framework uses symmetric keys to authenticate the entity A and the Central Key Distribution Server. For more details see clause 8.2.3.1.
For a more detailed description of the above Security Association Establishment Frameworks, it is useful to compare the following aspects of the Security Association Establishment Frameworks:

· Credential Configuration:

· For Central Key Distribution Security Association Establishment Frameworks:

· Entity A is configured with (or otherwise establishes) the Master Credential (Km) that the entity A will use to authenticate the entity A to the Central Key Distribution Server. 

· The Central Key Distribution Server is configured with the Master Credential (Km) that will be used to authenticate the Central Key Distribution Server to entity A.

The details for the GBA-Based Security Association Establishment Framework are out of scope.

· For the Provisioned M2M Secure Connection Key Security Association Establishment Framework, each entity is provisioned with the Pre-Provisioned M2M Secure Connection Key that entities will use to authenticate each other using pre-provisioning or remote provisioning. 

· For the Certificate-Based Security Association Establishment Frameworks, each entity is pre-provisioned with the Credential that the entity will use to authenticate itself to the other entity. 

· Association Configuration: Configuration of entity identifiers (that is, CSE-ID or AE-ID) for the entities to be authenticated.

Additionally, in the case of Certificate-Based Authentication Framework: each entity is configured with the Certificate Name and Root of Trust that the entity will use to verify the other entity. 

· Association Security Handshake: Identification, authentication and security context establishment between the entities.

· Central Key Distribution Server Handshake: When a Centralized Security Association Establishment Framework is used, entity A and the Central Key Distribution Server (MAF or GBA-BSF) perform mutual authentication and generate a M2M Secure Connection Key (Kc) which is then used in the Security Handshake for mutual authentication between entity A and entity B. This is not applicable to Direct Security Association Establishment Frameworks.
Figure 8.2.1-1 provides a summary of the above defined four Security Association Establishment Frameworks.
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Figure 8.2.1-1: Overview of the Security Association Establishment Frameworks
supported by oneM2M.

8.2.2
Direct Security Association Establishment Frameworks

8.2.2.1
Pre-Provisioned Symmetric Key Security Association Establishment Frameworks

This clause describes the Pre-Provisioned Secure Connection Key Security Association Establishment Framework.  This framework enables mutual authentication of two entities corresponding to either two CSEs or a CSE and an AE. The Credential for this framework is a long-term symmetric key that has been pre-provisioned into the entities to be authenticated. This key is called a Pre-Provisioned Secure Connection Key and is denoted Kpsa. The entities authenticate each other by verifying message authentication codes in the Security Handshake which were generated using the Pre-Provisioned Secure Connection Key.

NOTE:
Long term Pre-Provisioned Secure Connection Keys can pose a security risk if not adequately secured, and for this reason long term Pre-Provisioned Secure Connection Keys are recommended to be stored in Secure Environments.
Figure 8.2.2.1-1 illustrates the sequence of events when using the Pre-Provisioned Secure Connection Key Security Association Establishment Framework. In this description, "Entity A" and "Entity B" correspond to either two CSEs or a CSE and an AE or an AE and a CSE (respectively).
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Figure 8.2.2.1-1: The sequence of events when using the Pre-Provisioned Secure Connection Key
Security Association Establishment Framework

Credential Configuration: The Pre-Provisioned Secure Connection Key (Kpsa) and the corresponding Pre-Provisioned Secure Connection Key Identifier, denoted KpsaId, are pre-provisioned to both entities.

NOTE 1:
This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.

Additionally:

· Entity A is
· 
· 
·  configured with Entity B identity (IdB). Entity A is to use this identity for Entity B authenticating using the above arguments. This identity is also used to route the (D)TLS exchange.


NOTE 2:
Entity A will associate Entity B's identity with messages secured within Security Contexts established using the Pre-Provisioned Secure Connection Key Kpsa associated with the Pre-Provisioned Secure Connection Key Identifier KpsaId.
· Entity B is configured with 
· 
· Entity A identity (IdA). Entity B is to use this identity for Entity A authenticating using the above arguments.
· 

NOTE 3:
Entity B will associate the configured Entity A identity with messages secured within Security Contexts established using the Pre-Provisioned Secure Connection Key Kpsa associated with the Pre-Provisioned Secure Connection Key Identifier KpsaId.


Association Configuration: Each entity is configured with the information needed for mutual authentication and identification:

Association Security Handshake: The entities perform a (D)TLS-PSK handshake [15] to establish a secure session.
· Centralized Key Distribution Server Handshake: There is no Centralized Key Distribution Server Handshake applied in the Pre-Provisioned Secure Connection Key Security Association Establishment Framework.
· The "psk_identity" parameter [15] is set to the value of the Pre-Provisioned Secure Connection Key Identifier KpsaId.

· The "psk" parameter [15] is set to the value of the Pre-Provisioned Secure Connection Key Kpsa. 

· The (D)TLS cipher suite profile for the Provisioned Secure Connection Key Security Association Establishment Framework is specified in clause 10.2.2.
8.2.2.2
Certificate-Based Security Association Establishment Frameworks

This clause describes the Certificate-Based Security Association Establishment Framework.
Figure 8.2.2.2-1 illustrates the sequence of events when using the Certificate-Based Security Association Establishment Framework. In this description, "Entity A" and "Entity B" correspond to either two CSEs or a CSE and an AE.
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Figure 8.2.2.2-1: The sequence of events when using the Certificate-Based Security
Association Establishment Framework
Credential Configuration: The private keys and certificates for each entity are pre-provisioned as described in clause 8.1.1.2.1 "Credential Configuration for Certificate-Based Security Frameworks".
Association Configuration: Entity A and Entity B are configured with the information needed for the authentication and identification (during Security Handshake) of  Entity B and Entity A respectively:

· Entity A is commanded to initiate a Security Handshake, and the command includes the following arguments:

· Entity B’s certificate information: as described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity”.
· 
·  

· Entity B’s identity (IdB). Entity A is to use this identity for Entity B authenticating using the above arguments. This is used to route the (D)TLS exchange.


NOTE 1:
The Entity A will associate Entity B's identity with messages secured within Security Contexts established in accordance with the configured Entity B’s certificate information.

· The Entity B is configured with the following arguments describing Entity A authorized to perform Security Handshake with Entity B:

· Entity A’s certificate information: as described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity”.

· 
· 
· Entity A’s identity (IdA). Entity B is to use this entity identity for Entity A authenticating using the above arguments.

· 

NOTE 2:
Entity B will associate Entity A's identity with messages secured within Security Contexts established in accordance with the configured Entity A’s certificate information.

Association Security Handshake:

· Centralized Key Distribution Server Handshake: There is no Centralized Key Distribution Server Handshake applied in the Certificate-Based Security Association Establishment Framework.
· Each entity verifies the other entity's certificate as described in clause 8.1.1.2.2 "Certificate Verification".

· The entities authenticate each other using the validated certificates as specified in TLS 1.2 RFC 5246 [16] and DTLS 1.2 RFC 6347 [17] specifications.

· The (D)TLS cipher suite profile for the Certificate-Based Security Association Establishment Framework is specified in clause 10.2.3.

8.2.3
Centralized Security Association Establishment Frameworks

8.2.3.1
MAF-Based Symmetric Key Security Association Establishment Frameworks

This clause describes the MAF-based Security Association Establishment Framework. 

This release addresses the scenario where the Entity B is an Infrastructure Node. 
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Figure 8.2.3.1-1: 
The sequence of events when using the MAF-Based Security Association Establishment Framework.
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Credential Configuration: The Master Credential (Km) and corresponding Master Credential Identifier (KmId) are either pre-provisioned for Entity A and the MAF or remotely provisioned thanks to Security Bootstrap Frameworks described in Clause 8.3. 

Association Configuration: Entity A, Entity B, and the BSF shall be configured with the information needed for the authentication and identification during Centralized Key Distribution Server Handshake and Association Security Handshake:

· 
Entity A has to know Entity B Identity (IdB)

· Entity B has to know Entity A Identity (IdA)

· The MAF has to know Entity B Identity (IdB). In this case, IdB corresponds to IN Identity. 

Association Security Handshake with Centralized Key Distribution Server Handshake: 

· Centralized Key Distribution Server Handshake

· The Centralized Key Distribution Server Handshake in MAF-based Security Association Establishment framework enables the establishment of a M2M Secure Connection Key (Kc) and associated M2M Secure Connection Key Identifier (KcId) shared between the Entity A and the MAF thanks to (D)TLS-PSK handshake [15]

· The “psk_identity” parameter [15] is set to the value of the Master Credential Identifier KmId.

· The “psk” parameter [15] is set to the value of the Master Credential Km.

· Entity A sends KcId to Entity B (Infrastructure Node). 

· Entity B (Infrastructure Node) can retrieve the M2M Secure Connection Key (Kc) from the MAF.
· The (D)TLS cipher suite profile for the MAF-Based Security Association Establishment Framework is specified in clause 10.2.2. 

8.2.3.2
GBA-Based Security Association Establishment Frameworks

This clause describes the GBA-based Security Association Establishment Framework. 

To obtain a short term key (Kc) used for M2M Service Connection between a M2M Application Service/Middle Node and a M2M Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive NAF keys (Ks_(ext/int)_NAF). This NAF key is the M2M Secure Connection Key (Kc) used for M2M Service Connection.
In case of GBA, ME, Kc = Ks_NAF.

In case of GBA_U, Kc = Ks_int_NAF, if the application resides in the UICC. Otherwise, Kc = Ks_ext_NAF. 
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Figure 8.2.3.2-1: 
The sequence of events when using the GBA-Based Security Association Establishment Framework.
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Credential Configuration: The credentials configuration for Entity A, Entity B and the BSF is described in 3GPP specification TS 33.220 [13]. The credentials used to perform mutual authentication between Entity A and BSF are UNSP specific.
Association Configuration: Entity A, Entity B, and the BSF shall be configured with the information needed for the authentication and identification during Centralized Key Distribution Server Handshake and Association Security Handshake:
· 
Entity A’s GBA User Security Settings (GUSS) enables to indicate if Entity A is allowed to establish a NAF-specific key with Entity B (NAF) or/and if the BSF can distribute a NAF specific key to Entity B. 

Association Security Handshake with Centralized Key Distribution Server Handshake:

· 
Initiation
· 
Entity A and Entity B shall initiate TLS handshake thanks to procedure described in 3GPP TS 33.222 [28]. Informative Annex F of 3GPP TS 24.109 [29] gives signalling flows for TLS-PSK with GBA bootstrapped security association
· 
Entity A shall indicate to Entity B that it supports PSK-based TLS by adding one or more PSK ciphersuites to the ClientHello message. This message shall also contain the hostname of Entity B in the server_name extension.

· 
Entity B selects one of the PSK-based ciphersuites offered by Entity A and sends it back in the ServerHello message. If UICC is used as M2M Secure Environment supporting Security Association Establishment, GBA-U with Kc = Ks_int_NAF shall be used for authentication and key exchange, In this case the ServerKeyExchange message shall contain a constant string "3GPP-bootstrapping-uicc" as the PSK-identity hint, indicating use of Kc=Ks_int_NAF. Otherwise the ServerKeyExchange message shall contain a constant string "3GPP-bootstrapping" as the PSK-identity hint to indicate that Kc=Ks_NAF in the case of GBA_ME or Kc=Ks_ext_NAF in the case of GBA_U is used for authentication and key exchange. Entity B shall finish the reply to Entity A by sending a ServerHelloDone message.

· 
Centralized Key Distribution Server Handshake

· 
The Centralized Key Distribution Server Handshake in Security Association Establishment framework enables the establishment of a GBA bootstrapped key (Ks) shared between the Entity A and the BSF with associated Bootstrapping Transaction Identifier ( B-TID) and key lifetime, by performing to the GBA Bootstrapping phase described in 3GPP TS 33.220 [13].

· 
If a bootstrapped key Ks is already shared between the Entity A and the BSF and still valid, then the Centralized Key Distribution Server Handshake phase is not needed. The Association Security Handshake can take place with the existing GBA Bootstrapped key Ks. 
· 
Entity A shall derive the NAF-specific keys by performing the procedure described in 3GPP TS 33.220 [13] using the GBA bootstrapped key Ks and B-TID obtained during Centralized Key Distribution Server Handshake.  In case of GBA, ME, the M2M Secure Connection Key (Kc) shall be Ks_NAF. In case of GBA_U, the M2M Secure Connection Key (Kc) shall be Ks_int_NAF if HTTP Client application resides in the UICC. Otherwise, Kc = Ks_ext_NAF. 

· 
Entity A then sends a ClientKeyExchange message with PSK-identity containing a prefix "3GPP-bootstrapping-uicc" if Entity A resides in the UICC is used as the M2M Secure Environment supporting Security Association Establishment procedure or "3GPP‑bootstrapping" otherwise, a separator character ";" and the B-TID. Entity A shall conclude the TLS handshake by sending the ChangeCipherSpec and Finished messages to the Network M2M Node.
· 
Entity B shall extract B-TID from the ClientKeyExchange message and use it to retrieve Kc=Ks_NAF or Kc=Ks_ext_NAF or Kc=Ks_int_NAF, and associated key lifetime from the BSF. The retrieval shall be done over the Zn interface as specified in 3GPP TS 29 109 [30]. As a result, Entity A and Entity B share the NAF-specific key which is to be used as the M2M Secure Connection Key (Kc).

· 
Entity A shall conclude the TLS handshake by sending the ChangeCipherSpec and Finished message to Entity A.

· 
The (D)TLS cipher suite profile for the GBA-Based Security Association Establishment Framework is specified in clause 10.2.2.
· 
· 
· 
· 
· 
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(See Clause 8.1.1.2) A is pre-provisioned w/ PrivateKeyA, CertA & optional ChainA, where:
CertA contains CertNameA
CertA is signed by (or has a certificate chain to) RootOfTrustA. 
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