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-----------------------Start of change 1-------------------------------------------

9. 2 
Remote Security Provisioning Framework Procedures and Parameters
9.2.1 
Bootstrap Credential Configuration Procedures and Parameters

The following Bootstrap Credential Configuration procedures are described in this clause:

· 
Bootstrap Credential Configuration of Enrolees and Enrolment Targets (except for the GBA-Based case as discussed below), see Clause 9.2.1.1,

· 
Bootstrap Credential Configuration of M2M Enrolment Functions (except for the GBA-Based case as discussed above), see Clause 9.2.1.2.
· 
The following Bootstrap Credential Configuration procedures are specified by other organizations:

· 
Bootstrap Credential Configuration of Underlying Network Service Provider authentication servers (e.g. HLR, HSS or AAA) for the GBA-Based Security Association Establishment Framework. These details are specified by 3GPP, 3GPP2 and ETSI specifications.

· 
Bootstrap Credential Configuration of Enrolees for the GBA-Based Security Association Establishment Framework. These details are specified by 3GPP, 3GPP2 and ETSI specifications.
Editor’s Note: List any relevant 3GPP, 3GPP2 or IETF specifications.

9.2.1.1 
Bootstrap Credential Configuration of Enrolee and Enrolment Targets
Table 9.2.1.1-1 lists the parameters configured to Enrolees and Enrolment Targets in the Bootstrap Credential Configuration phase for authentication with the M2M Enrolment Function in the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework .

Table 9.2.1.1-1
 Parameters configured to Enrolees and Enrolment Targets during the Bootstrap Credential Configuration phase. 

	Remote Security Provisioning Framework
	Parameter
	Mandatory /Optional for this Security Framework

	Pre-Provisioned M2M Secure Connection Key authentication. Not applicable to MAF.
	Kpm
	Mandatory

	
	KpmId
	Mandatory

	
	MEF URI
	Mandatory

	Certificate Based
	thisEntityPrivateKey
	Mandatory

	
	thisEntityCertificate
	Mandatory

	
	thisEntityCertificateChain
	Optional

	Certificate-Based authentication
	Entity authenticates itself using a raw public key
	Entity’s Private Key
	Mandatory

	
	
	Entity’s Raw Public Key Certificate
	Mandatory

	
	Entity authenticates itself using a device certificate
	Entity’s Private Key
	Mandatory

	
	
	Entity’s Certificate and Chain
	Mandatory


The Bootstrap Credential Configuration of an Enrolees or Field Domain Enrolment Target for the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework shall authenticate the configuration source and shall provide confidentiality and integrity protection of the configured information communicated from the configuration source to the secured environment of the Enrolee or Field Domain Enrolment Target. The present document does not specify any such mechanisms. 
The Bootstrap Credential Configuration of an Infrastructure Domain Enrolment Target (including an M2M Authentication Functions i) expected to use business logic of the Stakeholder operating the Infrastructure Domain Enrolment, and the details are not described in this specification. 


9.2.1.2 
Bootstrap Credential Configuration of M2M Enrolment Functions



	
	

	
	


It is assumed that an M2M Enrolment Function already knows its FQDN.
Table 9.2.1.2-1 lists the parameters configured to M2M Enrolment Functions in the Bootstrap Credential Configuration phase for mutual authentication with Enrolees and Enrolment Targets using the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework. 

Table 9.2.1.2-1 Parameters configured to the M2M Enrolment Function during the Bootstrap Credential Configuration phase for mutual authentication with Enrolees and Enrolment Targets using the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework. 

	Remote Security Provisioning Framework
	Parameters specific to the Remote Security Provisioning Frameworks
	Mandatory /Optional for this Security Framework

	Pre-Provisioned Symmetric Enrolment Key authentication of Enrolee or Enrolment Target
	Kpm
	Mandatory

	
	KpmId
	Mandatory

	Certificate Based authentication of Enrolee or Enrolment Target
	MEF Private Key
	Mandatory

	
	MEF Certificate and Chain
	Mandatory

	
	mefCertificateChain
	Mandatory


The Bootstrap Credential Configuration of M2M Enrolment Functions is expected to use business logic of the stakeholder operating the M2M Enrolment Function, and the details are not described in this specification. 




	
	

	
	



9.2.2 
Bootstrap Instruction Configuration Procedures and Parameters

The following Bootstrap Instruction Configuration procedures are described in this clause:

· 
Bootstrap Instruction Configuration of Enrolees, see Clause 9.2.2.1,

· 
Bootstrap Instruction Configuration of Enrolment Targets, see Clause 9.2.2.2,

· 
Bootstrap Instruction Configuration of M2M Enrolment Functions, see Clause 9.2.2.3
· 
Bootstrap Instruction Configuration of Underlying Network Service Provider authentication servers (e.g. HLR, HSS or AAA), see Clause 9.2.2.4.

9.2.2.1 
Bootstrap Instruction Configuration of Enrolees

Table 9.2.2.1-1 lists the parameters configured to an Enrolee during the Bootstrap Instruction Configuration phase which are common to all Remote Security Provisioning Frameworks. 

Table 9.2.2.1-1 Parameters configured to an Enrolee during the Bootstrap Instruction Configuration phase of which are common to all Remote Security Provisioning Frameworks. 

	Parameter common to all Remote Security Provisioning Frameworks
	Mandatory /Optional for this Remote Security Provisioning Framework

	thisEntityIdentifier
	Mandatory

	Enrolment Target Identifier 
(Enrolee B’s AE-ID or CSE-ID, or MAF-ID)
	Mandatory


Table 9.2.2.1-2 lists the Remote Security Provisioning Framework–specific parameters configured an Enrolee in the Bootstrap Instruction Configuration phase of the Remote Security Provisioning Frameworks. 

Table 9.2.2.1-2 Remote Security Provisioning Framework –specific parameters configured to an Enrolee during the Instruction Configuration phase of the Remote Security Provisioning Framework. 

	Remote Security Provisioning Framework
	Remote Security Provisioning Framework-specific Parameters
	Mandatory /Optional for this Remote Security Provisioning Framework

	Pre-Provisioned Symmetric Enrolment Key
	None
	

	Certificate Based
	MEFURI
	Mandatory

	
	Mef CertificateName
	Mandatory

	
	MEF TrustAnchor Certificates
	Mandatory

	GBA-Based
	None


Mechanisms for Bootstrap Instruction Configuration of Enrolees shall authenticate the configuration source and shall provide at least integrity protection of the configured information communicated from the configuration source to the Enrolee. 


· 


· 



9.2.2.2 
Bootstrap Instruction Configuration of Enrolment Targets
Table 9.2.2.2-1 lists the parameters configured to Enrolment Targets during the Bootstrap Instruction Configuration phase. 

Table 9.2.2.2-1 Parameters configured to M2M Authentication Functions during the Bootstrap Instruction Configuration phase. 

	
	

	
	

	
	

	Mechanism for authenticating the Enrolment Target
	Remote Security Provisioning Framework-specific Parameters

	Pre-Provisioned Symmetric Enrolment Key.
Not applicable to MAF.
	None

	Certificate Based
	MEF/BSF Trust Anchor Certificates


Mechanisms for Bootstrap Instruction Configuration of Enrolment Targets shall authenticate the configuration source and shall provide at least integrity protection of the configured information communicated from the configuration source to the Enrolee. 

This specification assumes that Bootstrap Instruction Configuration of Infsratructure Domain Enrolment Targets (including M2M Authentication Functions) utilizes business logic of the Stakeholder that operates the M2M Authentication Function, and the details are not described in this specification. 

9.2.2.3 
Bootstrap Instruction Configuration of M2M Enrolment Functions

Editor’s Note: TO DO - list parameters that may be configured to this entity in this phase.

Table 9.2.2.3-1 lists the parameters configured to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase which are common to the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based all Remote Security Provisioning Frameworks. 

Table 9.2.2.3-1 Parameters configured to M2M Enrolment Functions during the Bootstrap Instruction Configuration phase of which are common to the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Security BootstrapRemote Security Provisioning Frameworks. 

	Parameter common to all Remote Security Provisioning Frameworks
	Mandatory /Optional for all Remote Security Provisioning Frameworks

	Enrolee’s assigned CSE-ID or AE -ID
	Mandatory

	Enrolment Target Identity 

(Enrolee B’s CSE-ID or AE-ID, or MAF-ID)
	Mandatory


Table 9.2.2.3-2 lists the Remote Security Provisioning Framework–specific parameters configured to an M2M Enrolment Functions in the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework. 

Table 9.2.2.3-2 Remote Security Provisioning Framework–specific parameters configured to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework. 

	Remote Security Provisioning Framework
	Remote Security Provisioning Framework-specific Parameters
	Mandatory /Optional for this  Remote Security Provisioning Framework

	Pre-Provisioned Symmetric Enrolment Key 
	None
	

	Certificate Based
	Enrolee is authenticated using a raw public key certificate
	Enrolee’s Public key identifier
	Mandatory

	
	Enrolee is authenticated using a device certificate 
	Enrolee’s M2M Device ID
	Mandatory

	
	
	Enrolee’s Trust Anchor Certificates
	Mandatory


Table 9.2.2.3-3 lists the parameters configured to an M2M Enrolment Functions for authentication of the Enrolment Target when the Enrolment Target is Enrolee B (a CSE or AE). 

Table 9.2.2.3-3 Remote Security Provisioning Framework–specific parameters configured to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase for authentication of the Enrolment Target when the Enrolment Target is Enrolee B (a CSE or AE).. 

	Mechanism for Authenticating Enrolee B
	Parameters specific to the mechanism for authenticating Enrolee B

	Pre-Provisioned Symmetric Enrolment Key 
	None

	Certificate Based
	Enrolee B is authenticated using a raw public key certificate
	Enrolee B’s Public key identifier

	
	Enrolee B is authenticated using a device certificate 
	Enrolee B’s M2M Device ID

	
	
	Enrolee B’s Trust Anchor Certificates

	
	Enrolee B is authenticated using a CSE-ID or AE-ID certificate
	Enrolee B’s Trust Anchor Certificates


Table 9.2.2.2-4 lists the parameters configured to an M2M Enrolment Function for authenticating the Enrolment Target when the Enrolment Target is an M2M Authentication Function. 

Table 9.2.2.2-4The parameters configured to an M2M Enrolment Function for identifying and authenticating the Enrolment Target when the Enrolment Target is an M2M Authentication Function. 

	Parameter common to all Remote Provisioning Frameworks

	MAF Trust Anchor Certificates


This specification assumes that Bootstrap Instruction Configuration of the M2M Enrolment Functions utilizes business logic of the Stakeholder that operates the M2M Enrolment Function, and the details are not described in this specification. 

9.2.2.4 
Bootstrap Instruction Configuration of UNSP Authentication Server 

Table 9.2.2.4-1 lists the parameters configured to an Underlying Network Service Provider authentication server (e.g. HLR, HSS or AAA) during the Bootstrap Instruction Configuration phase of the GBA-Based Remote Security Provisioning Framework. 

Table 9.2.2.4-1 Parameters configured to M2M Enrolment Functions during the Bootstrap Instruction Configuration phase of the GBA-Based Remote Security Provisioning Framework. 

	Parameter 
	Mandatory /Optional for all Remote Security Provisioning Frameworks

	Enrolee’s assigned CSE-ID or AE-ID
	Mandatory

	MAF-ID
	Mandatory


The Bootstrap Instruction Configuration of the Underlying Network Service Provider authentication server is achieved by updating the GBA User Security Settings (GUSS) (3GPP 33.220 [13]) of the User Equipment (UE) upon which the Enrolee is executed. This specification assumes that this Bootstrap Instruction Configuration utilizes business logic of the Underlying Network Service Provider, and the details are not described in this specification.
-----------------------End of change 1---------------------------------------------
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�For release 1, I prefer to just delete this text as it just provides some examples.
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