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Introduction
As described, the MEF based symmetric key security Bootstrap framework is tied to be used with a centralized (MAF based) security association establishment framework, while there would be value in using such a scenario in conjunction with a direct security association establishment framework based on symmetric key. We therefore propose to generalize the description of MEF based bootstrap to enable provisioning pairs of entities with a common key, without requiring one of the entities to be a MAF. 
This CR proposes changes to clauses 8.3.2 and 8.3.3. Changes to clause 8.3.1 are covered by contribution SEC-2014-0380R01.
-----------------------Start of change 1-------------------------------------------

8.3.2
Direct Security Bootstrap Framework

8.3.2.1
Pre-Provisioned Symmetric Key Security Bootstrap Framework

This clause describes the Pre-Provisioned Symmetric Key Security Bootstrap Framework. The Bootstrap Credential for this framework is a long-term symmetric key that has been pre-provisioned into the Enrolee and M2M Enrolment Function; this key is called a Pre-Provisioned Symmetric Enrolee Key and is denoted Kpm.
NOTE:
Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored in Secure Environments. 

Figure 8.3.2.1-1 illustrates the sequence of events when using the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework.
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NOTE:
The following font colours differentiate the general topic that the text relates to:

Black text contains Security-Bootstrap-Framework-independent details


Blue italic text highlights details specific to this particular Security Bootstrap Framework.


Purple italic text highlights technical actions that may include steps not specified by oneM2M.
Figure 8.3.2.1-1: The sequence of events when using
the Pre-Provisioned Symmetric Key Security Bootstrap Framework
Bootstrap Credential Configuration: The Pre-Provisioned Symmetric Enrolee Key (Kpm) and the corresponding Pre-Provisioned Symmetric Enrolee Key Identifier, denoted KpmId, are pre-provisioned to both entities. The Enrolee is also provisioned with the M2M Enrolment Function's URI (MEF URI), for the purpose of routing the (D)TLS exchange. 

NOTE 1:
This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.

Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are configured with the information needed for authorizing the remote provisioning:

· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning :

· Either M2M Authentication Function identity (MAF-ID): Identifying the M2M Authentication Function for which the Enrolee is to be provisioned, or Enrolee B identity (Enrolee B-ID): identifying the Enrolee B for which the Enrolee si to be provisioned.
· Enrolee identity (Enrolee-ID): the Enrolee is to use this identity with the identified M2M Authentication Function. 

· The Enrolee associates these arguments with the M2M Enrolment Function. The M2M Enrolment Function can be identified to the Enrolee using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId) or the M2M Enrolment Function URI.

The mechanisms for achieving this are discussed in clause 8.4.1.3.
· M2M Enrolment Function is configured with the following arguments to authorize the M2M Enrolment Function to remotely provision the Enrolee for a M2M Authentication Function:

· Either M2M Authentication Function Identity (MAF-ID) of the M2M Authentication Function for which the Enrolee is to be provisioned, or Enrolee B identity (Enrolee B-ID): identifying the Enrolee B for which the Enrolee si to be provisioned .
· Enrolee identity (Enrolee-ID). The M2M Enrolment Function is to provide this entity identity for the Enrolee with either the Master Credential (Km) to the target M2M Authentication Function, when requested by the M2M Authentication Function or the Provisioned Secure Connection Key (Kpsa) to the targe Enrolee B, when requested by the Enrolee B.

· The M2M Enrolment Function associates these arguments with an Enrolee. The Enrolee can be identified to the M2M Enrolment Function using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId).


The mechanisms for achieving this are discussed in clause 8.4.2.
Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS-PSK handshake [15] to establish a secure session.
· The "psk_identity" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId).
· The "psk" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key (Kpm).

· Mandatory and optional (D)TLS cipher suites for this phase are specified in clause 9.2.
Enrolment Key Generation:

a) The Enrolment Key (Ke) is generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function using TLS Key Export (RFC 5705) [18], as described in clause 9.3.

b) The Enrolment Key Identifier (KeId) is generated by the Enrolee and M2M Enrolment Function, as described in clause 9.1.
c) The Enrolee and M2M Enrolment store the Enrolment Key (Ke) and Enrolment Key Identifier (KeId). 

NOTE 2:
The Enrolment Key Generation for the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework is identical to the Enrolment Key Generation for the Certificate-Based Security Bootstrap Framework.
Usage in Centralized Key Distribution Server Handshake: See "Overview of Security Frameworks" in clause 8.3.1.
-----------------------End of change 1 -------------------------------------------

-----------------------Start of change 2-------------------------------------------

8.3.3
Centralized Security Bootstrap Framework

8.3.3.1
GBA-Based Security Bootstrap Framework

To share a long term Master Credential (Km) between an Application Service/Middle Node and an M2M Authentication Function, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the Master Credential (Km).
To share a Provisioned Secure Connection Key (Kpsa) between two Application Service/Middle Nodes, the M2M Application Service/Middel Node playing the role of Enrolee shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the Provisioned Secure Connection Key (Kpsa).
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Figure 8.3.3.1-1: 
The sequence of events when using the GBA-Based Security Bootstrap Framework.

NOTE:
The following font colours differentiate the general topic that the text relates to:
Black text contains Security Bootstrap-Framework-independent details.
Blue italic text highlights details specific to this particular Security Bootstrap Framework.
Purple italic text highlights technical actions that may include steps not specified by oneM2M.

Bootstrap Credential Configuration: The credentials configuration for Enrolee and M2M Enrolment Function (MEF) is described in 3GPP specification TS 33.220 [13]. The MEF plays the role of the BSF. The credentials used to perform mutual authentication between Enrolee and MEF are UNSP specific. 

Bootstrap Instruction Configuration: the Enrolee, the MEF and the MAF or Enrole B shall be configured with the information needed for authorizing the remote provisioning.

· 
The Enrolee shall be configured with Enrolee-Id and either MAF-ID or Enrolee B-ID.

· The MEF shall be configured with the Enrolee-ID and either the MAF-ID or Enrolee B-ID.
· Enrolee’s GBA User Security Settings (GUSS) enables to indicate if Enrolee is allowed to establish a NAF-specific key with the MAF or Enrolee-B or/and if the BSF can distribute a NAF specific key to the MAF or Enrolee B. 

· The MAF shall be configured with the Enrolee-ID or the Enrolee B shall be configured with the Enrolee-ID.
Bootstrap Enrolment Handshake: 

The Bootstrap Enrolment Handshake enables the establishment of a GBA bootstrapped key (Ks) shared between the Enrolee and the MEF with associated Bootstrapping Transaction Identifier ( B-TID) and key lifetime, by performing to the GBA Bootstrapping phase described in 3GPP TS 33.220 [13].

If a bootstrapped key Ks is already shared between Enrolee and the MEF and still valid, then the Bootstrap Enrolment Handshake phase is not needed. The Enrolment Key Generation phase can take place with the existing GBA Bootstrapped key Ks. 

Enrolment Key Generation phase

The Enrolment Key (Ke) shall be the GBA Bootstrapped key (Ks) established during the Bootstrap Enrolment Handshake. 

The Enrolment Key Identifier (Ke-ID) shall be the Bootstrapping Transaction Identifier ( B-TID) generated during the Bootstrap Enrolment Handshake. 

Usage in Centralized Key Distribution Server Handshake: 
For the establishment of the Master Credential (Km) the following step shall take place:
· The Enrolee and the MAF shall establish the Master Credential (Km) thanks to procedures described in 3GPP TS 33.220 [13] using the using the Enrolment Key (Ke) as GBA bootstrapped key Ks and the Enrolment Key Identifier (Ke-ID) as B-TID.  The MAF plays the role of a NAF. 

· The Enrolee and the MAF shall establish NAF-specific key(s) as described in 3GPP TS 33.220 [13]. A key lifetime is associated to the NAF-specific keys. The MAF also receives the Enrolee’s User Security Settings (USS) from the MEF/BSF.

· In case of GBA_ME, NAF-specific key is Ks_NAF

· In case of GBA_U, NAF-specific keys are Ks_int_NAF and Ks_ext_NAF. 

· The Master Credential (Km) shall be the NAF-specific key: 

· In case of GBA_ME, Km = Ks_NAF

· In case of GBA_U, Km = Ks_int_NAF if HTTP Client application resides in the UICC. Otherwise, Km = Ks_ext_NAF. 

· The Enrolee and the MAF shall derive Master Credential Identifier (Km-Id) from Master Credential (Km). 

· Enrolee and MAF shall shall perform (D)TLS-PSK handshake (RFC 4279 [15]) with the Master Credential (Km) as Pre-Shared Key and one of the TLS ciphersuites of clause 10.2.2.
· 
· 
If UICC is used as Secure Environment supporting Security Bootstrap, GBA-U with Kc = Ks_int_NAF shall be used for authentication and key exchange.
For the establishment of the Provisioned Secure Connection Key (Kpsa) the following steps shall take place:
· The Enrolee and Enrolee B shall establish the Provisioned Secure Connection Key (Kpsa) thanks to procedures described in 3GPP TS 33.220 [13] using the using the Enrolment Key (Ke) as GBA bootstrapped key Ks and the Enrolment Key Identifier (Ke-ID) as B-TID.  The Enrolee B plays the role of a NAF. 

· The Enrolee and the Enrolee B shall establish NAF-specific key(s) as described in 3GPP TS 33.220 [13]. A key lifetime is associated to the NAF-specific keys. The Enrolee B also receives the Enrolee’s User Security Settings (USS) from the MEF/BSF.

· In case of GBA_ME, NAF-specific key is Ks_NAF

· In case of GBA_U, NAF-specific keys are Ks_int_NAF and Ks_ext_NAF. 

· The Provisioned Secure Connection Key (Kpsa) shall be the NAF-specific key: 

· In case of GBA_ME, Kpsa = Ks_NAF

· In case of GBA_U, Kpsa = Ks_int_NAF if HTTP Client application resides in the UICC. Otherwise, Km = Ks_ext_NAF. 

· The Enrolee and the Enrolee B shall derive the Provisioned Secure Connection Key Identifier (Kpsa-Id) from the Provisioned Secure Connection Key (Kpsa). 

· Enrolee and Enrolee B shall shall perform (D)TLS-PSK handshake (RFC 4279 [15]) with the Master Credential (Km) as Pre-Shared Key and one of the TLS ciphersuites of clause 10.2.2.
If UICC is used as Secure Environment supporting Security Bootstrap, GBA-U with Kc = Ks_int_NAF shall be used for authentication and key exchange.

-----------------------End of change 2-------------------------------------------
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