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1
Rationale
This contribution proposes new clause for Access Control Mechanism
========================Start of 1st Change=========================
6.2.X Overall Access Control Mechanism
This clause specifies overall access control mechanism of oneM2M. Two factors shall be considered: M2M Service Subscription Profile, Access Control Policy. This access control mechanism applies to both intra M2M Service Provider as well as inter M2M Service Provider.
NOTE: M2M Service Role verification is not related to RBAC (Role Based Access control).
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Figure 7.X-1 Overall Access Control Mechanism
Step 001:
An Originator sends a request to Registrar CSE.
Step 002: 
The Registrar CSE shall verify M2M Service Subscription Profile when the Originator sends Create operation. Detail procedure is specified in clause 7.X.Y M2M Service Subscription Profile Verification. For any other operations other than Create, this step shall not be performed and shall proceed to next step.
Step 003:
then the Registrar CSE forwards the request to a Hosting CSE. If the Registrar CSE is the Hosting CSE, this step shall be skipped.

Step 004:
The Hosting CSE shall verify Access Control Policy. The Hosting CSE finds <accessControlPolicy> resource which applies to a target resource of the request and the procedures in 7.X.Z shall be performed.
Step 005:
If the Hosting CSE verifies Access Control Policy successfully, the Hosting CSE shall perform the request. 

Step 006:
The Hosting CSE sends a response to the Registrar CSE. If the Registrar CSE is the Hosting CSE, this step shall be skipped.
Step 007:
The Registrar CSE forwards the response to the Originator.
7.X.Y
M2M Service Subscription Profile verification
The serviceRole attribute of <m2mServiceSubscriptionProfile> resource in TS-0001[TS0001] describes which AEs are allowed to perform which operations on which resource types. For this purpose, M2M service role shall be checked in order to verify if the subscribed services and roles match the Originator request. This verification shall perform only when Originator is AE.
For example, an Originator is subscribed only to  M2M service role “Data exchange” (see Annex G of TS-00001[TS0001]) and the M2M service role allows the Originator to perform Create operations on the <container> resource type. Then the request of Create operation from Originator is authorized to perform on <container> resource by M2M Service Subscription Profile. Therefore if the request is to access other resource types than <container> resource type, then the request fails to be authorized in this step.
All <m2mServiceSubscriptionProfile> resources are stored in an IN-CSE. Registrar CSE may retrieve <m2mServiceSubscriptionProfile> which applies to Originator or may use the information that has been fetched before.
M2M Service Subscription Profile Verification procedure shall happen at Registrar CSE of AE and the procedure is described as follows:
1. Registrar CSE finds <m2mServiceSubscriptionProfile> resources which belong to the Originator by using the derived serviceProfileID and nodeID from the credential between Originator and Registrar CSE.

2. Registrar CSE checks whether any of M2M service roles in <m2mServiceSubscriptionProfile> resources found at step 1 contains the Create operation pertaining to resource type of the target resource. 

3. If Registrar CSE finds a matching M2M service role, M2M Service Subscription Profile verification has passed successfully
4. If Registrar CSE does not find any matching <m2mServiceSubscriptionProfile> resources, M2M Service Subscription Profile verification has failed. Registrar CSE shall then send an appropriate response, and the procedure shall be terminated.
7.X.Z
Access Control Policy verification
To be able to verify access control policy, Hosting CSE shall find the <accessControlPolicy> resource applicable to the target resource.

After finding the <accessControlPolicy> resource, the procedures in 7.4 shall be performed.

========================End of 1st Change==========================
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