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	CHANGE REQUEST

	Group Name:*
	SEC#12

	Source:*
	Qualcomm Inc. (TIA)

	Format:*
	Plenary

	Date:*
	2014-07-31

	Contact:*
	Philip Hawkes, Qualcomm, phawkes@qti.qualcomm.com,

Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com

	Reason for Change/s:*
	Clause 10.3 Remote Provisioning Details

	CR  against: 
	TS-0003 and  0.6.0

	Clauses/Sub Clauses

Affected*
	· Changes against clause 10.3.1 “TLS Export Details” introduced in agreed SEC-2014-0303R02 (which is not yet integrated to the TS-0003)
· new 10.3.3 “Derivation of Provisioned Security Association Key from Enrolment Key”,
· new  10.3.4 “Generating KeId” 

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Include the proposed changes in TS-0003
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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Do not conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
The following change is a change against content in the agreed contribution SEC-2014-0303R02-Clause_10_3_Direct_Security_Bootstrap_Framework_Algorithm_Details
-----------------------Start of change 1-------------------------------------------

10.x.1 TLS Key Export Details

Following successful TLS authentication between the Enrolee and M2M Enrolment Function, the Enrolment Key (Ke) and RelativeKeId are is generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function by applying TLS Key Export (RFC 5705) [18]  using the label “EXPORTER-oneM2M-Bootstrap” and length 48. The Enrolment Key (Ke) is set to the value of the 32 least significant bytes, while RelativeKeId is set to the value of the 16 most significant bytes.
Editor’s note: the label “EXPORTER-oneM2M-Bootstrap” will need to be registered with IANA for inclusion on the TLS parameters registry: http://www.iana.org/assignments/tls-parameters/tls-parameters.xml.

-----------------------End of change 1 ---------------------------------------------

-----------------------Start of change 2 -------------------------------------------

10.3.3 Derivation of Provisioned Secure Connection Key from Enrolment Key

This clause describes the details when generating a Provisioned Secure Connection Key (Kpsa) from an Enrolment Key (Ke) in Remote Provisioning Frameworks.

The following information shall be used when generating Kpsa from Ke:

· The value of the Enrolment Key (Ke);

· Enrolee’s CSE-ID or AE-ID (Enrolee-ID), which shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].
The value of Kpsa shall be generated as

Kpsa := HMAC-SHA-256(Ke, “oneM2M Enrolment Key to Provisioned Secure Connection Key derivation” ||  Enrolee-ID),

where HMAC-SHA-256 is defined in RFC 2014 [RFC2014].

-----------------------End of change 2---------------------------------------------

The text should be added as a new sub clause (or sub-sub clause!) of clause 10.

-----------------------Start of change 3-------------------------------------------

10.3.4 Generating KeId 
The KeId value shall be formed as 

KeId = base64encode(RelativeKeId)@MEF_FQDN,

where 

· base64encode(RelativeKeId) denotes the base64 encoding (RFC 3548  [RFC 3548]) of the value of RelativeKeId, and

· MEF_FQDN denotes the FQDN of the M2M Enrolment Function.
-----------------------End of change 3-------------------------------------------

Add the following normative reference

-----------------------Start of Changes to References Section -------------

2.1
Normative references

[RFC2014]
IETF RFC 2014 “HMAC: Keyed-Hashing for Message Authentication” 

[RFC3548]
IETF RFC 3548 "The Base16, Base32, and Base64 Data Encodings".

-----------------------End of Changes to References  -------------

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
·  Does this change request avoid conflict with the content of an already approved text, by modification, deletion or the addition of an editor’s note?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change  include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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