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	This work item shall produce a technical report describing how end-to-end security can be provided, and describing how group authentication can be used to facilitate efficient end-to-end security.
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Title

End-to-End Security and Group Authentication
Output

Technical Report on End-to-End Security and Group Authentication Solutions;

Impact 
Impact on other Technical Specifications and Technical Reports

No impact.

Impact on other oneM2M Work Items;

No Impact
Scope

For the purposes of this work item description, the following terminology applies:

· End-to-End Security: allows securing messages that might traverse multiple hops between entities. This will allow secure delivery even when some entities on a delivery path are not trusted.
· Group Authentication: This is used where a set of group members (e.g. Application Service Node CSEs [1]) communicate via a group agent (e.g. Middle Node CSE [1]) with a common destination (e.g. Infrastructure Node-CSE [1]). Group authentication provides end-to-end security between the group members (e.g. ASN-CSEs) and the common destination. Group authentication also provides a mechanism for minimizing the security handshake messages sent between the group agent and common destination. Further introduction to Group Authentication is provided in Annex B.1 [2].
This work item shall produce a technical report describing how end-to-end security and group authentication can be provided as part of an oneM2M solution.
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