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==================<Start of Change (New Text 1)>=================
7
Requirements and Principles
7.1
Assumptions

Editor’s note: this clause provides assumptions.

<Text>
7.2
Requirements on the Entities


7.2.1
Requirements on the Entities for Group Authentication

ADN/ASN: 
· It shall support credential configuration (pre-provisioning or remote provisioning).

· It shall authenticate the MN and establish security association simultaneously.
· It shall authenticate the IN (via MN) and establish security association.
MN: 

· It shall support credential configuration (pre-provisioning or remote provisioning).

· It shall authenticate the ADN/ASN and establish security association simultaneously.

· It shall authenticate the IN and establish security association simultaneously.
· It shall perform mutual authentication with the IN on behalf of each ADN/ASN in the group.
IN:
· It shall support credential configuration (pre-provisioning or remote provisioning).

· It shall authenticate the MN and establish security association simultaneously.

· It shall authenticate the ADN/ASN (via MN) and establish security association.

7.3
Requirements on the Reference Points


7.3.1
Requirements on Reference Points for Group Authentication

Reference point between the ADN/ASN and the MN:
· Mutual authentication is required.
· Security association is required.
Reference point between the MN and the IN:
· Mutual authentication is required.
· Security association is required.
==================<End of Change 1>========================
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