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Introduction
This CR provides changes needed for aligning the MAF-based SAEF with the changes to the AE Regsitration procedure in TS-0001 coming out of TP#14.

For each change in this CR, there is a comment identifying one or more of the following reasons for the change:

· ALIGNMENT WITH TS-0001. Changes to align the Security Association Establishment Framework and Remote Security Provisioning Frameworks with changes in TS-0001 Functional Architecture clause 10.1.1.2.2.

· BUG: changes to correct technical information

· EDITORIAL: changes to improve readability. No technical changes.

· TYPO: changes to correct typographic errors. No technical changes 

We apologise that the changes are showing under multiple user names – we endeavour to fix this in future releases!

See also changes in SEC-2014-0003 and SEC-2015-0004.
-----------------------Start of change 1-------------------------------------------
8.2.2.3
MAF-Based Symmetric Key Security Association Establishment Frameworks

This clause describes the MAF-based Security Association Establishment Framework. 

This release addresses the scenario where the Entity B is an Infrastructure Node entity. 
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Figure 8.2.2.3-1: 
The sequence of events when using the MAF-Based Security Association Establishment Framework.

NOTE:
The following font colours differentiate the general topic that the text relates to:

Blue italic text highlights details specific to this particular Security Association Establishment Framework.


Purple italic text highlights technical actions that may include steps not specified by oneM2M.


Red italic text highlights security-related properties.

Credential Configuration: The Master Credential (Km) and corresponding Master Credential Identifier (KmId) are  either pre-provisioned for Entity A and the MAF or remotely provisioned thanks to Remote Security Provisioning Frameworks described in Clause 8.3. Entity A is also provisioned with the MAF URI to contact during the MAF Handshake.

Association Configuration: Entity A and the MAF shall be configured with the information needed for the authentication and identification during MAF Handshake and Association Security Handshake:

· Entity A has to know Entity B Identity (IdB).
· 
· The MAF has to know Entity B Identity (IdB) for which it is authorized to provide Kc. 
In this case, IdB corresponds to an IN Identity
.
Association Security Handshake with MAF Handshake: 

· 
MAF Handshake

· 
The MAF Handshake in MAF-based Security Association Establishment framework enables the establishment of a M2M Secure Connection Key (Kc) and associated M2M Secure Connection Key Identifier (KcId) shared between the Entity A and the MAF thanks to (D)TLS-PSK handshake [15]

· 
The “psk_identity” parameter [15] is set to the value of the Master Credential Identifier KmId.

· 
The “psk” parameter [15] is set to the value of the Master Credential Km.

· 
Entity A sends KcId to Entity B (Infrastructure Node) as the “psk_identity” parameter in a (D)TLS_PSK handshake. 

· 
Entity B (Infrastructure Node) requests the 
M2M Secure 
Connection Key (Kc) from the MAF. 
· The MAF returns Kc and KmId to Entity B. If MAF is configured with identifying information for Entity A (see clause 8.2.1 “Overview of Security Association Establishment Frameworks”), then the MAF shall pass this information to Entity B also.

· 
Entity A and Entity B complete the (D)TLS-PSK handshake with the “psk” parameter set to the value of the M2M Secure Connection Key (Kc).

· The (D)TLS cipher suite profile for the MAF-Based Security Association Establishment Framework is specified in clause 10.2.2. 

-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

10.5
KmId Format

A standard format for KmId is needed so that Entity A can extract the identity of the M2M Authentication Function.

The KmId shall be of the form

 KmId = MAF_RELATIVE_KmId@MAF_FQDN

where

· MAF_RELATIVE_ KmId is composed of the Roman alphabet, numerals, ‘.’ and ‘-‘ characters. The MAF shall ensure that no two Km have identical MAF_RELATIVE_ KmID.
· MAF_FQDN denotes the FQDN of the M2M Authentication Function.
-----------------------End of change 5---------------------------------------------

�EDITORIAL


�ALIGNMENT WITH TS-0001


�BUG: This should have been specified here


�ALIGNMENT WITH TS-0001: Entity B does not need to know Entity A Identity (IdA).


�EDITORIAL: Clarification


�TYPO


�EDITORIAL:


�EDITORIAL: Clarification


�BUG/EDITORIAL: The existing text wasn’t clear about what was sent from the MAF to Entity B.


�EDITORIAL: Clarification.


�ALIGNMENT WITH TS-0001. KmId format needs to be defined in order to define Credential-ID
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