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Introduction
This CR addresses Qualcomm’s action item to address a comment by Altiux TS-0003 in the candidate release. The action was to “clarify if needed security options to be supported on TLS servers vs. TLS clients”
R01: Corrected the cover page.

-----------------------Start of change 1-------------------------------------------
10.2
TLS and DTLS Details

10.2.1
TLS and DTLS Versions

Where TCP payloads are to be secured, TLS v1.2 [16] shall be used.

Where UDP payloads are to be secured, DTLS v1.2 [17] shall be used, noting that the DTLS v1.2 ciphersuites are identical to the TLS v1.2 ciphersuites.

Implementations shall support the Server Name Indication (SNI) to indicate their authority in the SNI HostName field as defined in Section 3 of RFC 6066 [44]. This is needed so that when a host that acts as a virtual server for multiple Authorities receives a new TLS or DTLS connection, it knows which keys to use for the TLS or DTLS session. This shall be supported by all TLS clients and TLS servers.
An IN-CSE shall implement a (D)TLS Server (for establishing a Security Association with its Registrees). 

An MN-CSE shall implement a (D)TLS Client.(for establishing a Security Association with its Registrar CSE) and a (D)TLS Server (for establishing a Security Association with its Registrees).
An ASN-CSE shall implement a (D)TLS Client.(for establishing a Security Association with its Registrar CSE).

An ADN-AE shall implement a (D)TLS Client.(for establishing a Security Association with its Registrar CSE).
All entities shall support using the Pro
visioned Symmetric Key Security Association Establishment Framework with a manually provisioned Kpsa and KpsaId.
10.2.2
TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks

The following Security Frameworks
:

· 
Pro
visioned Symmetric Key Security Association Establishment Framework;

· 
MAF-Based Security Association Establishment Framework;

· 
Pre-Shared Key Remote Security Provisioning Framework;

· 
GBA-Based Remote Security Provisioning Framework;

shall use one of the key exchange algorithms defined in RFC 4279 [15]. 

TLS implementations in entities supporting these security frameworks shall implement at least the following TLS ciphersuite:

· 
TLS_PSK_WITH_AES_128_CBC_SHA256 (RFC 5487 [42]).

DTLS implementations supporting these security frameworks shall implement at least the following ciphersuites

· 
TLS_PSK_WITH_AES_128_CCM_8 (RFC 6655) [31].

The security considerations of Section 7 of RFC4279 [15] apply. In particular, applications should carefully weigh whether or not they need Perfect Forward Secrecy (PFS) and select an appropriate ciphersuite (Section 7.1 of RFC4279 [15]).
These ciphersuites shall be supported by all TLS Servers and TLS Clients.
10.2.3
TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks

The following Security Frameworks:

· 
Certificate-Based Security Association Establishment Framework:

· 
Certificate-Based Security Bootstrap Framework; 

shall use the standard TLS handshake (RFC 5246 [16]) with the ECDHE_ECDSA Key Exchange (RFC4492 [43]).

TLS implementations supporting these security frameworks shall implement at least the following ciphersuite:

· 
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, (RFC 5289) [32].

DTLS implementations supporting these security frameworks shall implement at least the following TLS ciphersuite:

· 
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, RFC 7251 [45]

Clause 10.3 “Support Requirements for each Public Key Certificate Flavour” lists the flavour of other entity’s certificates that an implementation is required to support, which depends various factors.. Implementations supporting these security frameworks shall support authenticating other entities using all available public key certificate flavours (see clause 8.1.2.1 “Public Key Certificate Flavours”)
· 
Raw public key certificate: using the mechanism specified in RFC 7250 [37], Implementation shall support receiving and processing raw public keys compliant with Section 9.1.3.2 “Raw Public Key Certificates” in RFC 7252 [38].

· 
All other certificates: X.509 certificates including device hardware identifier. Implementation shall support receiving and processing raw public keys compliant with Section 9.1.3.3 “X.509 Certificates” in RFC 7252 
[38
]. 
These ciphersuites shall be supported by TLS Servers in IN-CSEs.

These ciphersuites shall be supported by TLS Servers in MN-CSEs.

These ciphersuites are optional to support in TLS Clients.
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