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Introduction
This CR addresses Qualcomm’s action item to address a comment by Altiux TS-0003 in the candidate release. The action was to “clarify if needed security options to be supported on TLS servers vs. TLS clients”
R02: Updated following discussion in SEC. Deleted comments.
-----------------------Start of change 1-------------------------------------------
10.2
TLS and DTLS Details

10.2.1
TLS and DTLS Versions

Where TCP payloads are to be secured, TLS v1.2 [16] shall be used.

Where UDP payloads are to be secured, DTLS v1.2 [17] shall be used, noting that the DTLS v1.2 ciphersuites are identical to the TLS v1.2 ciphersuites.

All implementations shall support the Server Name Indication (SNI) to indicate their authority in the SNI HostName field as defined in Section 3 of RFC 6066 [44]. This is needed so that when a host that acts as a virtual server for multiple Authorities receives a new TLS or DTLS connection, it knows which keys to use for the TLS or DTLS session. 
(D)TLS Clients shall support at least one of the TLS ciphersuites indicated in clause 10.2.2. “TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks” and 10.2.3 “TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks”.
(D)TLS Servers shall support all of the TLS ciphersuites indicated in clause 10.2.2. “TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks” and 10.2.3 “TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks”.







10.2.2
TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks

The following Security Frameworks:

· 
Provisioned Symmetric Key Security Association Establishment Framework;

· 
MAF-Based Security Association Establishment Framework;

· 
Pre-Shared Key Remote Security Provisioning Framework;

· 
GBA-Based Remote Security Provisioning Framework;

shall use one of the key exchange algorithms defined in RFC 4279 [15]. 
TLS implementations in entities supporting these security frameworks shall implement at least the following TLS ciphersuite:

· 
TLS_PSK_WITH_AES_128_CBC_SHA256 (RFC 5487 [42]).

DTLS implementations supporting these security frameworks shall implement at least the following ciphersuites

· 
TLS_PSK_WITH_AES_128_CCM_8 (RFC 6655) [31].
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