	Doc# SEC-2015-0452R01-TS-0003_CR_AE_Registration_Alignment-PSK_Changes
Change Request
	[image: image3.png]






	


	CHANGE REQUEST

	Group Name:*
	SEC#15 at TP#15

	Source:*
	Philip Hawkes, Qualcomm, phawkes@qti.qualcomm.com,

Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com
Josef Blanz, Qualcomm, jblanz@qti.qualcomm.com

	Format:*
	Plenary

	Date:*
	2015-01-21

	Contact:*
	As above

	Reason for Change/s:*
	Some changes to the PSK-Based SAEF text are required to align with the updated AE Registration process in TS-0001 clause 10.1.1.2.2. This includes defining the format of KpsaId.

	CR  against:  Release*
	Release 1 (January)

	CR  against:  TS/TR*
	TS-0003 v0.9.0

	Clauses/Sub Clauses*
	8.2.2.1, new 10.6 “KpsaId Format”

	Type of change: *
	 FORMCHECKBOX 
 Editorial change

 FORMCHECKBOX 
 Bug Fix or Correction

 FORMCHECKBOX 
 Change/correction to existing feature or functionality

 New feature or functionality

	Post Freeze checking:*
	This CR contains only essential changes and corrections

                           YES  FORMCHECKBOX 
             NO  FORMCHECKBOX 



oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
Introduction
R01: Provided correct coversheet. Provided Introduction. Deleted comments.
This CR provides changes needed for aligning the PSK-based SAEF with the changes to the AE Registration procedure in TS-0001 coming out of TP#14.

-----------------------Start of change 1-------------------------------------------
8.2.2.1
Provisioned Symmetric Key Security Association Establishment Frameworks

This clause describes the Provisioned Symmetric Key Security Association Establishment Framework.  The Credential for this framework is a long-term symmetric key that has been provisioned into the entities to be authenticated. This key is called a Provisioned Secure Connection Key and is denoted Kpsa. The provisioning of Kpsa could be a pre-provisioning or a remote provisioning thanks to Remote Security Provisioning Frameworks, as described in clause 8.3. The entities authenticate each other by verifying message authentication codes in the Security Handshake which were generated using the Provisioned Secure Connection Key.

NOTE:
Long term Provisioned Secure Connection Keys can pose a security risk if not adequately secured, and for this reason long term Provisioned Secure Connection Keys are recommended to be stored in Secure Environments.
Figure 8.2.2.1-1 illustrates the sequence of events when using the Provisioned Symmetric Key Security Association Establishment Framework.
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NOTE:
The following font colours differentiate the general topic that the text relates to:
Blue italic text highlights details specific to this particular Security Association Establishment Framework.


Purple italic text highlights technical actions that may include steps not specified by oneM2M.


Red italic text highlights security-related properties.

Figure 8.2.2.1-1: The sequence of events when using the Provisioned Symmetric Key
Security Association Establishment Framework

Credential Configuration: The Provisioned Secure Connection Key (Kpsa) and the corresponding Provisioned Secure Connection Key Identifier, denoted KpsaId, are provisioned to both entities either with pre-provisioning or remote provisioning. The format of KpsaId is defined in clause 10.6 “KpsaId”.




· 

Association Configuration: Entity A is configured with Entity B identity (IdB). Entity A is to use this identity for Entity B authenticating using the above arguments. This identity is also used to route the (D)TLS exchange.
Association Security Handshake: The entities perform a (D)TLS-PSK handshake [15] to establish a secure session.
· MAF Server Handshake: There is no MAF Server Handshake applied in the Provisioned Secure Connection Key Security Association Establishment Framework.
· The "psk_identity" parameter [15] is set to the value of the Provisioned Secure Connection Key Identifier KpsaId.

· The "psk" parameter [15] is set to the value of the Provisioned Secure Connection Key Kpsa. 

· The (D)TLS cipher suite profile for the Provisioned Secure Connection Key Security Association Establishment Framework is specified in clause 10.2.2.
· Following successful authentication of Entity B, Entity A associates the security context with Id B (Entity B’s entity identifier) configured to Entity A during Association Configuration.
· Following successful authentication of Entity A, Entity B associates the security context with the Credential-ID formed from KpsaId used in the (D)TLS Handshake, as described in clause 10.4 “Credential-ID Details”. Entity B then applies the mapping from Credential-ID to Identifier Constraints as described in clause 8.2.1 “Overview on Security Association Establishment Frameworks”.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
10.6
KpsaId

The KpsaId part shall be of the form

 KpsaId = Issuer_Relative_KpsaId@Issuer_FQDN

where

· Issuer_Relative_KpsaId is composed of the Roman alphabet, numerals, ‘.’, ‘_’ and ‘-‘ characters. The issuer of KpsaId shall ensure that no two Kpsa have identical Issuer_Relative_KpsaId.
· Issuer_FQDN is an FQDN representing a stakeholder that provisioning Kpsa. 
NOTE 1:
The following describe some (but not all) examples of assigning the Issuer FQDN.
· Example 1. A manufacturer might provision Kpsa during manufacture. In this case, the Issuer_FQDN is an FQDN representing the manufacturer.
· Example 2. A technician of the M2M Service Provider might provision Kpsa prior to deployment.In this case, the Issuer_FQDN is an FQDN representing the M2M Service Provider.
· Example 3. A technician of a trusted installation company might provision Kpsa during installation. In this case, the Issuer_FQDN is an FQDN representing the installation company.
· Example 4. An M2M Enrolment Function might remotely provision Kpsa after installation. In this case, KeId is used directly as KpsaId, with the Issuer_FQDN set to an FQDN of the M2M Enrolment Function.
NOTE 2: Recall that KpsaID can be used in a Credential-ID to identify a CSE or AE. The KpsaId for such identification relies on an assumption that that the stakeholder who provisions Kpsa can be trusted by the M2M Service Provider to 
· Ensure that they do not provision two Kpsa with identical KpsaId. 

· Provision the correct Issuer_FQDN.
This specification does not provide mechanisms for a CSE to ensure that only trusted Kpsa issuers are allowed to issue Kpsa and that the  the correct Issuer_FQDN was configured.

NOTE 3: In some scenarios, users can be assumed to behave in a trustworthy manner, and the M2M Service Provider can trust a user-assigned KpsaId as a reliable Credential-ID for identifying a CSE or AE within a deployment.  In some cases, the user might configure all entities with identical Kpsa and KpsaId: Kpsa set to the password; and KpsaId set to some_username@some_fqdn. There is some risk inherent in using identical Kpsa in multiple devices and there is additional risk in using a low-entropy password in a TLS-PSK ciphersuite. This risk can be mitigated by limiting the access rights of the entities. If the risk is deemed sufficiently low, then this is one way in which a user can use the KpsaId as a reliable Credential-ID for identifying a CSE or AE.
NOTE 4: In some scenarios, users cannot be assumed to behave in a trustworthy manner. In such cases, even though the PSK SAEF might be acceptable for establishing a security association, the M2M Service Provider would be unwise to consider a user-assigned KpsaId as a reliable Credential-ID for identifying a CSE or AE within the deployment.  
-----------------------End of change 2-------------------------------------------
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