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1
Introduction

One part of the scope of oneM2M-TR-0012 is to provide options and analysis for the security features and mechanisms providing group authentication for oneM2M. 

This contribution provides comments to the TR-0012 in order to go forward in this topic.
2
Group authentication

Our understanding is that the work on group authentication in TR-0012 refers to the authentication method(s) and associated security requirements to be defined in order to enable entities to be authenticated as members of a group. 

E.g. the different members of the group have a common group key. The group key can be of different nature: e.g. a symmetric key shared by all the members of the group, or it could be public key common to all the entities of the group, or…  The nature of the group key should be part of the discussions in TR-0012. 

The link between group authentication as mentioned above and the use-cases in TR-0012 is not always obvious. Consequently, the following clause highlights sections where further clarifications seem needed to progress on the topic. 

3
Comments to TR-0012 
The text highlighted in blue in the extracts corresponds to commented text. 
---------------------------------------------Extract_1------------------------------------------------------

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:
End-to-End Security: it allows securing messages that might traverse multiple hops between entities. This will allow secure delivery even when some entities on a delivery path are not trusted.

Group Authentication: This is used where a set of group members (e.g. Application Service Node CSEs [i.4]) communicate via a group agent (e.g. Middle Node CSE [i.4]) with a common destination (e.g. Infrastructure Node-CSE [i.4]). Group authentication provides end-to-end security between the group members (e.g. ASN-CSEs) and the common destination. Group authentication also provides a mechanism for minimizing the security handshake messages sent between the group agent and common destination. Further introduction to Group Authentication is provided in Annex B.1 [i.6].
Editor Node: the definitions are subject to further refinement.

NOTE:
This may contain additional information.

[Gemalto_1] comments to Group Authentication definition
·  The usage of the group authentication cannot be used as definition. And “providing end-to-end security between group members and the common destination” does not correspond to a definition of group authentication.
---------------------------------------------Extract_2------------------------------------------------------

5.2.1.4
Normal flow

1. DAP sends a message to indicate that there is a specific group of smart meters that need to communicate with the Utility Data Center / AMI Headend.

2. Each Smart meter in the group sends a request via the DAP in order to report to the Utility Data Center / AMI Headend.

3. DAP needs to verify the smart meters identities to upload information before it forwards the request to the Utility Data Center/ AMI Headend.
4. Smart meters send their reports to the group agent. Most smart meters will send information at the same time by using default configuration, or be configured at the same time based on end user preferences.

5. DAP can subsequently buffer the reports for some time, or may serve as a router to directly forward the smart meters information to Utility Data Center / AMI Headend. 

6. Utility Data Center / AMI Headend process the reports after it verifies the smart meters identities.

[Gemalto_2]
· There is no step indicating that group authentication should be performed. At least one step should indicate that group authentication takes place.  
[Gemalto_3]
· Can the Utility Data Center know the real identity of the smart meter when a group authentication took place? The Utility Data Center should see the smart meter only as member of the group. 
---------------------------------------------Extract_3------------------------------------------------------

5.2.2.4
Normal Flow
1. The remote vehicle gateway sends a message to indicate that there is a specific group of vehicles that need to communicate with the vehicle service centre.

2. The vehicles in a group collect the information (e.g. position information, navigation, remote diagnosis, etc.) from communication terminals and send them to the remote vehicle gateway at the same time. 

3. The remote vehicle gateway verifies the vehicles and then forwards the received information to the vehicle service centre. 

4. The vehicle service centre analyses the received information and sends the process to the vehicles after it verifies the vehicles identities.

[Gemalto_4]
· There is no step indicating that group authentication should be performed. 
[Gemalto_5]
· Can the Vehicle Service Center know the real identity of the smart meter when a group authentication takes place? 

---------------------------------------------Extract_4------------------------------------------------------

5.2.3.3
Pre-conditions
Every M2M Device is provisioned with a group credential that is used for encrypting and/or decrypting group messages.

M2M Gateway is provisioned with all the group credentials that are used for encrypting and/or decrypting group messages.

M2M Devices have the credentials of M2M Gateway in order to authenticate the control commands generated by it.

M2M Devices, M2M Gateway are all issued with a credential that can be used for authentication and data integrity protection..
[Gemalto_6]

· There is no pre-condition associated to group authentication. The pre-conditions for group credentials are associated to group communication aspects. 

---------------------------------------------Extract_5------------------------------------------------------

5.2.3.4
Normal Flow
Group key using procedure:

1. A fire sensor detects a fire and sends this signal to an M2M Device. The M2M Device generates an alert message that is signed, and then encrypted with the group credential-1. This signed and encrypted message is sent to the M2M Gateway.

2. The M2M Gateway decrypts the encrypted message with the group credential-1 and then verifies the signed message.

3. In case the message is valid, the M2M Gateway generates two control commands. One command asks the M2M Devices in the Group-2 to unlock the fire doors; another command asks the M2M Devices in the Group-3 to switch on the fire extinguishing equipments. All these commands are signed with M2M Gateway’s credential. The command for the Group-2 is encrypted with the group credential-2 and the command for the Group-3 is encrypted with the group credential-3. The M2M Gateway then broadcasts these commands.

4. All the M2M Devices belonging to the Group-1, Group-2 and Group-3 can receive these messages. However, only the M2M Devices in the Group-2 can decrypt the message encrypted with the credential-2 and then verify the signed message, and only the M2M Devices in the Group-3 can decrypt the message encrypted with the credential-3 and then verify the signed message.

5. After the received messages are decrypted and verified, the M2M Devices will perform the operations according to the received commands, i.e. the M2M Devices in the Group-2 unlock the fire doors, and the M2M Devices in the Group-3 switch on the fire extinguishing equipments.
[Gemalto_7]
· There is no step indicating that group authentication should be performed. 
---------------------------------------------Extract_6------------------------------------------------------

5.2.3.5
Potential requirements
1. A group credential shall be used by a group of members to encrypt/decrypt a broadcast message that is intended for that entire group of members.

2. A security mechanism shall be provided to ensure that a broadcast group message can be authenticated by the group members.

[Gemalto_7]
· The potential requirement related to the group members are in the scope of group communication and not in the scope of group authentication. 

[Gemalto_8] general comment
· In this use-case named “Use case for Secure Group Communication”, it is not obvious that the use-case is in the scope of group authentication. It seems to be related to group communication rather than to group authentication. And, it could be possible to have group communication without group authentication. 

4
Further considerations 

· The need for group communications appears in several use-cases described in clause 5.2. We could discuss the need for group communication and the way to address it in TR 0012. We should take care to avoid confusion between group authentication and group communication.
· One benefit of group authentication is to provide privacy for member of the group when the member communicates with other entities. The use of group key prevents tractability and likability of actions. If there is interest in privacy, then Privacy by Design should be taken into consideration. 
· It is beneficial to reuse definitions already available in other standardization bodies, where possible. In would be interesting to identify work already performed on Group Authentication, where possible. 
5
Proposal 

We kindly ask WG4 to review the comments provided in previous clauses and further discuss the use-cases and scope of the oneM2M-TR-0012. Updates to TR-0012 could be done according. 
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