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Introduction
This CR proposes essential corrections to clause 8.2.1 to align with TS-0001. These changes were originally proposed in revisions of SEC-2015-0003.
-----------------------Start of change 1-------------------------------------------

8.2
Security Association Establishment Frameworks

8.2.1
Overview on Security Association Establishment Frameworks

In the present document, security associations are restricted to single hop on Mcc, Mcc’ or Mca reference point. 
The oneM2M system supports the following Security Association Establishment Frameworks:

· Security Association Establishment Frameworks:
· Provisioned Symmetric Key Security Association Establishment. A symmetric key is provisioned to the entities: this is called the Provisioned M2M Symmetric Key, and denoted Kpsa. The entities authenticate each other by verifying Message Integrity Codes (MIC) in the Security Handshake which were generated using the symmetric key.  For more details see clause 8.2.2.1.
· Certificate-Based Security Association Establishment: The entities are each issued with 

· a Private Signing Key that is known only to that entity,

· a Certificate containing the corresponding Public Verification Key, and 

· (Optionally) a Certificate Chain from the entity's Certificate to a Root Certificate. 


The entities must validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using entity A's public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it. For more details see clause 8.2.2.2.
· M2M Authentication Function (MAF)-based Security Association Establishment. This Security Association Establishment Framework uses symmetric keys to authenticate the entity A and the M2M Authentication Function (MAF) and derive a M2M Secure Connection key (Kc) that the MAF delivers to entity B. Then entities then authenticate each other using the M2M Secure Connection key (Kc).. For more details see clause 8.2.3.1.
For a more detailed description of the above Security Association Establishment Frameworks, it is useful to compare the following aspects of the Security Association Establishment Frameworks:

· Credential Configuration:

· If Entity A is a CSE, then Entity A is configured with its CSE-ID.

· For MAF-based Security Association Establishment Frameworks:

· Entity A is configured with (or otherwise establishes) the Master Credential (Km) that the entity A will use to authenticate the entity A to the MAF. 

· The MAF is configured with the Master Credential (Km) that will be used to authenticate the MAF to entity A.

The details for the GBA-Based Security Association Establishment Framework are out of scope.

· For the Provisioned Symmetric Key Security Association Establishment Framework, each entity is provisioned with the Provisioned M2M Symmetric Key that entities will use to authenticate each other using pre-provisioning or remote provisioning. 

· For the Certificate-Based Security Association Establishment Frameworks, each entity is pre-provisioned with the Credential that the entity will use to authenticate itself to the other entity. 

· Association Configuration: 
Entity A shall be configured with IdB, the CSE-ID for Entity B.

Additionally, 
· In the case of Certificate-Based Authentication Framework: each entity is configured with the certificate information that the entity will use to verify the other entity. The necessary certificate information is dependent on the flavour of the certificates, with details provided in clause 8.1.2.4 “Information Needed for Certificate Authentication of another Entity”.

In the case of MAF-Based Authentication Framework: The MAF is provided with the identity of Entity B for which the MAF is authorized to facilitate establishing a security association with Entity A. 
· Association Security Handshake: Identification, authentication and security context establishment between the entities.

· MAF Handshake: When a MAF-based Security Association Establishment Framework is used, entity A and the MAF perform mutual authentication and generate a M2M Secure Connection Key (Kc) which is then used in the Security Handshake for mutual authentication between entity A and entity B. This is not applicable to  Certificate-based or Provisioned Symmetric Key-based Security Association Establishment Frameworks.
Figure 8.2.1-1 provides a summary of the above defined three Security Association Establishment Frameworks.
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Figure 8.2.1-1: Overview of the Security Association Establishment Frameworks
supported by oneM2M.
-----------------------End of change 1---------------------------------------------
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