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This contribution describes the operation procedures on the child resources defined for distributed authorization.
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6.2.x.3.6
Retrieve <policyDecisionPoint>

This procedure is used to trigger a PDP process that is bound to a <policyDecisionPoint> virtual resource.

Originator: The Originator shall request to obtain an access control decision by using RETRIEVE operation on a <policyDecisionPoint> virtual resource from the Receiver. The Originator is a CSE.

Receiver: The Receiver shall check if the Originator has RETRIEVE permission on the <policyDecisionPoint> virtual resource. Upon successful validation, the Receiver shall make an access control decision based on access control policies. If there is no process bound to the <policyDecisionPoint> virtual resource, the Receiver shall respond with an error.

Table 6.2.x.3.6-1: <policyDecisionPoint> RETRIEVE
	<policyDecisionPoint> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
To: The address of the <policyDecisionPoint> virtual resource

Content: The representation of the access control decision request as defined in clause x.x.x

	Processing at Originator before sending Request
	The Originator shall create an access control decision request according to an access request.

The Originator shall request to obtain an access control decision by using the RETRIEVE operation on a <policyDecisionPoint> virtual resource which is the child resource of a <authorization> resource of the Receiver. The access control decision request shall be included in the Content parameter of the Request message. The Originator shall be a CSE

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyDecisionPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyDecisionPoint> virtual resource is bound to a PDP process.
· Upon successful validation, passing the access control decision request to the PDP process. 
· The PDP process contact a PRP to obtain applicable access control policies, and may also contact a PIP to obtain some access control attributes, and then make an access control decision.
· The Receiver shall create an access control decision response according to the access control decision and respond to the Originator. The access control decision response shall be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
Content: The representation of the access control decision response as defined in clause x.x.x

	Processing at Originator after receiving Response
	The Originator shall enforce the access control decision, i.e. either permit or deny the  access to resource

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following:
· There is no PDP process bound to the <policyDecisionPoint> virtual resource
· The provided content of the access control decision request is not in line with the specified structure


6.2.x.3.7
Retrieve <policyRetrievalPoint>

This procedure is used to trigger a PRP process that is bound to a <policyRetrievalPoint> virtual resource.

Originator: The Originator shall request to obtain access control policies by using RETRIEVE operation on a <policyRetrievalPoint> virtual resource from the Receiver. The Originator is a CSE.

Receiver: The Receiver shall check if the Originator has RETRIEVE permission on the <policyRetrievalPoint> virtual resource. Upon successful validation, the Receiver shall retrieve all applicable access control policies. If there is no process bound to the <policyRetrievalPoint> virtual resource, the Receiver shall respond with an error.

Table 6.2.x.3.7-1: <policyRetrievalPoint> RETRIEVE
	<policyRetrievalPoint> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
To: The address of the <policyRetrievalPoint> virtual resource

Content: The representation of the access control policy request as defined in clause x.x.x

	Processing at Originator before sending Request
	The Originator shall create an access control policy request according to an access control decision request.

The Originator shall request to obtain access control policies by using the RETRIEVE operation on a <policyRetrievalPoint> virtual resource which is the child resource of a <authorization> resource of the Receiver. The access control policy request shall be included in the Content parameter of the Request message. The Originator shall be a CSE

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyRetrievalPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyRetrievalPoint> virtual resource is bound to a PRP process.
· Upon successful validation, passing the access control policy request to the PRP process. 
· The PRP process retrieves all applicable access control policies according to the access control policy request.
· The Receiver shall create an access control policy response using the retrieved access control policies and respond to the Originator. The access control policy response shall be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
Content: The representation of the access control policy response as defined in clause x.x.x

	Processing at Originator after receiving Response
	The Originator shall evaluate the access control decision request using the retrieved the access control policies.

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following:
· There is no PRP process bound to the <policyRetrievalPoint> virtual resource
· The provided content of the access control policy request is not in line with the specified structure


6.2.x.3.8
Retrieve <policyInformationPoint>
This procedure is used to trigger a PIP process that is bound to a <policyInformationPoint> virtual resource.

Originator: The Originator shall request to obtain access control attributes by using RETRIEVE operation on a <policyInformationPoint> virtual resource from the Receiver. The Originator is a CSE.

Receiver: The Receiver shall check if the Originator has RETRIEVE permission on the <policyInformationPoint> virtual resource. Upon successful validation, the Receiver shall obtain the requested attributes. If there is no process bound to the <policyInformationPoint> virtual resource, the Receiver shall respond with an error.

Table 6.2.x.3.8-1: <policyInformationPoint> RETRIEVE
	<policyInformationPoint> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
To: The address of the <policyInformationPoint> virtual resource

Content: The representation of the access control attribute request as defined in clause x.x.x

	Processing at Originator before sending Request
	The Originator shall create an access control attribute request according to an access request.

The Originator shall request to obtain an access control attributes by using the RETRIEVE operation on a <policyInformationPoint> virtual resource which is the child resource of a <authorization> resource of the Receiver. The access control attribute request shall be included in the Content parameter of the Request message. The Originator shall be a CSE

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyInformationPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyInformationPoint> virtual resource is bound to a PIP process.
· Upon successful validation, passing the access control attribute request to the PIP process. 
· The PIP process obtains the requested access control attributes according to the access control attribute request.
· The Receiver shall create an access control attribute response using the obtained access control attributes and respond to the Originator. The access control attribute response shall be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
Content: The representation of the access control attribute response as defined in clause x.x.x

	Processing at Originator after receiving Response
	The Originator shall evaluate the access control decision request using the retrieved the access control policies and access control attributes

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following:
· There is no PIP process bound to the <policyInformationPoint> virtual resource
· The provided content of the access control attribute request is not in line with the specified structure
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