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1
Overview

oneM2M thanks ITU-T Study Group 17 for their LS on simple encryption procedure for IoT device security.  Our understanding is that the contents of the mask i.e. which parts of the plain communication packet transmitted between devices are protected or not, can only be determined at the application layer, as only the value of information from a security perspective is known there. However, it is then necessary to know the format of the data within underlying transport layer to define the mask. 
Can ITU-T Study Group 17 confirm our understanding here?
OneM2M is now looking at Release 2 requirements and considering object-based security in addition to the Release 1 channel based security already defined.  This may be applied when the end-points of the communication are known and the format of the data is preserved in transit, thus allowing integrity protection and encryption and such an encryption mask to be constructed by the application writer alongside the object to be transmitted.  We would be interested in being kept informed of your work on this topic.         

2
Requested Action
ITU-T Study Group 17 to confirm OneM2M understanding of the setting of the contents of the mask as described above. 
3
Next F2F Meeting Dates
	TP18
	Philadelphia USA
	2015-07-20 ~ 2015-07-24

	TP19
	Sophia Antipolis
	2015-09-07 ~ 2015-09-11
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