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1
Scope




Development of the Internet of Things implies convenient ways to enable interactions between M2M Applications depending on different actors, and possibly affiliated to different M2M Service Providers. In the context of an M2M Service Platform, this requires a practical mean for a Resource consuming application to obtain possibly temporary and restricted access to a Resource exposed by a Resource producing application. The Access Control Policies mechanism of TS-0003 [i.3] was suitable under the assumption of centralized (client-server style) M2M deployments where required interactions between Resource producers and Resource consumers are mainly predictable at the time of resource creation and restricted within a known (reduced) set of interacting entities that is not constantly evolving. This assumption is no longer valid in IoT scenarios where many-to-many application level interactions between multitudes of devices would result in exponential explosion in the number of Access Control Policies to establish and manage, while their unpredictable and fast evolving nature would create a bottleneck where the ACPs are maintained and evaluated.  

This work item will therefore investigate the suitability of alternative authorization schemes. This could include e.g.  token-based models, where the grant of authorization is directly embodied by a virtual ticket delivered to the requester that carries a scope of authorization as well as validation means.

2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[i.2]
oneM2M TS-0001 “Functional Architecture”

[i.3]
oneM2M TS-0003 “Security Solutions”

[i.4]
oneM2M TS-0011 “Common Terminology”

3
Definitions, symbols, abbreviations  and acronyms
Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the terms and definitions given in oneM2M TS-0011 [i.4] and oneM2M TS-0003 [i.3] and the following apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the symbols given in oneM2M TS-0011 [i.4] and oneM2M TS-0003 [i.3] and the following apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the abbreviations given in oneM2M TS-0011 [i.4] and oneM2M TS-0003 [i.3] and the following apply:

Abbreviation format

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

4
Conventions 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Use Cases

Editor’s note: this clause describes use cases that need dynamic authorization solutions. Each use case is expected to include text explaining why use of existing access control policy (ACP) resources is not an appropriate solution.

1. 
5.1
Use Case for Access Token in Dynamic Authorization
5.1.1
Description
In a oneM2M System the Platform, Gateways and Devices interact each other in the way of many-to-many, furthermore many of these relations may be dynamic and temporary. So the access control mechanism used by the M2M System shall be flexible and efficient.

The use case in the following sections shows using dynamically issued access tokens that carry authorization information to simplify the access control management. In this use case the mobile phone of a tourist is issued with access tokens in which there are access privileges to the resources of  M2M Gateways/Devices. The tourist then can use these access tokens to access various M2M Gateways or Devices in the hotel or attractions, such as accessing his/her room, operating electric devices in the room, accessing the VIP area, using the facilities in fitness center, renting bicycle, or using some tourist facilities in the attractions. If using the traditional way, i.e. the privileges are placed in the local stored access control policies, all the access control policies in the gateways or devices related to this tourist shall be  updated. As there are so many tourists coming and going, the workload of modifying and uploading access control policies will be very large if it's not impossible.
5.1.2
Actors
The entities involved in this use case are shown in the Figure 5.1.2-1 and described as follows:

M2M Platform: It represents an infrastructure entity that interacts with M2M Gateways/Devices and M2M Application for providing common functionalities. In this use case the M2M Platform provides communication path between two M2M Gateways/Devices that do not have registration relation.

Token Issuer: It represents a M2M Gateway that is responsible for issuing access tokens to other M2M Gateways/Devices.

Mobile Phone: It represents a M2M Device held by a tourist. Access tokens are issued to the mobile phone, and the tourist uses it to interact with other M2M Gateways/Devices.

M2M Gateway: It is responsible for caching and forwarding the messages exchanging between the M2M Platform and target M2M Devices. It also acts as a control center that stores various information related to the M2M Devices that have registered to it. 
M2M Device: It represents various M2M devices such as lock of door, fitness equipment, lock of the bicycle, smart TV, facility for tourists at attractions and so on. 
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Figure 5.1.2-1: Using token to carry authorization information

Editor note: Which entities in the M2M System are able to issue tokens is FFS. 
5.1.3
Pre-conditions
The issuer (M2M Gateway 1) of access tokens is provisioned with security credentials that are used for providing integrity and confidentiality protection for access tokens.

Other M2M Gateways are provisioned with security credentials that are used for verifying received access tokens.

5.1.4
Normal Flow
The procedure of issuing and using access tokens is:
1. A tourist registers his/her mobile phone as a M2M Device with the M2M Gateway 1 at the hotel reception. The M2M Gateway 1 also plays the role of token issuer.

2. The token issuer issues one or multiple access tokens to the mobile phone according to the services booked by the tourist. Inside the tokens there are some authorization information describing what privileges are assigned to the mobile phone (M2M Device). 
The tourist then can use these access tokens to access various M2M Gateways or Devices in the hotel through his/her mobile phone, such as accessing his/her room, operating electric devices in the room, accessing the VIP area, using the facilities in fitness center, renting bicycle, or using some tourist facilities in the attractions.
3. When the tourist arrives some sites such as door of room, the mobile phone may detect a M2M Gateway or a M2M Device with which the mobile can contact. The mobile phone then establishes security association with the detected device via the M2M Gateway 1 and M2M Platform. After that a resource access request with appropriate access tokens are sent to the M2M Gateway/Device.

4. The M2M Gateway/Device verifies the access tokens sent by the mobile phone, extracts the privileges from the token, and evaluates the access request with the privileges. If it is permitted, the M2M Gateway/Device executes the requested operation on the target resource.

5.1.5
Potential requirements
1. The authorized M2M entity shall be able to issue access tokens that describe what privileges are assigned to the holder of access tokens for accessing the resources in other M2M entities.

2. The M2M System shall provide authenticity, integrity and confidentiality protection for access tokens.

3. The M2M System shall be able to revoke the access tokens that are not yet expired.

5.2
Use Case for Role Token in Dynamic Authorization
5.2.1
Description
According to the description in oneM2M TS-0001[i.2], in the oneM2M System the M2M Service Subscription defines the technical part of the contract between an M2M Subscriber and an M2M Service Provider. An M2M Service Subscription establishes a link between one or more AEs; one or more M2M Nodes, one or more M2M Services. In each M2M Service, one or multiple M2M Service role(s) shall be defined by the M2M Service Provider. An M2M Service role is mapped to a created permission pertaining to a resource types which are associated with M2M Service. The M2M Subscriber subscribes to one or multiple Service role(s) within the M2M Services.
In Role Based Access Control (RBAC) roles are assigned to users, and privileges are assigned to roles, users obtain privileges through their assigned roles. There are two ways to implement the role-user assignments, one is both role-user assignments and privilege-role assignments are described in the RBAC policies; another is only privilege-role assignments are described in the RBAC policies, the user-role binding is achieved in the time of access control. One way or another depends on the specific application scenario. In the case of  role-user assignment is stable, user-role assignments could be described in RBAC policies, otherwise another way should be considered.

In oneM2M application environment the relations among AEs, CSEs, M2M Nodes and M2M Services may dynamically change. These dynamical changing might bring some access control issues. For example, in the use case shown in the Figure 5.2.1-1, the house owners can subscribe various M2M Services and may also change their service subscriptions from time to time. When the house owners change their Service Subscriptions, it may result in a large number of access control policy revision if user-role assignments is implemented in RBAC policies. So in the oneM2M System security mechanisms or approaches shall be considered to address such issues.
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Figure 5.2.1-1: Home Facility Management System High Level Illustration
The use case in the following sections shows using dynamically issued security tokens to carry Service Roles in order to avoid modifying RBAC policies at the CSEs in Field Domain.
5.2.2
Actors
The entities involved in this use case are shown in the Figure 5.2.2-1 and described as follows:

M2M Platform: It represents an infrastructure entity that interacts with M2M Gateways/Devices and M2M Application for providing common functionalities for the M2M Services such as collecting the status and configuration information of home devices and controlling them via the home gateway.
M2M Application: It provides some M2M Services for the users through the M2M Service Platform. For example, a Home Energy Management System (HEMS) provides management services for home electronic equipments to minimize energy consumption, and a Security Service Company provides home security related services such as room/house monitoring, fire monitoring and intrusion monitoring.

M2M Gateway: It is responsible for caching and forwarding the messages exchanging between M2M Platform and target M2M Device. It also acts as a house control center that stores various information pertain to M2M Devices in the house, such as smart meter data that is waiting for upload, air conditioner control policy, security monitoring records, and so on.

M2M Devices: They represent various M2M devices such as smart meter, air conditioners, fire alarms, room/house monitors and so on.
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Figure 5.2.2-1: Using token to carry Service Roles in RBAC
5.2.3
Pre-conditions
The M2M Platform is provisioned with security credentials that are used for providing integrity and confidentiality protection for access tokens.

M2M Gateways are provisioned with security credentials that are used for verifying received access tokens.

5.2.4
Normal Flow
The procedure of issuing and using access tokens is:

1. A M2M Application that has registered with the M2M Platform sends a Service Role Token Request to the M2M Platform.

2. The M2M Platform first authenticates the M2M Application, and then checks the Service Role Token issuing policies. If the issuance is permitted, the M2M Platform issues a Service Role Token to the M2M Application. This token is protected using the provisioned security credentials.

3. The M2M Platform sends the generated Service Role Token to the M2M Application, or the Service Role Token is retrieved by the M2M Application later.

4. The M2M Application sends a resource access request to the M2M Gateway. In the request the Service Role Token is included. 

5. The M2M Gateway authenticates the M2M Application, verifies the Service Role Token using the provisioned security credentials, extracts the Service Roles from the Service Role Token, and evaluates resource access request with applicable RBAC policies. If this access is permitted, the M2M Gateway executes the requested operation on the target resource.

5.2.5
Potential requirements
2. The oneM2M System shall support Role Based Access Control.

3. The M2M System shall be able to issue access tokens for carrying role information in order to facilitate Role Based Access Control.
4. The M2M System shall provide authenticity, integrity and confidentiality protection for access tokens.
5. The M2M System shall be able to revoke the access tokens that are not yet expired.
6
High Level Architecture

Editor’s note: this clause provides a high level view of architecture and some basic figures that can be used as a common bases for describing available options.

<Text>

7
Working Assumptions, Requirements and Principles

Editor’s note: this clause is for documenting working assumption, requirements and principles. These “guidelines” are intended to help identify and analyse options.
<Text>

8
Description and Analysis of Available Options 
Editor’s note: this clause provides a high level description and detailed procedures of available options. The options are also analysed to arrive at a recommended option.
8.1
<VOID>

Editor’s note: clause 8.1 has been reserved for including overviews of existing technology..
8.2
Proposal 1: A Solution of Access Token Issuance and Use
8.2.1
Access Token Issuance Architecture

The token issuance architecture is shown in Figure 8.2.1-1, the 
Figure 8.2.1-1 provides a high level overview of a generic token issuance architecture. This architecture may contain the following entities:
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Figure 8.2.1-1: Token issuance architecture

· Access Token: 

Access Token is a kind of security credential issued by an Token Authority to an Originator for describing what privileges are assigned to the token holder. Access token may be digitally signed and/or encrypted.

· Originator:

Originator (AE/CSE) is the holder of an Access Token. It uses Access Tokens for getting the permission of accessing resources.

· Token Authority:

Token Authority is responsible for issuing Access Tokens. It may contact to a Token Authorization Function for determining what privileges shall be included in an Access Token, and contact to a Security Function for generating signed and/or encrypted Access Token.

· Hosting CSE:

Hosting CSE provides the services of accessing resources according to privileges described in Access Tokens.

· Token Authorization Function:

Token Authorization Function provides policies that describe what privileges shall be assigned to an Originator, or confirms an privilege assignment.

· Security Function:

Security Function provides security services, e.g. related to digital signing or encryption

· Access Token Issuing Privileges:

Access Token Issuing Privileges are those privileges that the Token Authority is allowed to delegate to other entities by issuing Access Tokens.

8.2.2
General Procedure of Token Issuance and Use
The generic procedure of token issuance and use is shown in figure 8.2.2-1 and described as follows:
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Figure 8.2.2-1: Generic process of Access Token issuance and use
1. The Token Authority and the Hosting CSE are pre-configured with the keys used for generating or verifying access tokens and Access Token Issuing Privileges of the Token Authority.
2. The Originator and the Token Authority establish security association through mutual authentication to ensure the integrity and confidentiality of communications between the two entities.
3. The Originator sends Access Token Request to the Token Authority.

4. The Token Authority CSE does the following operations:

1) Check if the Originator has the privileges of accessing the target resource according to the ACP.

2) Check if the requested privileges are within the Access Token Issuing Privileges of the Token Authority. This operation may be performed by a Token Authorization Function on behalf of the Token Authority.
3) Check if the Originator can obtain the privileges described in the Access Token Request according to the Access Token Authorization Policies. This operation may be performed by a Token Authorization Function on behalf of the Token Authority.
4) Generate access token plaintext.

5) Sign and/or encrypt the access token plaintext.

5. The Token Authority returns the issued Access Token back to the Originator.

It is also possible for the Token Authority to store the Access Token and inform the Originator where to retrieve the Access Token.

6. The Token Authority may also issue an Access Token Revocation List in which the revoked Access Tokens that are still not expired are placed.

7. The Originator and the Hosting CSE establish security association through mutual authentication to ensure the integrity and confidentiality of communications between the two entities.
8. The Originator sends resource access request in which one or multiple Access Token is included to the Hosting CSE.

9. The Hosting CSE extracts the Access Tokens from the resource access request, and dos the following operations:

1) Decrypt and/or verify the Access Token.

2) Check if the privileges in the Access Token are within the Access Token Issuing Privileges of the Token Authority.
3) Check if this Access Token has been revoked against an Access Token Revocation List.

4) Evaluate the Originator’s resource access request based on the privileges in the Access Token.

5) Perform the requested resource access.
10. The Hosting CSE returns the execution result back to the Originator.
8.2.3
Resource Definitions for Token Issuance
8.2.3.1
Resource Type accessTokenAuthority
The <accessTokenAuthority> resource represents the method for providing the services related to access token issuance. The <accessTokenAuthority> resource shall be located directly under <CSEBase>.
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Figure 8.2.3.1-1: Structure of <accessTokenAuthority> resource
The <accessTokenAuthority> resource shall contain the child resources specified in table 8.2.3.1-1.
Table 8.2.3.1-1: Child resources of <accessTokenAuthority> resource
	Child Resources of <authorization>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<accessTokenIssuing>
	1
	See clause 8.2.3.2

	[variable]
	<accessToken>
	0..n
	See clause 8.2.3.3


The <accessTokenAuthority> resource shall contain the attributes specified in table 8.2.3.1-2

Table 8.2.3.1-2: Attributes of <accessTokenAuthority> resource
	Attributes of <statsConfig>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described.

	authorizationPolicyIDs
	1  (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described


8.2.3.2
Resource Type accessTokenIssuing
The <accessTokenIssuing> resource is a virtual resource because it does not have a representation. It is the child resource of the <accessTokenAuthority> resource. When a CREATE Request addresses the <accessTokenAuthority> resource, an access token issuance process is triggered. The access token request shall be included in the Content parameter of the CREATE Request,  and the access token response shall be included in the Content parameter of the CREATE Response.
The <accessTokenIssuing> resource inherits access control policies that apply to the parent <accessTokenAuthority> resource.
8.2.3.3
Resource Type accessToken
The <accessToken> resource represents M2M Access Token information that is created by an access token insurance process. The <accessToken> resource is the child resource of the <accessTokenAuthority> resource.
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Figure 8.2.3.3-1: Structure of <accessTokenAuthority> resource
The  <accessToken> resource shall contain the attributes specified in table 8.2.3.3-1.

Table 8.2.3.3-1: Attributes of <accessToken> resource
	Attributes of <statsConfig>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [i.2] where this common attribute is described

	issuer
	1
	RO
	This attribute contains the identifier of the token issuer.

	holder
	1
	RO
	This attribute contains the identifier of the token holder.

	token
	1
	RO
	This attribute contains the access token itself.


8.2.4
Resource Procedures for Token Issuance
8.2.4.1
<accessTokenAuthority> Resource Procedures
8.2.4.1.1
Introduction
This clause describes the management procedures for the <accessTokenAuthority> resource and its child resources.
8.2.4.1.2
Create <accessTokenAuthority>
This procedure shall be used for creating a <accessTokenAuthority> resource.

Table 8.2.4.1.2-1: <accessTokenAuthority> CREATE
	<accessTokenAuthority> CREATE

	Associated Reference Point
	Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.2.2-2 of oneM2M TS-0001 [i.2] apply with the specific details for:

To: the address of the <CSEBase> where the <accessTokenAuthority> resource is intended to be Created.

Content: attributes of the <accessTokenAuthority> resource as defined in clause 8.2.3.1-2

	Processing at Originator before sending Request
	According to clause 10.1.1.1 of oneM2M TS-0001 [i.2]

	Processing at Receiver
	According to clause 10.1.1.1 of oneM2M TS-0001 [i.2]with the following additions:
· Upon successful validation of the provided attributes, the Hosting CSE creates the <accessTokenAuthority> resource including its virtual child resource specified in table 8.2.3.1-1
· If there is a access token issuance process shall be bound to the <accessTokenIssuing> virtual resource, then bind it to the <accessTokenIssuing> virtual resource, otherwise leave the binding void. The access token issuance process and the binding method are out of scope

	Information in Response message
	 According to clause 10.1.1.1 of oneM2M TS-0001 [i.2]

	Processing at Originator after receiving Response
	According to clause 10.1.1.1 of oneM2M TS-0001 [i.2]

	Exceptions
	According to clause 10.1.1.1 of oneM2M TS-0001 [i.2]


8.2.4.1.3
Retrieve <accessTokenAuthority>
This procedure shall be used for retrieving the attributes of a <accessTokenAuthority> resource.

Table 8.2.4.1.3-1: <accessTokenAuthority> RETRIEVE
	<accessTokenAuthority> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]

	Processing at Originator before sending Request
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]

	Processing at Receiver
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]

	Processing at Originator after receiving Response
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]


8.2.4.1.4
Update <accessTokenAuthority>
This procedure shall be used for updating the attributes of a <accessTokenAuthority> resource.
Table 8.2.4.1.4-1: <accessTokenAuthority> UPDATE
	<accessTokenAuthority> UPDATE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.3 of oneM2M TS-0001 [i.2]

	Processing at Originator before sending Request
	According to clause 10.1.3 of oneM2M TS-0001 [i.2]

	Processing at Receiver
	According to clause 10.1.3 of oneM2M TS-0001 [i.2]

	Information in Response message
	According to clause 10.1.3 of oneM2M TS-0001 [i.2]

	Processing at Originator after receiving Response
	According to clause 10.1.3 of oneM2M TS-0001 [i.2]

	Exceptions
	According to clause 10.1.3 of oneM2M TS-0001 [i.2]


8.2.4.1.5
Delete <accessTokenAuthority>
This procedure shall be used for deleting a <accessTokenAuthority> resource.
Table 8.2.4.1.5-1: <accessTokenAuthority> DELETE
	<accessTokenAuthority> DELETE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.4 of oneM2M TS-0001 [i.2]

	Processing at Originator before sending Request
	According to clause 10.1.4 of oneM2M TS-0001 [i.2]

	Processing at Receiver
	According to clause 10.1.4 of oneM2M TS-0001 [i.2]

	Information in Response message
	According to clause 10.1.4 of oneM2M TS-0001 [i.2]

	Processing at Originator after receiving Response
	According to clause 10.1.4 of oneM2M TS-0001 [i.2]

	Exceptions
	According to clause 10.1.4 of oneM2M TS-0001 [i.2]


8.2.4.2
<accessTokenIssuing> Resource Procedures
8.2.4.2.1
Introduction
This clause describes the management procedures for the <accessTokenIssuing> resource. This virtual resource is used to trigger an access token issuance process. Only Create operation shall be allowed on this virtual resource.
8.2.4.2.2
Create <accessTokenIssuing>
This procedure is used to trigger an access token issuance process that is bound to a <accessTokenIssuing> virtual resource.

Originator: The Originator shall request to obtain an access token by using CREATE operation on a <accessTokenIssuing> virtual resource for a <accessToken>. The Originator is an AE or a CSE. The originator needs to provide the information about what privileges the Originator want to apply.

Receiver: The Receiver shall check if the Originator has CREATE permission on the <accessTokenIssuing> virtual resource. Upon successful validation, the Receiver shall check what privileges can be included in the access token according to the authorization policies, and then generate an access token for the Originator. If there is no process bound to the <accessTokenIssuing> virtual resource, the Receiver shall respond with an error.

Table 8.2.4.2.2-1: <accessTokenIssuing> CREATE
	<accessTokenIssuing> CREATE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [i.2] with the following additions:
From: Identifier of the AE or the CSE that initiates the Request

To: The address of the <accessTokenIssuing> virtual resource

Content: The representation of the access token request as defined in clause x.x.x

	Processing at Originator before sending Request
	The Originator shall request to Create a <accessToken> resource by using the CREATE operation. The request shall address <accessTokenIssuing> virtual resource under a <accessTokenAuthority> of a Hosting CSE. The Originator is an AE or a CSE. The originator needs to provide the information about what privileges the Originator want to apply. 
The access token request shall be included in the Content parameter of the Request message. The Originator may be an AE or a CSE.

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has CREATE permission under the target <accessTokenIssuing> virtual resource
· Check the validity of the provided parameters
· Check if the <accessTokenIssuing> virtual resource is bound to an access token process.
· Check if the requested privileges are within the Access Token Issuing Privileges.
· Upon successful validation, check what privileges can be agreed and included access token according to access token authorization policies.
· Sign and/or encrypt the access token plaintext.
· Create a <accessToken> resource for the generated access control token under the <accessTokenAuthority> resource.
· Create an access token response in which either the generated access token or the resource address of the created <accessToken> resource is included and send it to the Originator. The access token response shall be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [i.2] with the following additions:
Content: The representation of the access token response as defined in clause x.x.x

	Processing at Originator after receiving Response
	According to clause 10.1.1.1 of oneM2M TS-0001 [i.2]

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [i.2] with the following:
· There is no token issuance process bound to the <accessTokenIssuing> virtual resource
· The provided content of the access token request is not in line with the specified structure


8.2.4.3
<accessToken> Resource Procedures
8.2.4.3.1
Introduction
This clause describes the management procedures for the <accessToken> resource. This resource is used to store the access token generated by access token process. Only Retrieve operation shall be allowed on this resource.
8.2.4.3.2
Retrieve <accessToken>
This procedure shall be used to retrieve attributes information of a <accessToken> resource. The generic retrieve procedure is described in clause 10.1.2 of oneM2M TS-0001 [i.2].

Table 8.2.4.3.2-1: <accessToken> RETRIEVE
	<accessToken>RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'


	Information in Request message
	All parameters defined in table 8.2.2-2 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]

	Processing at Receiver
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]


	Information in Response message
	All parameters defined in table 8.2.3-1 of oneM2M TS-0001 [i.2] apply with the specific details for:

· Content: attributes of the <subscription> resource as defined in clause 8.2.3.3

	Processing at Originator after receiving Response
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [i.2]


9
Conclusion and Recommendations

Editor’s Note: This clause will capture agreed conclusions and recommendations 
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