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Introduction
This contribution provides a solution for providing security of data for use in oneM2M.
-- START CHANGE 1 -- 
-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in oneM2M TS-0011 [i.4], oneM2M TS-0003 [i.3] and the following apply:
M2M Trust Enabler Function (TEF): It is a trusted third-party entity that can provide services such as credential generation, registration and provisioning in order to enable secure data protection and access.
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
-- START CHANGE 2 -- 
8.x
A Solution for providing security of data “at-rest”
8.x.2
General procedure for hosting and accessing secure data
The generic procedure for hosting and accessing securedata is illustrated in figure 8.x.2-1 and described as follows:
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Figure 8.x.2-1: Hosting and accessing secure data
Editor’s note: The above flow has to be further investigated.
1. The Originator of data (AE) would like to provide protection (integrity /authenticity and / or confidentiality) to the data that it generates and hosts onto a Hosting CSE.

a) Data is generated by an originator

b) It also generates appropriate credential(s) for protecting the data. Alternatively, the Originator may not generate the credential(s) but instead request credential(s) from a Credential Registry.
c) The originator then either encrypts, integrity protects or performs both to the data using the credential(s) that it generated
d) The data originator may optionally provide access control rule(s) associated with the credential(s)
2. The Originator establishes a secure communications channel with an M2M Trust Enabler Function (TEF)
3. The Originator then requests to register the credential(s) that it generated with the TEF along with optional access control rule(s), that are used to govern an entity’s access to the credentials
4. The TEF registers the credential(s)

a) The TEF generates or creates unique Credential-Id(s)

b) The TEF associates the Credential-Id(s) with respective credential(s) and stores them securely
c) The TEF sets an expiration to the credential registration
d) The TEF also associates access control rules to the credential(s) that were either provided by the originator or created by the TEF.
5. The TEF sends a response containing the associated Credential-Id(s) to the Originator

6. The Originator then associates the Credential-Id(s) with the respective protected data

7. The Originator establishes a secure communications channel with a Hosting CSE (HCSE)

8. The Originator sends a request to register and host the protected data along with the associated Credential-Id(s) with the HCSE.

9. The HCSE checks to ensure that the Originator is authorized to perform registration of protected data. If the Originator is deemed to be authorized then the HCSE registers and hosts the data along with the associated Credential-Id(s)

10. The HCSE sends a response indicating “Success”
11. A Client application (AE) that would like to access the secure data produced by an Orignator AE, performs a security association establishment process with the HCSE
12. The Client AE would like to retrieve the protected data that was created by the Originator AE and therefore sends a request to the HCSE

13. The HCSE checks to see if the Client AE is authorized to perform retrieval of the protected data
14. If the Client AE has been authorized then the HCSE sends the protected data along with the Credential-Id(s) associated with the protected data to the Client AE.
15. The Client AE establishes a secure communications channel with the TEF

16. The Client AE requests to retrieve the credential(s) by sending the respective Credential-Id(s) to the TEF

17. The TEF checks to see if the Client AE has been authorized to retrieve the credential(s) identified by the respective Credential-Id(s)
18. If the Client AE has been authorized then the TEF responds with the corresponding credential(a) using the secure channel

19. The Client AE uses the credential(s) in order to verify the integrity / authenticity and / or decrypt the data if it has been encrypted using appropriate credential(s)
It should be noted that the TEF function may be implemented as part of the CSE or as part of a centralized entity (e.g. MEFy)
---End of changes ---
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