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Introduction
This contribution proposes a high level architecture for the dynamic authorization. The proposed dynamic authorization architecture reference model is closely aligned with OAuth 2.0, with oneM2M specializations:

· OAuth 2.0 Token. The oneM2M dynamic authorization architecture uses the same names as OAuth 2.0:

· Authorization Grant: depending on the type, an authorization grant is used either directly as an access token, or is used for requesting an access token.  

· Access Token: presented to the Host CSE to indicate permission to access the requested resource(s).
· OAuth 2.0 Entities

· Client: In OAuth 2.0, this is the entity issuing the request accessing protected resources. The proposal uses the term “Originator”, to align with oneM2M terminology.

· Resource owner: In OAuth 2.0, the resource owner approves and issues authorization grants. IN the proposal, this functionality is separated into two entities 

· Grant Approver: has responsibility for approving or denying an authorization request. For a given protected resource, there may be multiple entities permitted to be the Grant Approver.

· Grant Issuer: is an intermediary between the Originator and Grant Approver. The Grant Approver gives the Grant Issuer permission to sign approved authorization tokens on behalf of the Grant Approver.  The Grant Issuer is configured with policies describing the scope over which Grant Approvers have permission to approve authorization grants.

· The motivation behind this design is the following.
·  The Authorization Server or the Host CSE (whichever processes the authorization grant) will need to verify the digital signature or MIC protecting the authorization grant. Consequently, the Authorization Server or the Host CSE must have credentials for verifying that digital signature or MIC. 

· An architecture where the Grant Approver provides the digital signature or MIC (for the authorization grant) will require the Authorization Server or Host CSE to manage credentials and identifiers for all possible Grant Approvers. 

· A Grant Issuer can issue authorization grants for multiple Grant Approvers, and there are expected to be significantly fewer Grant Issuer than Grant Approvers.

· An architecture where the Grant Issuer provides the digital signature or MIC (for the authorization grant) will have significantly simplify credential management for the Authorization Server or Host CSE; when compared to an architecture where the Grant Approver provides the digital signature or MIC for the authorization grant.

· Authorization Server: In OAuth 2.0, this entity verifies access token requests (incorporating the authorization grant) received from the Originator, then issues and signs access tokens and returns them to the Originator. In the oneM2M dynamic authorization architecture, the Authorization Server performs an identical role.

· Resource Server: In OAuth 2.0, this entity: verifies access tokens received from Originator and grants access indicated in the access token. In the oneM2M dynamic authorization architecture, this entity is called the Host CSE, to align with existing oneM2M terminology.

This contribution also proposes six reference points for use in the oneM2M dynamic authorization architecture.
This contribution does not propose any further details of the messages, tokens or processing. These details are left for consideration in clause 7 “Working Assumptions, Requirements and Principles” and clause 8 “Description and Analysis of Available Options”

NOTE TO RAPPORTEUR: The references in the text currently use short labels (e.g. [RFC6749]), and the assignment of proper reference labels (e.g. [i.7]) is currently left to the rapporteur. The references are currently highlighted in yellow, to assist in finding the references within the proposed text.

R01: Changes in response to comments during SEC TP#19

· Grant Issuer CSE ( Grant Issuer

· Authorization Server CSE ( Authorization Server

· Moved from clause 6 to clause 6.1

· Added some descriptive and explanatory text into the (new) clause 6.1.1. “Overall Description”

· Describe authorization grant and access token

· Explain separation of Resource Owner into Grant Issuer and Grant Approver. This text was copied from the introduction to this CR (above).

· High level sequence of events.

· Removed text in sub-clauses of 6.1.2 (and table column in table 6.1.1-1) describing which oneM2M entities (CSE or AE) might assume the functional roles. Such details can be added in clause 7 or 8.

· Clause 6.1.2.4 “Grant Approver”: provided examples of entities assume the functional role of Grant Approver
· Added an editor’s note in clause 6.1.3.2 “Daga” noting similarities with the TR-0016 interface between PEP and PDP.
-----------------------Start of change 1-------------------------------------------
6
High Level Architecture
Editor’s note: this clause provides a high level view of architecture and some basic figures that can be used as a common bases for describing available options.

6.1
Proposed Architecture Reference Model 1
6.1.1 Overall Description
Figure 6.1.1-1 shows the oneM2M Dynamic Authorization Architecture (DAA) reference model. The DAA reference model is similar to that used for OAuth 2.0 [RFC6749]. 
 

+------------+            +---------------+            +----------+ 

| Originator |<-- Dagi -->| Grant Issuer  |<-- Daga -->| Grant    |

|            |            |               |            | Approver |

|            |            +---------------+            +----------+ 

|            |                    |

|            |                    | Dagd

|            |                    v

|            |            +---------------+           

|            |<-- Dati -->| Authorization |

|            |            |   Server      |

|            |            +---------------+

|            |                    |

|            |                    | Datd

|            |                    v

|            |            +---------------+

|            |<-- Datu -->|   Host CSE    |

+------------+            +---------------+

Figure 6.1.1-1 oneM2M Dynamic Authorization Architecture Reference Model.

Editor’s note: Figure 6.1.1-1 can be updated by a Visio figure at a later date.

The DAA reference model and OAuth 2.0 both utilizes the two types of dynamically-issued tokens:
· An access token represents an authorization for the Originator to access resources. The Originator presents the Host CSE with a request to access resources and access token(s). The Host CSE verifies the access token and then processes the request based on the authorization represented by the access token. 
· An authorization grant describes an authorization to access resources and provides evidence that the Originator obtained authorization from the appropriate sources. There are two “classes” of the authorization grant. Some authorization grants are presented directly to the Host CSE as access tokens. Other authorization grants cannot be used in this way, and the Originator must obtain a separate access token from the Authorization Server; in this case, the authorization grant is presented to the Authorization Server to prove that the Originator has obtained authorization from the appropriate sources.
Some scenarios are better suited to issuing an authorization grant which is used directly as an access token. Other scenarios are better suited to issuing an authorization grant which requires obtaining separate access tokens from an Authorization Server. Allowing both options provides flexibility.
Editor’s note: At some point in the future may be useful to document scenarios best suited to each of the two options. Such discussion is probably better suited to another clause in the document – and not the High Level Architecture clause.
Table 6.1.1-1 lists the functional roles in the DAA reference model. Clause 6.1.2 describes the functions associated with these functional roles. An oneM2M entity may assume multiple roles in this architecture model.
These functional roles generally correspond to functional roles defined for OAuth 2.0 [RFC6749]; the main difference is the partitioning of the OAuth 2.0 Resource Owner into a Grant Issuer CSE and Grant Approver, and additionally some names are changed (mostly to align with existing oneM2M terminology).  The rationale behind partitioning the Resource Owner functionality is the following.
·  The Authorization Server or the Host CSE (whichever processes the authorization grant) will need to verify the digital signature or MIC protecting the authorization grant. Consequently, the Authorization Server or the Host CSE must have credentials for verifying that digital signature or MIC. 

· An architecture where the Grant Approver provides the digital signature or MIC (for the authorization grant) will require the Authorization Server or Host CSE to manage credentials and identifiers for all possible Grant Approvers. 

· A Grant Issuer can issue authorization grants for multiple Grant Approvers, and there are expected to be significantly fewer Grant Issuer than Grant Approvers.

· An architecture where the Grant Issuer provides the digital signature or MIC (for the authorization grant) will have significantly simplify credential management for the Authorization Server or Host CSE; when compared to an architecture where the Grant Approver provides the digital signature or MIC for the authorization grant.
The DAA reference model assumes the following sequence of events take place:
0. The Originator learns that it requires an access token in order access resources on the Host CSE. 
Editor’s note: It is not yet clear if details of the above step would be described in the present document.
1. Obtaining an authorization grant: 
a. The Originator sends a request to the Grant Issuer, asking to be issued an authorization grant which can be used by the Originator to access resources on the Host CSE.

b. The Grant Issuer forwards the request to a Grant Approver that has sufficient permissions to approve issuing the requested authorization grant. The Grant Approver obtains a decision on issuing the authorization grant. For example, this process could include obtaining explicit approval from a person, or using an authorization architecture such as described in TR-0016 [TR0016]. The Grant Approver, then returns its decision (permitted or denied) to the Grant Issuer.

c. On obtaining approval, the Grant Issuer forms an authorization grant, and returns this authorization grant to the Originator.

2. Obtaining an access token (if applicable): If the authorization grant cannot be presented to the Host CSE as an access token, then the Originator obtains an access token from the Authorization Server. The authorization grant is presented to the Authorization Server to prove that the Originator has obtained authorization from the appropriate source(s). Typically, an access token’s lifetime is shorter than that of an authorization grant, and each authorization grant is re-used to obtain a series of access tokens (until the authorization grant expires).

3. Accessing a resource using an Access Token. The Originator sends the access token with the request sent to the Host CSE. The Host CSE verifies the access token and (for the purposes of processing the request) uses the permissions represented by the access token. Each access token is typically reused with multiple requests (until the access token expires). 
	Dynamic Authorization Architecture Functional Role
	Corresponding OAuth 2.0 Role [RFC6749]
	Description
	Details in clause

	Originator
	Client
	See [TS0001]. Interacts with Grant Issuer and (Optionally) authorization servers to obtain authorization to access resources on the Host CSE.
	6.1.2.1

	Host CSE
	Resource Server
	See [TS0001]. Accepts authorizations issued by Authorization Server.
	6.1.2.2

	Grant Issuer 
	Resource Owner
	An intermediary between the Originator and Grant Approver. This entity is recognized by the authorization server and Host CSE as having permission to issue authorization grants on behalf of Grant Approvers.
	6.1.2.3

	Grant Approver
	
	This entity has permission to approve or deny issuing an authorization grant. For a given resource, there may be multiple entities permitted to be the Grant Approver for that resource.
	6.1.2.4

	Authorization Server
	Authorization Server
	This entity issues access tokens to Originators presenting valid authorization grants.
	6.1.2.5


Table 6.1.1-1 List of dynamic authorization architecture functional roles
Table 6.1.1-1 lists the DAA reference points. Where an oneM2M entity assumes multiple functional roles, the reference points may be internal to that entity. 
Clause 6.1.3 describes the reference points in the DAA reference model.
	Reference Point Identifier
	Reference Point Descriptive Name
	End Points
	Description
	Details in clause

	Dagi
	DAA Authorization Grant Issuance
	Originator, Grant Issuer
	Used for requesting and issuing authorization grants
	6.1.3.1

	Daga
	DAA Authorization Grant Approval
	Grant Issuer, Grant Approver
	Used for obtaining approval to issue authorization grants
	6.1.3.2

	Dati
	DAA Access Token Issuance
	Originator, Authorization Server
	Used for requesting and issuing access tokens
	6.1.3.3

	Datu
	DAA Access Token Usage
	Originator, Host CSE
	Providing an access token as authorization to act on one or more resources
	6.1.3.4

	Dagd
	DAA Authorization Grant Data
	Grant Issuer, 
Authorization Server
	Defines how authorization grants are formed at the Grant Issuer and processed at the Authorization Server. This data can traverse the Dagi and Dati reference points.
	6.1.3.5

	Datd
	DAA Access Token Data
	Authorization Server, Host CSE
	Defines how access tokens are formed at the Authorization Server and processed at the Host CSE. This data can traverse the Dati and Datu reference points.
	6.1.3.6


Table 6.1.1-2 List of dynamic authorization architecture reference points
6.1.2
Functional Roles
6.1.2.1
Originator

An Originator performs the following functions within the scope of DAA:

· Interact with a Grant Issuer to request and receive an authorization grant.

· Interact with an Authorization Server to present an authorization grant and receive an access token in return.

· Interact with a Host CSE to present an access token and receive access to one or more resources at the Host CSE.

6.1.2.2
Grant Issuer 
A Grant Issuer performs the following functions within the scope of DAA:

· Receive, from an Originator, a request to issue an authorization grant.

· Verify that the identified Grant Approver has permission to approve authorization grants with the requested scope.

· Interact with a Grant Approver to receive a decision (allow/deny) regarding issuing an authorization grant.

· Issue an approved authorization grant.

· Send the authorization grant to the Originator.
6.1.2.3
Grant Approver

A Grant Approver performs the following functions within the scope of DAA:

· Receive, from the Grant Issuer, a request for approval to issue an authorization grant.

· Obtain a decision (allow or deny) regarding issuing an authorization grant. The details of this function is not specified in this document.

· Send the decision (allow or deny) to the Grant Issuer.
Examples of entities assume the functional role of Grant Approver can include:
· An oneM2M AE on a user device (such as a smartphone, tablet or laptop), where the user device provides a user interface for approving authorization grants.
· A web server through which the user can approve authorization grants – with the user interface (for approving authorization grants) provided by a web-page or other application on a user device.
· A web server configured with policies for making automated decisions – much like a Policy Decision Point (PDP) in the authorization architecture proposed in TR-0016 [TR0016].
6.1.2.4
Authorization Server 
An Authorization Server performs the following functions within the scope of DAA:

· Receive, from an Originator, a request to issue an access token which includes an authorization grant.

· Verify that the authorization grant is valid.

· Issue the requested access token, if permitted by the authorization grant.

· Send the access token to the Originator

The Authorization Server is expected to be configured with policies allowing it to determine the validity of the authorization grant – in particular:

· The Authorization Server may need credentials for verifying the authenticity of the authorization grant (that is, verify that the Grant Issuer genuinely issued this authorization grant). 

· The Authorization Server needs to know the range of permissions on the Host CSE for which the Grant Issuer is allowed to issue authorization grants.

· (If this feature is desirable) The Authorization Server needs to know the range of permissions on the Host CSE for which the Grant Approver is allowed to approve issue authorization grants.

6.1.2.5
Host CSE
A Host CSE performs the following functions within the scope of DAA:

· Receive, from an Originator, a request to perform actions one or more resources, accompanied by an access token. 

· Verify that the access token is valid.

· Perform the requested actions, if permitted by the access token.

· Send the access token to the Originator.

The Host CSE is expected to be configured with policies allowing it to determine the validity of the access token – in particular:

· The Host CSE may need credentials for verifying the authenticity of the access token (that is, the Host CSE may need to verify that the Grant Issuer or Authorization Server genuinely issued this access token). 

· The Host CSE needs to know the range of permissions on the Host CSE for which the access token issuer (Grant Issuer or Authorization Server) is allowed to issue authorization grants.

· (If this feature is desirable) The Host CSE may need to know the range of permissions on the Host CSE for which the Grant Approver is allowed to approve issue authorization grants.

6.1.3
Reference Points
6.1.3.1
DAA Authorization Grant Issuance (Dagi) Reference Point

This reference point is between the Originator and the Grant Issuer.

This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Enabling the Originator to request an authorization grant from the Grant Issuer. This could include: 

· Enabling the Grant Issuer to verify which Originator sent the request (for example, using a digital signature or MIC).

· Enabling the Originator to identify a Grant Approver to approve the request.

· Enabling the Originator to identify the applicable Host CSE(s).

· Enabling the Originator to indicate the scope of permissions to be granted by the authorization grant. Clause 7 and 8 will discuss how this scope is indicated. For example, the scope may be a set of resources or a “role” used in an accessControlPolicy resource.

· Enabling the Originator to identify the Authorization Server which will issue access tokens.

· A desired time window for the authorization grant.
· Enabling the Grant Issuer to send a respond to the Originator ,which could comprise

· Providing an error message or

· Providing an authorization grant or a unique identifier for the authorization grant (which can be subsequently used by the Authorization Server to retrieve the authorization grant). The Grant Issuer may also provide additional information that the Originator might need regarding the authorization grant.

· Enabling the Originator and Grant Issuer to establish a credential that the Originator will use to prove to the Authentication Server that the authorization grant was issued to the Originator. This may impact the request and/or response across this reference point.
6.1.3.2
DAA Authorization Grant Approval (Daga) Reference Point

This reference point is between the Grant Issuer and the Grant Approver.
This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8)

· Enabling the Grant Issuer to request approval, from the Grant Approver, to issue an authorization grant on behalf of the Grant Approver. This could include: 

· Providing details of the Originator’s request for an authorization grant (see clause 6.1.3.1 “DAA Authorization Grant Issuance (Dagi) Reference Point”)

· Suggesting a different time window for the authorization grant.

· Suggesting an authorization grant type.

· Enabling the Grant Approver to send a respond to the Grant Issuer which could comprise

· Decision (approved/denied).

· Selected time window.

· Selected authorization type.

Editor's note: The interface between the Policy Enforcement Point (PEP) and Policy Decision Point (PDP) in the Authorization Architecture in TR-0016 [TR-0016] might provide the features of Daga. It is worth considering re-use of this TR-0016 [TR-0016] interface for Daga.
The Grant Approver can be an oneM2M entity (CSE or AE), but the architecture reference model also allows the Grant Approver to be a non-oneM2M entity – provided it can communicate with the Grant Issuer. Consequently, while this reference point can involve communication between two oneM2M entities over Mcc or Mca, it is also possible that this reference point can involve communication over non-oneM2M reference points. 
6.1.3.3
DAA Access Token Issuance (Dati) Reference Point

This reference point is between the Originator and the Authorization Server.
This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Enabling the Originator to request an access token from the Authorization Server. This could include: 

· Providing an authorization grant or a unique identifier for the authorization grant (which can be subsequently used by the Authorization Server to retrieve the authorization grant). 

· Enabling the Authorization Server to verify that the Originator which sent the request is also the Originator to whom the authorization grant was issued (for example, using a digital signature or MIC).
· Enabling the Originator to indicate the scope of permissions to be granted by the access token (if smaller than the scope of permissions represented by the authorization token). Clause 7 and 8 will discuss how this scope is indicated. For example, the scope may be a set of resources or a “role” used in an accessControlPolicy resource.
· Enabling the Authorization Server to send a respond to the Originator ,which could comprise

· Providing an error message or

· Providing an access token or a unique identifier for the access token (which can be subsequently used by the Host CSE to retrieve the access token). The Authorization Server may also provide additional information that the Originator might need regarding the access token.

· Enabling the Originator and Authorization Server to establish a credential that the Originator will use to prove to the Host CSE that the authorization grant was issued to the Originator. This may impact the request and/or response across this reference point.

6.1.3.4
DAA Access Token Usage (Datu) Reference Point

This reference point is between the Originator and the Host CSE.

This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Enabling the Originator to provide an access token with a request to act on a resource(s) to the Host CSE. This could include: 

· Providing an access token or a unique identifier for the access token (which can be subsequently used by the Host CSE to retrieve the access token). 

· Enabling the Host CSE to verify that the Originator which sent the request to act on resource(s) is also the Originator to whom the access token was issued (for example, using a digital signature or MIC).
· Enabling the Host CSE to provide an error message to the Originator, which could comprise

· Identifying that the access token is no longer valid

· Identifying an authorization server that the Host CSE allows to issue access tokens. This is used in the case that either no access token was provided, or an access token was provided but not recognized by the Host CSE.

6.1.3.5
DAA Authorization Grant Data (Dagd) Reference Point

This reference point is between the Grant Issuer and the Authorization Server.

This reference point defines how authorization grants are formed at the Grant Issuer and processed at the Authorization Server.
The authorization grant data can traverse the Daga and Dati reference points via the Originator. 
Alternatively, the authorization grant data could be communicated directly from the Grant Issuer to the Authorization Server, with the Daga and Dati reference points communicating an unique identifier for the authorization grant (rather than communicating the authorization grant data itself). This alternative may suite scenarios where the roles of Grant Issuer and Authorization Server are assumed by a single entity.

This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Identify the Originator authorized by the authorization grant
· Identify the Grant Issuer that issued the authorization grant.

· Verify that the identified Grant Issuer issued the authorization grant.

· Identify the Grant Approver that approved issuing the authorization grant.

· Identify the Authorization Server for which the authorization grant is intended.

· Identify the Host CSE(s) for which resulting access token(s) are intended.

· Identify the permissions represented by the authorization grant.

· Identify the time window within which the authorization grant is valid.
6.1.3.6
DAA Access Token Data (Datd) Reference Point

This reference point is between the Authorization Server and the Host CSE.

This reference point defines how access tokens are formed at the Authorization Server and processed at the Host CSE. 

The access token data can traverse the Dati and Datu reference points via the Originator.
Alternatively, the access token data could be communicated directly from the Authorization Server to the Host CSE, with the Dati and Datu reference points communicating an unique identifier for the access token (rather than communicating the access token data itself). This alternative may suite scenarios where the roles of Authorization Server and Host CSE are assumed by a single CSE.

This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Identify the Originator authorized by the access token.

· Identify the Authorization Server that issued the access token.

· Verify that the identified Authorization Server issued the access token.

· Identify the authorization grant used as the basis for issuing this access token.

· Identify the Grant Issuer that issued the authorization grant.

· Identify the Grant Approver that approved issuing the authorization grant.

· Identify the Host CSE(s) for which the access token is intended.

· Identify the permissions represented by the access token.

· Identify the time window within which the access token is valid.

-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

[i.2]
oneM2M TS-0001 “Functional Architecture”

[i.3]
oneM2M TS-0003 “Security Solutions”

[i.4]
oneM2M TS-0011 “Common Terminology”

[RFC6749] 
IETF RFC 6749: “The OAuth 2.0 Authorization Framework”, 2012
[TR0012] 
oneM2M TR-0016 “Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies”
-----------------------Start of Changes to References Section -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in oneM2M TS-0011 [i.4], oneM2M TS-0003 [i.3] and the following apply:

access token [RFC6749]:
a dynamically issued credential which can be used to access resources. An access token represents an authorization issued to the Originator. 
authorization grant [RFC6749]:
a dynamically issued credential representing the Grant Approver’s authorization to access resources. An authorization grant can either be used directly access token, or used by the Originator to obtain an access token. 

authorization server:
An entity with permission to access tokens to the originator upon presentation of an authorization grant. Performs a functional role similar to an OAuth 2.0 authorization server [RFC6749].

 (oneM2M) dynamic authorization architecture: a framework providing dynamic authorization for obtaining access to resources.
grant approver: 
An entity with permission to granting access to a protected resource. Provides part of the functionality of an OAuth 2.0 resource owner [RFC6749]

grant issuer: 
An entity recognised (by the Host CSE and/or an authorization server) as having  permission to issue authorization grants. Provides part of the functionality of an OAuth 2.0 resource owner [RFC6749].

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms

For the purposes of the present document, the abbreviations given in oneM2M TS-0011 [i.4], oneM2M TS-0003 [i.3] and oneM2M TR-0012 [TR-0012] and the following apply:

DAA
(oneM2M) Dynamic Authorization Architecture

Daga
DAA Authorization Grant Approval reference point

Dagd 
DAA Authorization Grant Data reference point

Dagi
DAA Authorization Grant Issuance reference point

Datd
DAA Access Token Data reference point

Dati 
DAA Access Token Issuance reference point

Datu
DAA Access Token Usage reference point

OAuth
Web Authorization Protocol (denotes an IETF Working Group and specifications produced by that working group)

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

�The DAA reference point descriptions address transporting the messages, so there is no need to include this sentence here. I have deleted it.
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