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1
Introduction

This contribution provides a proposal about how to implement Attribute Based Access Control in the oneM2M System for TR-0016.
2
Proposal
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.z1]
NIST Special Publication 800-162 – Guide to Attribute Based Access Control (ABAC) Definition and Considerations.
6.x
Implementing Attribute Based Access Control
6.x.1
Introduction of Attribute Based Access Control
The essence of Attribute Based Access Control (ABAC) is that accesses are granted to resources based on the attributes of requester, resources and environment conditions. In [i.z1] the ABAC is defined as: an access control method where subject requests to perform operations on objects are granted or denied based on assigned attributes of the subject, assigned attributes of the object, environment conditions, and a set of policies that are specified in terms of those attributes and conditions.
According to [i.z1], the core ABAC mechanism could be shown as Figure 6.x.1-1. The major elements of ABAC are:
· Attributes are characteristics of the subject, object, or environment conditions. Attributes contain information given by a name-value pair.

· A subject is a human user or non-person entity, such as a device that issues access requests to perform operations on objects. Subjects are assigned one or more attributes.
· An object is a system resource for which access is managed by the ABAC system, such as devices, files, records, tables, processes, programs, networks, or domains containing or receiving information. It can be the resource or requested entity, as well as anything upon which an operation may be performed by a subject including data, applications, services, devices, and networks.

· An operation is the execution of a function at the request of a subject upon an object. Operations include read, write, edit, delete, copy, execute, and modify.

· An access control policy is the representation of rules or relationships that makes it possible to determine if a requested access should be allowed, given the values of the attributes of the subject, object, and possibly environment conditions.

· Environment conditions: operational or situational context in which access requests occur. Environment conditions are detectable environmental characteristics. Environment characteristics are independent of subject or object, and may include the current time, day of the week, location of a user, or the current threat level.
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Figure 6.x.1-1: NIST Core ABAC Mechanism
Besides the ABAC data elements defined in [i.z1], the ABAC model used in oneM2M System should includes a set of sessions where each session is a mapping between a subject and an activated subset of attributes that are assigned to the subject. In the oneM2M System the subject attributes used by the ABAC mechanism for making an access control decision are those attributes which are activated in a session.
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