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1
Introduction

This contribution provides a proposal about how to extend XACML and SAML for exchanging messages between authorization components in the oneM2M System for TR-0016.
2
Proposal
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.y2]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.
6
Detailed design of authorization architecture
6.x
Message between authorization components
6.x.1
Proposal 1: Extending XACML and SAML for exchanging message between authorization components
6.x.1.1
Messages between PEP and PDP
6.x.1.1.1
Introduction of XACML <Request> element and <Response> element
XACML [i.y2] defines a reference architecture that includes functions such as Policy Decision Points (PDPs), Policy Enforcement Points (PEPs), Policy Administration Points (PAPs), and Policy Information Points (PIPs) to control access. The functions of PEP and PDP defined in the oneM2M authorization architecture are the same as the functions of PEP and PDP defined in the XACML.
The format of an access decision request sent from a PEP to a PDP is specified by the <Request> element, and the format of an access decision response sent from a PDP to a PEP is specified by the <Response> element.

As XACML is primarily an Attribute Based Access Control system (ABAC), its <Request> element and <Response> element can express complicated access decision request and access decision response respectively. This proposal described in the following sub-sections suggests using XACML <Request> element and <Response> element to express the messages exchanging between PEP and PDP in the oneM2M authorization System.
6.x.1.1.2
Using XACML <Request> element
In XACML an access decision request is constructed by the <Request> element and its child elements: <Attributes>, <Attribute> and <Content>.

The <Request> element is defined as follows:
<xs:element name="Request" type="xacml:RequestType"/>

<xs:complexType name="RequestType">

<xs:sequence>

<xs:element ref="xacml:RequestDefaults" minOccurs="0"/>

<xs:element ref="xacml:Attributes" maxOccurs="unbounded"/>

<xs:element ref="xacml:MultiRequests" minOccurs="0"/>

</xs:sequence>

<xs:attribute name="ReturnPolicyIdList" type="xs:boolean" use="required"/>

<xs:attribute name="CombinedDecision" type="xs:boolean" use="required" />

</xs:complexType>
The <Attributes> element are used to organize various request parameters into different attribute categories. Currently XACML defines four attribute categories:
· subject: this category is used to organize subject related attributes, such as Originator ID, roles and IP address of the Originator in the oneM2M System.
· resource: this category is used to organize resource related attributes, such as resource ID, URI and time of creation in the oneM2M System.
· action: this category is used to organize action related attributes, such as Create, Retrieve and Delete operation in the oneM2M System.
· environment: this category is used to organize environment related attributes, such as current date and current time.
The <Attributes> element is defined as follows:
<xs:element name="Attributes" type="xacml:AttributesType"/> 

<xs:complexType name="AttributesType"> 

<xs:sequence> 

<xs:element ref="xacml:Content" minOccurs="0"/> 

<xs:element ref="xacml:Attribute" minOccurs="0" maxOccurs="unbounded"/> 

</xs:sequence> 

<xs:attribute name="Category" type="xs:anyURI" use="required"/> 

<xs:attribute ref="xml:id" use="optional"/> 

</xs:complexType><xs:complexType name="SubjectType">
The <Attribute> elements are used to specify attributes in XACML. It contains attribute metadata and one or more attribute values. The attribute meta-data comprises the attribute identifier and the attribute issuer. The <Attribute> element is defined as follows:
<xs:element name="Attribute" type="xacml:AttributeType"/> 

<xs:complexType name="AttributeType"> 

<xs:sequence> 

<xs:element ref="xacml:AttributeValue" maxOccurs="unbounded"/> 

</xs:sequence> 

<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/> 

<xs:attribute name="Issuer" type="xs:string" use="optional"/> 

<xs:attribute name="IncludeInResult" type="xs:boolean" use="required"/> 

</xs:complexType>
The <Content> element is used to hold additional sources of attributes in free form XML document format. The <Content> element is defined as follows:
<xs:element name="Content" type="xacml:ContentType"/>

<xs:complexType name="ContentType" mixed="true"> 

<xs:sequence> 

<xs:any namespace="##any" processContents="lax"/> 

</xs:sequence> 

</xs:complexType>
A proposal of parameter mapping from oneM2M access decision request to XACML access decision request is shown in the Table 6.x.1.1.2-1
Table 6.x.1.1.2-1: Parameters of oneM2M access request mapping to XACML access decision request
	oneM2M request parameter
	XACML Category
	XACML Content/AttributeId
	XACML DataType

	to
	resource
	urn:oasis:names:tc:xacml:1.0:resource:resource-id
	xs:anyURI

	fr
	subject
	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	m2m:ID

	role
	subject
	m2m:service-subcription-role
	m2m:SRole-ID

	op
	action
	urn:oasis:names:tc:xacml:1.0:action:action-id
	m2m:operation

	fc
	resource
	xacml:content
	m2m:filterCriteria

	rq_time
	environment
	urn:oasis:names:tc:xacml:1.0:subject:request-time
	m2m:timestamp

	rq_loc
	subject
	m2m:locationRegion
	m2m:countryCode, m2m: circRegion

	rq_ip
	subject
	urn:oasis:names:tc:xacml:3.0:subject:authn-locality:ip-address
	m2m:ipv4, m2m:ipv6


Editor note: this table needs FFS.
The following is an example of using XACML decision request to express oneM2M authorization request which contains the information of Originator identity, role occupied by the Originator, resource URI, operation on the resource and the time of access.
<?xml version="1.0" encoding="UTF-8"?> 

<Request xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

xsi:schemaLocation="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17 http://docs.oasis-open.org/xacml/3.0/xacml-core-v3-schema-wd-17.xsd" 
targetNamespace="http://www.onem2m.org/xml/protocols"
xmlns:m2m="http://www.onem2m.org/xml/protocols"
ReturnPolicyIdList="false"> 
<Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"> 

<Attribute IncludeInResult="false" AttributeId="m2m:ID"> 

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">//globalm2m.org/CSE1/123A38ZZY </AttributeValue> 

</Attribute> 

<Attribute IncludeInResult="false" AttributeId="m2m:service-subcription-role"> 

<AttributeValue DataType="m2m:SRole-ID" >Software Management</AttributeValue> 

</Attribute> 

</Attributes>
<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"> 

<Attribute IncludeInResult="false" AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"> 

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#anyURI">//cse1.mym2msp.org/</AttributeValue> 

</Attribute> 

</Attributes>
<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"> 

<Attribute IncludeInResult="false" AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" > 

<AttributeValue DataType="m2m:operation">Retrieve</AttributeValue> 

</Attribute> 

</Attributes>
<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:environment"> 

<Attribute IncludeInResult="false" AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-date" > 

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#date">2010-01-11</AttributeValue> 

</Attribute> 

</Attributes>
</Request>
6.x.1.1.3
Using XACML <Response> element
In XACML an access decision request is constructed by the <Response> element and its child element: <Result>.

The <Response> element is defined as follows:

<xs:element name="Response" type="xacml:ResponseType"/>

<xs:complexType name="ResponseType">

<xs:sequence>

<xs:element ref="xacml:Result" maxOccurs="unbounded"/>

</xs:sequence>

</xs:complexType>
The <Result> element is defined as follows:

<xs:complexType name="ResultType">

<xs:sequence>

<xs:element ref="xacml:Decision"/>

<xs:element ref="xacml:Status" minOccurs="0"/>

<xs:element ref="xacml:Obligations" minOccurs="0"/>

<xs:element ref="xacml:AssociatedAdvice" minOccurs="0"/>

<xs:element ref="xacml:Attributes" minOccurs="0" maxOccurs="unbounded"/>

<xs:element ref="xacml:PolicyIdentifierList" minOccurs="0"/>

</xs:sequence>

</xs:complexType>
Meaning of these elements are:

· <Decision> element: describes the authorization decision that may be one of the following values:
· “Permit”, the requested access is permitted.
· “Deny”:  the requested access is denied. 
· “Indeterminate”: the PDP is unable to evaluate the requested access, for example missing attributes, syntax errors in the decision request, unable to retrieve policies, etc.
· “NotApplicable: the PDP does not have any policy that is applicable to the decision request.
· <Status> element: indicates whether errors occurred during evaluation of the decision request and information about the errors.
· <Obligations> element: describes a list of obligations that must be fulfilled by the PEP.

· <AssociatedAdvice> element: describes a list of advice that might be used by the PEP.

· <Attributes> element: a list of attributes that were part of the request, which may be required to be included in the decision response by the PEP.

· <PolicyIdentifierList>: the policy used by the PDP to evaluate the decision request may be returned  if the PEP has such requirement.

· 
· 
· 
· 
The <Obligations> element can be used to pass additional rule, policy or policy set that should be perform by the PEP.  In the oneM2M System privacy related policies that should be performed by the PEP could be passed via the <Obligations> element.
The <AssociatedAdvice> element can be used to provide supplemental information about an access decision. In the oneM2M System <AssociatedAdvice> element could be used to pass various extension information to the PEP.
The following is an example of using XACML decision response to express oneM2M access response which expresses an permitted access decision.
<?xml version="1.0" encoding="UTF-8"?>

<Response xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

xsi:schemaLocation="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17 

http://docs.oasis-open.org/xacml/3.0/xacml-core-v3-schema-wd-17.xsd"> 
<Result>

<Decision>Permit</Decision> 

<Status>

<StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok" /> 

</Status>

</Result>

</Response>
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