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Comments on Clause 6.1 – Centralized authorization
It is good to have both possibilities described in 6.1 and 6.2:
· 6.1 is the “basic” level, with everything integrated

· 6.2 is the “evolved” level, where a distributed architecture is required

On the naming of 6.1, though, I think that “centralized” is a quite misleading term. In fact, 6.1 is rather “self-contained”, more than “centralized”. If someone whishes to deploy a solution where authorization is “centralize”, they would actually rather use the distributed architecture and host the Policy Decision Point in a centralized server.

I would thus suggest to rename clause 6.1 into “Self-contained authorization”, rather than “centralized authorization”

Comments on Clause 6.2.2 – Proposal 1: Resource-based
The clauses 6.2.2.2 and 6.2.2.3 define new resources to support a distributed authorization architecture where the Policy Enforcement Point (the CSE where authorization must be enforced), the Policy Decision Point, the Policy Retrieval Point and the Policy Information Point are possibly located in different places.

An issue that has often been raised in the oneM2M architecture about the creation of new resource types is whether oneM2M should specify resources or not.

The general guideline so far has been that it makes sense to create (and specify) new resources in oneM2M if these resources will actually be exposed over the oneM2M reference points Mca, Mcc and Mcn.
Reading the text with an external perspective, a couple of issues seem to appear with these resources.

First, it is not clear why the proposed resources are virtual. For example clause 6.2.2.2.2 states the following:

When a RETRIEVE Request addresses the <policyDecisionPoint> resource, a PDP process is triggered. The access control decision request shall be included in the Content parameter of the RETRIEVE Request,  and the access control decision response shall be included in the Content parameter of the RETRIEVE Response.
It would be very beneficial if the text explicitly stated which actor would send a RETRIEVE request on that policyDecisionPoint resource. In fact, it is very likely that this would be the CSE (or Policy Enforcement Point), in which case the “request” is either:

· Going to the Policy Decision Point, crossing an Mcc reference point, in which case it should be further described in the procedure what the PEP-CSE and the PDP-CSE do, how the resource structure look on them and which resources are actually retrieved (with a flow chart). The actual content of such a request carrying the access control policy request is not described either and should be described.
· Or just staying inside the PEP-CSE, in order to look up where the PDP resides.
Second, it seems that creation of the proposed resources corresponds to some provisioning action (relationship with device management could also be investigated here), whereas retrieval of such resources correspond more to the operational phase, where the policies are retrieved, checked and used. This does not seem very consistent. One could expect that retrievel of the resources would also correspond to provisioning/management operations.
Again, it is advised that one looks at device management – related resources and procedures.

Comments on Clause 7 – User-specified ACPs

The first comment that comes to mind is that it seems very strange that solutions (clause 7.3) are already proposed, whereas no issues (clause 7.1) or guidelines (clause 7.2) are provided. Which problem are we trying to solve?

Further, the currently proposed new attributes for the resource accessControlPolicy in 7.3.1.2 are far from clear. What is a policyRef? A reference to a policy, ok. But how is it used? Why would one retrieve an Access Control Policy from another ACP? For the purpose of some inheritance, maybe? If yes, why not, but this is not described.
Further clarifications are definitely needed on this aspect.
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