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	Chair:
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	Vice Chairs:
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Zhou Wei, Datang Telecom Technology@Industry Holdings Co.
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	Nicole Butler, ATIS (nbutler@atis.org)

	Meeting Date:
	7-11 September 2015
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document:
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 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of meeting 

1.1
Welcome
The meeting was opened by the Chair, Francois Ennesser, Gemalto (Francois.Ennesser@gemalto.com), and began on 7 September 2015.
1.2
Schedule for WG4 (SEC)
The schedule, as noted on the agenda, was reviewed and updated. Additional updates to the schedule will be made, as needed, and will be reflected on future revisions of the agenda.
1.3
Attendees

The official list of TP16 participants is available on the Portal.
2
Review of Agenda
SEC-2015-0592-SEC_19_Agenda
· Updates were made during discussions and revisions will be posted

AGREED - SEC-2015-0592R04-SEC_19_Agenda
3
Approval of Previous Minutes 

SEC meeting minutes were approved electronically.
4
Review of Objectives for the Meeting
The objectives, as listed on the agenda, were noted.
5
Review of Action Items
The open action items, as listed on the agenda, were reviewed.
6
Corrections and Enhancements CRs (generic WIs)
6.1

Corrections/Clarifications to TS-0003

	SEC-2015-0579
	Fix SRole-ID integration with Security ACPs
	Alcatel-Lucent

	
	
	


SEC-2015-0579- Fix SRole-ID integration with Security ACPs
· Should an AE-ID be associated with more than one SSID? The proposed model is role-based security.  The role parameters in the request were unable to be defined and agreed for Release 1.
· There are no definitions of roles in Release 1, it was recommended to examine how roles are used today and contrast how that could be applied to the framework supplied by Alcatel-Lucent.  
· It would be useful to agree to one concept of role based security for Release 2.

· It was noted ALU could produce a contribution on a sequence of actions needed to evaluate policy, Oburthur and Qualcomm security experts will also assist in that effort.
NOTED - SEC-2015-0579- Fix SRole-ID integration with Security ACPs
6.2

Enhancements to TS-0003

None
6.3

Contributions Affecting REQ Deliverables
None

6.4
Contributions Affecting ARC Deliverables

	SEC-2015-0583R01
	RESTful Administration API discussion
	Fujitsu

	ARC-2015-2053
	Fix SRole-ID integration in Security ACPs
	AlcatelLucent

	ARC-2015-2054
	Fix SRole-ID integration in Security ACPs
	AlcatelLucent

	SEC-2015-0606
	Discussion on Security Administration API
	Giesecke & Devrient

	ARC-2015-2074
	CR_tenant_support
	Fujitsu

	ARC-2015-2091
	CR TS-0001 R1 Security alignment
	Gemalto

	ARC-2015-2092
	CR TS-0001 R2 Security Alignment mirror
	Gemalto

	ARC-2015-2069
	Modifications to ServiceSubscribedNode and AppRule
	ALU

	ARC-2015-2063
	LWM2M_IW_ARC_Notification_Considerations
	Gemalto

	ARC-2015-2064
	Notification Enhancement
	Gemalto

	ARC-2015-2065
	Notification_Enhancement-Mirror
	Gemalto

	ARC-2015-2007
	MNT_CR_request_ID_clarification_(R2)
	LGE

	ARC-2015-2006
	MNT_CR_request_ID_clarification_(R1)
	LGE

	ARC-2015-2126
	CR_result_content_parameter_summary(R1)
	LGE

	ARC-2105-2127
	CR_result_content_parameter_summary(R2)
	LGE

	ARC-2015-2132
	STE_CR_additional_filter_condition_for_container_manipulation  
	LGE


ARC-2015-2074- CR_tenant_support
· Participants discussed how the tenant would be used.
· It would be useful to have a problem statement to help clarify the intent of this proposal. 

· This contribution should examine if it is approaching a CSE ID or a CSE based-resource, and if the CSE ID is already addressing the concept of tenant. 

NOTED - ARC-2015-2074- CR_tenant_support
ARC-2015-2091- CR TS-0001 R1 Security alignment
· Concerns were expressed regarding the proposed wording for the first change.
· It would be useful to discuss the AE in the instantiation of the operation.

· A revision is expected.

NOTED - ARC-2015-2091- CR TS-0001 R1 Security alignment
NOTED - ARC-2015-2091R1- CR TS-0001 R1 Security alignment
AGREED - ARC-2015-2091R2- CR TS-0001 R1 Security alignment
ARC-2015-2092- CR TS-0001 R2 Security Alignment mirror
· A revision is expected
NOTED - ARC-2015-2092- CR TS-0001 R2 Security Alignment mirror
AGREED - ARC-2015-2092R02- CR TS-0001 R2 Security Alignment mirror
ARC-2015-2063- LWM2M_IW_ARC_Notification_Considerations
· Participants discussed if it is enough to describe only one event type for retrieve.  
· Discussion occurred regarding the retrieval of the container in this mechanism. It was asked if retrieve access to the latest can be added to the parent.  This clarification needs to be added.
NOTED - ARC-2015-2063R03- LWM2M_IW_ARC_Notification_Considerations
ARC-2015-2064- Notification Enhancement
· A revision is expected

NOTED - ARC-2015-2064R03- Notification Enhancement
ARC-2015-2065- Notification_Enhancement-Mirror
· A revision is expected

NOTED - ARC-2015-2065R02- Notification_Enhancement-Mirror
ARC-2015-2007- MNT_CR_request_ID_clarification_(R2)
· A revision is expected

NOTED - ARC-2015-2007R01- MNT_CR_request_ID_clarification_(R2)
ARC-2015-2006- MNT_CR_request_ID_clarification_(R1)
· Participants discussed the benefit of the proposed changes. Edits were suggested to keep the qualifier for globally unique.  It was commented that corrections were needed in section 7.1.7.
· It is important not to over build in order to achieve global uniqueness.

· Whenever the Request Identifier is used it must be recognized as globally unique. 

NOTED - ARC-2015-2006R01- MNT_CR_request_ID_clarification_(R1)
ARC-2015-2126- CR_result_content_parameter_summary(R1)
· The highlights will be removed in a revision.
· It was noted that “Change 2” was a copy and paste error and will be deleted.

· Participants discussed if this change is needed for release 1. 

· There is a need to also be able to have record of the children of deleted content, making attributes and child resources valid.

NOTED - ARC-2015-2126- CR_result_content_parameter_summary(R1)
ARC-2015-2127- CR_result_content_parameter_summary(R2)
· It was noted that “Change 2” was a copy and paste error and will be deleted.

NOTED - ARC-2015-2127- CR_result_content_parameter_summary(R2)
ARC-2015-2069- Modifications to ServiceSubscribedNode and AppRule
· Participants discussed if hanges should be made from WO to RW, and research needs for be done on related aspects of TS-0004.  
· There is a need to identify applications and AEs associated with a subscription/profile.  

· Is a service subscribe node representative of the nodes the AEs are hosted on?  And if not how do you identify the applications and AEs?

· Additional discussion is expected on this topic via email.

NOTED - ARC-2015-2069- Modifications to ServiceSubscribedNode and AppRule
SEC-2015-0583R01- RESTful Administration API discussion
NOTED - SEC-2015-0583R01- RESTful Administration API discussion
ARC-2015-2053- Fix SRole-ID integration in Security ACPs
· Participants discussed if the Service Role feature was deliberately postponed to Release 2.  
· ALU noted no objection to applying this change to Release 2.

· It was agreed that this modification is for Release 2.  
· The details of the revised proposal will be discussed further in SEC.  The concept of role, what it is, and what it should be used for will be discussed in SEC and that brought to ARC.  
· There may be a need to address this topic in both the SEC and ARC specifications. 
Action Item:  SEC will define the concept of role:  what it is, and what it is used for.

Action Item: A joint call of ARC and SEC will be scheduled to address this topic.

NOTED - ARC-2015-2053- Fix SRole-ID integration in Security ACPs
ARC-2015-2054- Fix SRole-ID integration in Security ACPs
NOTED - ARC-2015-2054- Fix SRole-ID integration in Security ACPs
SEC-2015-0606- Discussion on Security Administration API
· Participants discussed the location of the new proposed Mcs reference point.  It was noted Mcs is only related to a secure environment.  It was further commented that the relationship with device management has to be clarified and that the new reference point may need to be added to TS-0001.
· The proposal would form a standard interface to manage and administer sensitive data and functions within a secure environment.  It was further clarified the secure environment abstraction currently focus on what is needed in the field domain.  
· It was further commented that other people and groups within oneM2M are examining security administration in particular for the infrastructure domain as well. Alignment of terminology and separation of “security administration” vs. “SE administration” is therefore needed.
· This topic will be discussed further with ARC experts. 

NOTED - SEC-2015-0606- Discussion on Security Administration API
6.5
Contributions Affecting PRO Deliverables

	PRO-2015-832
	group-access control-stage3
	Huawei

	SEC-2015-0599
	TR-0016 Authorization Messages between PEP and PDP
	Datang

	SEC-2015-0600
	TR-0016 Authorization Messages between PDP and PIP
	Datang

	PRO-2015-956
	TS-0008 Resloving Issues from TST WG
	LGE

	PRO-2015-914
	TS-0009-Request-Target
	Qualcomm

	PRO-2015-928R01
	CR-Group_NotificationForwardingURI_R1
	Interdigital

	PRO-2015-0920R01
	CR-Subscription-EventNotificationCriteria-Attribute_R1
	Interdigital


PRO-2015-0832R01- group-access control-stage3
· Edits were made resulting in an R02.
· This contribution is towards Release 2.

AGREED - PRO-2015-0832R02- group-access control-stage3
SEC-2015-0599R01- TR-0016 Authorization Messages between PEP and PDP
· Feedback is solicited from PRO experts on oneM2M access request mapping.
NOTED - SEC-2015-0599- TR-0016 Authorization Messages between PEP and PDP
SEC-2015-0600- TR-0016 Authorization Messages between PDP and PIP
· Feedback is solicited from PRO experts on mapping between PDP and PIP.
· Participants discussed the current protocol used for PDP to PIP.
· There were concerns that this could be confusing, and the terms should be defined as coming from XML.  

· Would be useful if this could be folded around the existing structure.

· Concern was expressed that using SaML could add complexity. 
· Further research and discussion is needed for the group to determine the usefulness of this solution.

NOTED -SEC-2015-0600- TR-0016 Authorization Messages between PDP and PIP
PRO-2015-0956- TS-0008 Resloving Issues from TST WG
AGREED - PRO-2015-0956- TS-0008 Resloving Issues from TST WG
PRO-2015-0914R01- TS-0009-Request-Target
AGREED - PRO-2015-0914R01- TS-0009-Request-Target
PRO-2015-0928R01- CR-Group_NotificationForwardingURI_R1
· Minor editorial change led to an R02.

· Other edits were suggested for clarity.

· A revision is expected

NOTED - PRO-2015-0928R02- CR-Group_NotificationForwardingURI_R1
7
Contributions to Existing WIs for Future Releases

7.1

TR-0012 / WI 0016 Group Authentication and End-to-End Security
	SEC-2015-0577
	JOSE RFC references
	Qualcomm

	SEC-2015-0590
	Proposal Solution for Data Security
	InterDigital

	SEC-2015-0601
	Comments to TR-0012 v0.6.0
	Sierra Wireless


SEC-2015-0577- JOSE RFC References
AGREED - SEC-2015-0577- JOSE RFC References
SEC-2015-0590R01- Proposal Solution for Data Security

· Participants discussed the updates as proposed in this contribution.  
· Participants discussed the proposed figure for hosting secure data, including how it would be implemented.

· Some additional clarification is needed on the constraints of this proposed model.
· Text is needed to define the various roles in the registration of credentials.

· It was proposed the diagram be enhanced how the data created by an originator AE is actually retrieved by the consumer AE. 
· In addition it was commented that there may be a different solution in case the originator is also the consumer of the data and it was commented that this flow does not apply in this case as the sensitive data may then be stored locally within the secure environment using the Mcs reference point.
· A revision was reviewed, and edits were recommended and additional discussions may be needed.  
· An editor’s note was placed in the R04 indicating that some additional discussion is needed on Figure 8X2-1, noting the validity and security aspects of the flow requires additional investigation.
· The contribution was agreed as a baseline and will have to be enhanced in order to address above concerns.
NOTED - SEC-2015-0590R01- Proposal Solution for Data Security

AGREED - SEC-2015-0590R04- Proposal Solution for Data Security

SEC-2015-0601- Comments to TR-0012 v0.6.0

· This contribution provides suggestions for alignment with ARC documents.  
NOTED - SEC-2015-0601- Comments to TR-0012 v0.6.0

Action Item: Security and Architecture Group experts were asked to bring a contribution to clarify the terminology for nodes and entities.  
7.2

TR-0016/WI-0023 – Authorization Architecture and Policies

	SEC-2015-0589
	Proposal for Privacy Policy Protection Architecture for TR-0016
	KDDI

	SEC-2015-0593
	Introduction of Role-based Access Control
	Datang, CATR

	SEC-2015-0594
	General Procedure of Role-based Access Control
	Datang, CATR

	SEC-2015-0595
	Solutions of implementing Role-based Access Control
	Datang

	SEC-2015-0596
	Introduction of Attribute-based Access Control
	Datang, China Unicom

	SEC-2015-0597
	General Procedure of Attribute-based Access Control
	Datang, China Unicom

	SEC-2015-0598
	Solutions of implementing Attribute-based Access Control
	Datang

	SEC-2015-0599
	Authorization messages between PEP and PDP
	Datang

	SEC-2015-0600
	Authorization messages between PDP and PIP
	Datang

	SEC-2015-0602
	Comments to TR-0016 v0.3.0
	Sierra Wireless


SEC-2015-0589R06- Proposal for Privacy Policy Protection Architecture for TR-0016
AGREED - SEC-2015-0589R06- Proposal for Privacy Policy Protection Architecture for TR-0016
SEC-2015-0593R01- Introduction of Role-based Access Control
AGREED - SEC-2015-0593Ro1- Introduction of Role-based Access Control
SEC-2015-0594- General Procedure of Role-based Access Control

· It was recommended to expand the PDP to become a trusted entity.  
AGREED - SEC-2015-0594R02- General Procedure of Role-based Access Control

SEC-2015-0595- Solutions of implementing Role-based Access Control
AGREED - SEC-2015-0595- Solutions of implementing Role-based Access Control

SEC-2015-0596R01- Introduction of Attribute-based Access Control
AGREED - SEC-2015-0596R01- Introduction of Attribute-based Access Control

SEC-2015-0597R02- General Procedure of Attribute-based Access Control
AGREED - SEC-2015-0597R02- General Procedure of Attribute-based Access Control

SEC-2015-0598- Solutions of implementing Attribute-based Access Control
AGREED - SEC-2015-0598- Solutions of implementing Attribute-based Access Control

SEC-2015-0599R01- Authorization messages between PEP and PDP
AGREED - SEC-2015-0599R01- Authorization messages between PEP and PDP

SEC-2015-0600- Authorization messages between PDP and PIP
AGREED - SEC-2015-0600- Authorization messages between PDP and PIP
SEC-2015-0602- Comments to TR-0016 v0.3.0
· The first suggestion is to rename Clause 6.1 to “Self-Contained Authorization.”  Participants discussed the proposed change, and it was noted a clarification of the terminology is needed.
 Action Item: Clarify terminology related to authorization models in Release 1 and Release 2.  
· Participants discussed the second comment regarding the need for clarity the provisioning and retrieval processes.  There may be some guidance in how Device Management was handled.  The rapporteur will discuss this issue with ARC subject matter experts and provide a proposed codification.
· Regarding  Clause 7, it was suggested that the solutions be proposed after the problem is defined, and clarity is needed on the solution as it stands.

NOTED - SEC-2015-0602- Comments to TR-0016 v0.3.0
7.3

TR-0019/WI-0019 – Dynamic Authorization for IoT
	SEC-2015-0585
	Definition of Dynamic Authorization
	InterDigital

	SEC-2015-0586
	Requirements for dynamic authorization policy provisioning
	InterDigital

	SEC-2015-0587
	Use Case Requirements for Dynamic Authorization
	InterDigital

	SEC-2015-0588
	Use Case Requirements for Distributed Dynamic Authorization Functions
	InterDigital

	SEC-2015-0591
	CR TR-0019 §6 High Level Architecture text
	Qualcomm

	SEC-2015-0605
	Existing Frameworks Analysis
	Gemalto

	SEC-2015-0603
	Comments to TR-0019 v0.0.3
	Sierra Wireless


SEC-2015-0585- Definition of Dynamic Authorization
· It was suggested the text be made more generic for dynamic authorization.  It needs to be clear what the group is attempting to achieve with dynamic authorization.  
· A revision was reviewed.
NOTED - SEC-2015-0585- Definition of Dynamic Authorization
AGREED - SEC-2015-0585R02- Definition of Dynamic Authorization
SEC-2015-0586- Requirements for dynamic authorization policy provisioning
· Terminology will need to be changed from PAP to PRP.  Also, normative language needs to be removed.
· Participants discussed where these use cases would be included, considering the Release 2 document is frozen.  
· Concern was expressed that this contribution might have impact on areas beyond security.  

NOTED - SEC-2015-0586- Requirements for dynamic authorization policy provisioning
AGREED - SEC-2015-0586R01- Requirements for dynamic authorization policy provisioning
SEC-2015-0587- Use Case Requirements for Dynamic Authorization
· Discussion occurred regarding the proposed requirements.  It was noted that the terminology might be confusing.  The first requirement was edited to be more generic.  It was further suggested that the requirements be removed since the requirement have been closed for Release 2.
· Discussion occurred regarding dynamic authentication checks, and how they are addressed in this use case.

NOTED - SEC-2015-0587- Use Case Requirements for Dynamic Authorization
AGREED - SEC-2015-0587R02- Use Case Requirements for Dynamic Authorization
SEC-2015-0588- Use Case Requirements for Distributed Dynamic Authorization Functions
· Terminology will need to be changed from PAP to PRP.  Also, normative language needs to be removed.
NOTED - SEC-2015-0588- Use Case Requirements for Distributed Dynamic Authorization Functions
AGREED - SEC-2015-0588R02- Use Case Requirements for Distributed Dynamic Authorization Functions

SEC-2015-0591- CR TR-0019 §6 High Level Architecture text
· Discussion occurred regarding the concept of a grant approval, and if a note should be added explaining this is just one proposed architecture reference model.  The title was edited to reflect that concept.
· It was recommended to add a section describing the model in greater detail. 
NOTED - SEC-2015-0591- CR TR-0019 §6 High Level Architecture text
AGREED - SEC-2015-0591R01- CR TR-0019 §6 High Level Architecture text
Action Item: The rapporteur convert the figures to visio.

SEC-2015-0605- Existing Frameworks Analysis
· Some additional text may be needed to provide a machine-to-machine perspective. It was noted there are other models that are not included in this analysis.  Token usage only represents one approach.
· It is expected and was confirmed that the TR evaluates different options and that then the most appropriate solution will be chosen for the implementation in oneM2M specifications
· Different proposals need to be discussed towards the framework.  The group discussed the most appropriate place in the baseline for the framework analysis.
· It was noted the existing architecture diagram in the baseline may need to be moved for comparison purposes.  A separate CR is expected to address this change.  

Action Item: The rapporteur to provide a contribution to organize the material in sections 6 and 8.

NOTED - SEC-2015-0605- Existing Frameworks Analysis
AGREED - SEC-2015-0605R01- Existing Frameworks Analysis
SEC-2015-0603- Comments to TR-0019 v0.0.3
· Participants discussed these proposed edits, and they will be considered as work moves forward.  
NOTED - SEC-2015-0603- Comments to TR-0019 v0.0.3
7.4

TS-0016/WI-0021 – Secure Environment Abstraction

	SEC-2015-0604
	TS-0016 Sensitive Data Storage Resource
	Giesecke & Devrient

	SEC-2015-0610
	Revised_WI-0021_update_schedule
	Giesecke & Devrient


SEC-2015-0604R01- TS-0016 Sensitive Data Storage Resource
· The document was discussed during a SEC ad hoc meeting and several comments were incorporated into R01.
NOTED - SEC-2015-0604- TS-0016 Sensitive Data Storage Resource
AGREED - SEC-2015-0604R01- TS-0016 Sensitive Data Storage Resource
SEC-2015-0610-Revised_WI-0021_update_schedule
Proposes an update to the schedule.
AGREED - SEC-2015-0610-Revised_WI-0021_update_schedule to be submitted to TP for approval

7.4

TR-0008 Release 2 oneM2M Threat Analysis 

	SEC-2015-0608
	Identifying threats to data security
	Interdigital

	SEC-2015-609
	Removal of definition that have been added to the TS0003
	Rapporteur

	
	
	


SEC-2015-0608R01- Identifying threats to data security
· Discussion occurred noting counter measures are not addressed in this contribution, and providing them in a revision would be useful.

· Note: The removal of “sensitive material” will be contained in a separate contribution to address an outstanding action item.

· A version R02 was discussed and additional updates were made. 

· The R03 was AGREED.
NOTED - SEC-2015-0608R01- Identifying threats to data security
AGREED - SEC-2015-0608R03- Identifying threats to data security
SEC-2015-0609- Removal of definition that have been added to the TS0003

AGREED - SEC-2015-0609- Removal of definition that have been added to the TS0003
8
Other Contributions

Discussion on OID (TP-2015-0085):
· This is a complex issue that would require considerable coordination between working groups. 
· It was noted that in constrained devises, shorter identifiers would be preferable. 
· There are existing identification schemes that are not necessarily OID based that would need to be accommodated.
	SEC-2015-0607
	Draft_WI_for_GlobalPlatform_Interworking
	Gemalto et al.


· It was concluded not to proceed with this proposal during this meeting and to potentially come back to it at a later stage.
NOTED - SEC-2015-0607 Draft_WI_for_GlobalPlatform_Interworking
9
Planning for Next Meeting(s)
Teleconference

• Three conference calls scheduled, will be entered in the portal.
Face to Face

· TP20 – Beijing – November 2015
10
Any other business
Participants reviewed the current status of work items in SEC and noted updates needed.  There is a proposed change to work item 24 moving change control to TP 21.  TR-0008 will have no change in the timeline. The other TRs will be shifted out by one TP, with approval at TP22.  The rapporteurs will provide change requests to the TP.  
Action items listed above in these notes were reviewed:
1. Action Item:  SEC will define the concept of role:  what it is, and what it is used for.

2. Action Item: A joint call of ARC and SEC will be scheduled to address this topic.

3. Action Item: Security and Architecture Group experts were asked to bring a contribution to clarify the terminology for nodes and entities.  

4. Action Item: Clarify terminology related to authorization models in Release 1 and Release 2.  

5. Action Item: The rapporteaur convert the figures to visio.

6. Action Item: The rapporteaur to provide a contribution to organize the material in sections 6 and 8.

11
Closure of meeting

Meeting ended on 10 September 2015.
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