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Introduction
This CR proposes a third dynamic authorization architecture (DAA3) reference model merging ideas from the reference model currently in clauses 6.2, the reference model currently in clauses 8.2.1 and 8.2.2 (of TR-0019 v0.0.4 – to be moved to 6.3 in v0.0.5) and ideas from UMA [UMA]. The authors believe that this reference model is 
· simpler than the reference model currently in clause 6.2 while being 
· more flexible that the reference model currently in clauses 8.2.1 and 8.2.2, and being 
· more suited to M2M devices than UMA.
[UMA]

User Managed Access Profile of OAuth 2.0, draft-hardjono-oauth-umacore-13, http://tools.ietf.org/html/draft-hardjono-oauth-umacore-13
R01: Integrates feedback received at SEC#19.3 2015-10-28.
· The name “Token Proxy” was causing confusion. This entity was a Token Authority which has a trust relationship with the Token Subject. In response to this comment, 

· “Token Proxy” in the original version has been renamed “Requesting Token Authority” 

· “Token Authority” in the original version has been renamed “Issuing Token Authority”

· A “Token Authority” is assumed to support the roles of Requesting Token Authority and Issuing Token Authority.

Other text was updated accordingly. The text also clarifies the existing trust relationships between roles.

· Figure 6.4.1-1 has been updated to correct some old terminology, and to highlight that the Token Authority entities are in the Infrastructure Domain.

· Figure 6.4.4-1 has been updated to correct some old terminology


R02: Integrates feedback received during SEC#20.
-----------------------Start of change 1-------------------------------------------
6.4
Dynamic Authorization Architecture Proposal 3 (DAA3) Reference Model
6.4.1 Overall Description
Figure 6.4.1-1 shows the oneM2M Dynamic Authorization Architecture proposal 3 (DAA3) reference model. The DAA3 reference model is similar to that used for OAuth 2.0 [OAuth], borrowing some ideas from UMA [UMA]. 
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Figure 6.4.1-1 oneM2M Dynamic Authorization Architecture Proposal 3 (DAA3) Reference Model.

SAY SOMETHING ABOUT TRANSIT NODES NOT BEING SHOWN. Table 6.4.1-1 lists the functional roles in the DAA3 reference model. Clause 6.4.2 describes the functions associated with these functional roles. 

	DAA3 Functional Role
	Corresponding OAuth 2.0 Role [OAuth]
	DAA3 Sub-Roles
	Description
	Details in clause

	Token Subject
	Client
	-
	See [TS0001]. The entity requiring authorization to access resources on the Token Consumer. The Token Subject’s Token Authority obtains access tokens for this entity
	6.4.2.1

	Token Authority
	Authorization Server
	Requesting Token Authority
	Obtains access tokens on behalf of the Token Subject. This entity interacts with the Issuing Token Authority to provide information about the Token Subject.
	6.4.2.2.1

	
	
	Issuing Token Authority
	This entity issues access tokens, to Token Subjects, which are trusted by the Token Consumer. This entity interacts with the Requesting Token Authority to obtain information about the Token Subject for use in deciding whether to issue an access token.
	6.4.2.2.2

	Token Consumer
	Resource Server
	-
	See [TS0001]. Accepts authorizations issued by the Issuing Token Authority.
	6.4.2.3


Table 6.4.1-1 List of DAA3 functional roles
These functional roles generally correspond to functional roles defined for OAuth 2.0 [OAuth] and UMA [UMA]:

· The role of the OAuth 2.0/UMA client is called the Token Subject in DAA3 – this corresponds to the oneM2M Originator with respect to the resource access request for which the access token is required. 

· The role of the OAuth 2.0/UMA resource server is called the Token Consumer in DAA3 – this corresponds to the oneM2M Host CSE with respect to the resource access request for which the access token is required. 

· The role of the OAuth 2.0/UMA resource owner corresponds to a stakeholder and not a functional entity. The interactions with this stakeholder can be proprietary and would be managed by the Token Authority in this reference model. Further, the nature of “ownership” is very complex in M2M use cases – so this term has the potential cause confusion. Consequently, the DAA3 reference model does not include a functional role equivalent to the OAuth 2.0/UMA resource owner.

· The role of the OAuth 2.0/UMA authorization server is called Token Authority in DAA3 – primarily to clarify that this entity provides authorization by providing the Token Subject with an access token (as differentiated from services described in TR-0016 [TR0016]). The Token Authority is assumed to reside in the Infrastructure Domain. A Token Authority can assume one or both of the following roles with respect to the Token Consumer and Token Subject:

· If a Token Consumer accepts tokens issued by the Token Authority, then the Token Authority can assume the role of Issuing Token Authority with respect to the Token Consumer. The DAA3 reference model assumes that a trust relationship exists between the Token Consumer and the Issuing Token Authority.

· The Issuing Token Authority makes the decision to issue a token based on policy and trustworthy information about the Token Subject client and/or stakeholder on whose behalf the Token Subject is requesting access (in UMA this stakeholder is called the requesting party). In cases where the Issuing Token Authority does not have direct access to the trustworthy information about the Token Subject and/or UMA requesting party, then the Issuing Token Authority needs to be provided this information by a trusted third party. In UMA [UMA], the OAuth 2.0 authorization server can request information via Token Subject, and the Token Subject to present “claims” containing this information. However, this interaction – along with the interactions necessary to obtain the “claims” introduces multiple round trips of communication involving the Token Subject. If the Token Subject is in the Field Domain, then this introduces a large overhead in terms of time and communication. In M2M scenarios, it is much more efficient for an entity in the infrastructure domain to act as a proxy for the Token Subject, interacting with the Issuing Token Authority to request an access token on behalf of the Token Subject and provide the information requested by the Issuing Token Authority. The DAA3 reference model assumes that entity assuming this functionality is also a Token Authority. The role of this entity in DAA3 is the Requesting Token Authority. There is no corresponding functional role in OAuth 2.0 or UMA. The DAA3 reference model assumes that 

· A trust relationship exists between the Token Subject and the Requesting Token Authority, and

· A trust relationship exists between the Requesting Token Authority and the Issuing Token Authority.

The DAA3 reference model allows a Token Authority to assume the roles of both the Issuing Token Authority and Requesting Token Authority. In particular, if a trust relationship exists between the Token Subject and the Issuing Token Authority, then the Issuing Token Authority can also assume the role of Requesting Token Authority.

The DAA3 reference model assumes the following sequence of events take place (a detailed message flow is provided in Clause 6.4.4) – alternative flows are possible, and are considered in Clause 8.

A. Setup (These procedures are not addressed in the present document)

· The Issuing Token Authority is provided with policies governing issuing access tokens covering authorization data provided by the Token Consumer. The policy descriptions are not addressed in the present document.

· The Requesting Token Authority is provided with information about the Token Subject which can be passed to Token Authorities for making token-issuing decisions.

· The Token Subject is configured with the identity of the Requesting Token Authority which interacts with the Issuing Token Authority, on behalf of the Token subject, to obtain access tokens. 

· The Issuing Token Authority and the Token Consumer are pre-configured with the keys used for generating or verifying access tokens and Access Token Issuing Privileges of the Issuing Token Authority. TALK ABOUT OPTIONS FOR OFFLINE vs ONLINE VERIFICATION.
B. Initialization (Optional – if the Token Subject already knows submitTo and authData, then these steps can be skipped) The Token Subject submits a resource access request for which the Token Consumer determines that the Token Subject does not have sufficient permissions. In response, the Token Consumer

a. Denies the Token Subject’s request to access resources. 

b. Identifies where access token requests can be submitted to the appropriate Issuing Token Authority.

c. Provides the authorization data to be used by the Issuing Token Authority in composing the access token. The authorization data describes the privileges that the Token Subject needs for its resource access request– and which the Issuing Token Authority should provide when it issues the corresponding access token (subject to the Token Subject meeting the conditions of the appropriate policies). 

This interaction occurs over the Dsc reference point. 

NOTE:
Initialization is not addressed in the core OAuth 2.0 specification [OAuth]. UMA provides a process similar to Initialization - in UMA, the authorization data is communicated from the Token Consumer (OAuth 2.0/UMA resource server) directly to the Issuing Token Authority (OAuth 2.0/UMA Authorization Server), and the Token Consumer provides the Token Subject (OAuth 2.0/UMA Client) with corresponding “permission ticket” which is then provided to the Issuing Token Authority (rather than communicating the authorization data via the Token Subject). This assumes that the Token Consumer can easily communicate with the Issuing Token Authority –which is not always the case for Token Consumer in the Field Domain. Consequently, the general message flow for DAA3 in clause 6.4.4 “Example Procedure of Access Token Issuance and Use in DAA3” assumes the authorization data is communicated via the Token Subject. Clause 8 can explore the use of “permission tickets” and other optimizations. CLARIFY THIS. JUSTIFY WHY WE DID IT OUR WAY
C. Obtaining an Access Token: The Token Subject forwards the returned information to a Requesting Token Authority.  If the Requesting Token Authority approves obtaining a token, then the Requesting Token Authority provides the Issuing Token Authority with the forwarded authorization data and any additional information about the Token Subject required by the Issuing Token Authority’s decision process. The Issuing Token Authority applies policies to decide if an access token should be issued. For example, this process could include obtaining explicit approval from a person, or using an authorization architecture such as described in TR-0016 [TR0016]. The Issuing Token Authority generates an access token, and returns this to the Requesting Token Authority. The Requesting Token Authority forwards the access token to the Token Subject. This interaction occurs over the Dsa and Daa reference points.
D. Accessing a resource using an Access Token. The Token Subject sends the access token with the request sent to the Token Consumer. The Token Consumer verifies the access token and (for the purposes of processing the request) uses the permissions represented by the access token. ONLINE OR OFFLINE. Each access token is typically reused with multiple requests (until the access token expires). This interaction occurs over the Dsc reference point.

Table 6.4.1-2 lists the DAA3 reference points. Where an oneM2M entity assumes multiple functional roles, the reference points may be internal to that entity. Clause 6.4.3 describes the reference points in the DAA3 reference model.
	Reference Point Identifier
	Reference Point Descriptive Name
	End Points
	Description
	Details in clause

	Dsa
	DAA3 Subject-to-Authority
	Token Subject, 
Requesting Token Authority

	Requesting the Requesting Token Authority to obtain an access token on behalf of the Token Subject.
	6.4.3.1

	Daa
	DAA3 Authority-to-Authority
	Requesting Token Authority, Issuing Token Authority
	Used for requesting and issuing access tokens CLARIFY access token means UMA RPT.
	6.4.3.2

	Dsc
	DAA3 Subject-to-Consumer
	Token Subject, Token Consumer
	Serves two purposes: (1) the Token Consumer providing the Token Subject with information for obtaining an access token and (2) the Token Subject providing the Token Consumer with an access token as authorization to act on one or more resources
	6.4.3.3

	Dca
	DAA3 Consumer-to-Authority
	Token Consumer, 
Issuing Token Authority
	Defines how the Token Consumer and Issuing Token Authority exchange authorization data and access tokens. This data traverses the remaining reference points (Dsc, Dsa, Daa).
	6.4.3.4


Table 6.4.1-2 List of DAA3 reference points
6.4.2
DAA3 Functional Roles
6.4.2.1
Token Subject
A Token Subject performs the following functions within the scope of DAA3:

· Receive information from the Token Consumer enabling the Token Subject to request an access token suitable for requested resource access.

· Requesting the Requesting Token Authority to obtain an access token on behalf of the Token Subject.

· Interact with a Token Consumer to present an access token and receive access to one or more resources at the Token Consumer.

Assumptions regarding the Token Subject:
· The Token Subject is configured with the address at which requests are submitted to the Requesting Token Authority to interact with the Issuing Token Authority on behalf of the Token Subject. CAN THIS SENTENCE BE IMPROVED.
· How many req token auth per token subject? 
6.4.2.2
Token Authority 
Within the scope of DAA3, a Token Authority is able to perform the functions of 

· A Requesting Token Authority, described in clause 6.4.2.2.1 “Requesting Token Authority”, and 

· An Issuing Token Authority, described in clause 6.4.2.2.2 “Issuing Token Authority”. 
6.4.2.2.1
Requesting Token Authority 

A Requesting Token Authority performs the following functions within the scope of DAA3:

· Receive, from the Token Subject, a request to obtain an access token which includes authorization data and identifies where the access token request is to be submitted.

· Apply policies to decide if the Requesting Token Authority should submit a token request to the Issuing Token Authority on behalf of the Token Subject.

· Any obligations on the part of the Requesting Token Authority (for example, obtaining explicit approval from a user or administrator for individual token requests) are not detailed in the present document.

· Submit a request to the identified Issuing Token Authority, including the authorization data.

· Provide necessary information about the Token Subject to the Issuing Token Authority.

· Receive an access token from the Issuing Token Authority

· Forward the access token to the Token Subject.

Assumptions regarding the Requesting Token Authority:

· The Requesting Token Authority is assumed to be configured to interact with the Issuing Token Authority on behalf of the Token Subject.

· The Requesting Token Authority is expected to be configured with policies regarding decisions to request access tokens.

Examples of entities that could assume this functional role can include:

· A web server through which the user can approve authorization grants – with the user interface (for approving authorization grants) provided by a web-page or other application on a user device.

· A web server configured with policies for making automated decisions if the Requesting Token Authority should submit a token request to the Issuing Token Authority on behalf of the Token Subject – much like a Policy Decision Point (PDP) in the authorization architecture proposed in TR-0016 [TR0016].

6.4.2.2.2
Issuing Token Authority 
A Issuing Token Authority performs the following functions within the scope of DAA3:

· Receive, from a Requesting Token Authority, a request on behalf of the Token Subject to issue an access token which includes authorization data.

· Apply end-to-end security processes to the authorization data in the access token request if required (e.g. decryption, signature verification).

· Determine applicable policies for the authorization data, including determining what information about the Token Subject is required.

· Obtain necessary information about the Token Subject from the Requesting Token Authority which submitted the access token request on behalf of the Token Subject.

· Any obligations on the part of the Issuing Token Authority (for example, obtaining explicit approval from a user or administrator for individual token requests) are not detailed in the present document.

· Make decisions whether to issue an access token providing the privileges described in the authorization data.

· Issue the requested access tokens.

· (Optionally) Apply end-to-end security processes to the access token (e.g. encryption signature generation), with the corresponding security processing to be applied by the Token Consumer. 

· Send the access token to the Requesting Token Authority.

Assumptions regarding the Issuing Token Authority:
· The Issuing Token Authority is expected to be configured with policies 

· regarding issuing access tokens providing permission to access resources on the Token Consumer, Access Token Issuing Privileges of the Issuing Token Authority; that is, the range of privileges on the Token Consumer for which the Issuing Token Authority is allowed to issue access tokens

· The Issuing Token Authority may need credentials for securing the authorization data received in the access token request (for example, the Token Consumer may encrypt the authorization data for privacy reasons). 

· The Issuing Token Authority may need credentials for authentication of the issued access token (that is, the Token Consumer may need to verify that the Issuing Token Authority genuinely issued this access token) and/or encrypting the access token (for subsequent decryption by the Token Consumer). 

Examples of entities that could assume this functional role can include:

· A web server through which the user can approve authorization grants – with the user interface (for approving authorization grants) provided by a web-page or other application on a user device.

· A web server configured with policies for making automated decisions – much like a Policy Decision Point (PDP) in the authorization architecture proposed in TR-0016 [TR0016].

6.4.2.3
Token Consumer
A Token Consumer performs the following functions within the scope of DAA3:

· Form authorization data to be used by the Issuing Token Authority in deciding the privileges to be granted to the Token Subject in an access token.

· Apply end-to-end security processes to the authorization data if required (e.g. encryption, signature generation), with the corresponding security processing to be applied by the Issuing Token Authority

· Send to the (optionally end-to-end secured) authorization data to the Token Subject, and identify where the access token request is to be submitted (that is, identify the Issuing Token Authority).

· Receive, from a Token Subject, a request to perform actions one or more resources, accompanied by an access token. 

· (If the Issuing Token Authority applied end-to-end security to the access token) Apply end-to-end security processes decrypt and or verify that the access token is valid.

· Perform the requested actions, if permitted by the access token.

Assumptions regarding the Token Consumer:

· The Token Consumer is configured with the Access Token Issuing Privileges of the Issuing Token Authority; that is, the range of permissions that the Token Consumer will allow in access tokens issued by the Issuing Token Authority.

· The Token Consumer is configured is configured with the address at which access token requests are to be submitted to the Issuing Token Authority.

· The Token Consumer may need credentials for securing the authorization data (for example, encryption may be needed for privacy reasons). 

· The Token Consumer may need credentials for verifying the authenticity of the access token (that is, the Token Consumer may need to verify that the  Issuing Token Authority genuinely issued this access token). 

· If the Token Consumer and Issuing Token Authority support use of permission tickets, then the Token Consumer is configured with the address at which permission tickets requests are to be submitted to the Issuing Token Authority.

6.4.3
DAA3 Reference Points
6.4.3.1
DAA3 Token Subject-to-Authority (Dsa) Reference Point

This reference point is between the Token Subject and the Requesting Token Authority.

This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Enabling the Token Subject to obtain an access token via the Requesting Token Authority. This could include: 

· The Token Subject providing the Requesting Token Authority with 

· the information provided by the Token Consumer for requesting a token, that is:

· Authorization data and 

· Identifying where the access token request is to be submitted.

· A desired time window for the access token.

· The Requesting Token Authority providing the Token Subject with an access token (received from the Issuing Token Authority) or an error message.

This reference points is presumed be secured hop-by-hop using security associations, and end-to-end-security may optionally be applied. 
6.4.3.2
DAA3 Authority-to-Authority (Daa) Reference Point

This reference point is between the Requesting Token Authority and the Issuing Token Authority when these roles are assumed by distinct entities.

This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Enabling the Requesting Token Authority to obtain an access token from the Issuing Token Authority. This could include: 

· The Requesting Token Authority providing the Issuing Token Authority with parameters for the access token, including

· The authorization data provided by the Hose CSE
.

· A desired time window for the access token.

· The Issuing Token Authority requesting (from the Requesting Token Authority) information about the Token Subject that the Issuing Token Authority needs for deciding whether to issue an access token.

· The Requesting Token Authority providing the Issuing Token Authority with the requested information about the Token Subject.

· The Issuing Token Authority providing the Requesting Token Authority with an access token or error message.

The reference model assumes that the Issuing Token Authority trusts the Requesting Token Authority have established an arrangement whereby

· The Issuing Token Authority has an expectation that the Requesting Token Authority to provide correct information about the Token Subject to whom the access token will be provided.

· The Requesting Token Authority could have an expectation that the Issuing Token Authority will maintain confidentiality of information shared about the Token Subject.
The details of such an arrangement are not described in the present document.
This reference point is presumed be secured directly between the Requesting Token Authority and Issuing Token Authority, for example using a TLS security association.

6.4.3.3
DAA3 Token Subject-to-Consumer (Dsc) Reference Point

This reference point is between the Token Subject and the Token Consumer and Issuing Token Authority.

This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Enabling the Token Subject to provide an access token with a request to act on a resource(s) to the Token Consumer. This could include: 

· Providing an access token or a unique identifier for the access token (which can be subsequently used by the Token Consumer to retrieve the access token). 

· Enabling the Token Consumer to verify that the Token Subject which sent the request to act on resource(s) is also the Token Subject to whom the access token was issued (for example, using a digital signature or MIC).
· Enabling the Token Consumer to provide an error message to the Token Subject, which could comprise

· Identifying that the access token is no longer valid

· Identifying an Issuing Token Authority that the Token Consumer allows to issue access tokens. This is used in the case that either no access token was provided, or an access token was provided that could not be used for the associated request. There are a variety of reasons that an access token could not be used

·  The provided access token was issued by by an Issuing Token Authority that is not recognized by the Token Consumer.

· The provided access token is not currently valid (yet to be valid, or already expired).

· The scope of the provided access token does not cover the requested resource(s).

This reference points is presumed be secured hop-by-hop using security associations, and end-to-end-security may optionally be applied. 

6.4.3.4
DAA3 Consumer-to-Authority (Dca) Reference Point

This reference point is between the Token Consumer and Issuing Token Authority.

This reference point 

· Defines how the Token Consumer provides authorization data to the Issuing Token Authority to use in composing an access token. This authorization data could be communicated directly form the Token Consumer to the Issuing Token Authority (e.g. if permissions tickets are used), or the authorization data may traverse the Dsc, Dsa and Daa reference points via the Token Subject and Requesting Token Authority.
· Defines how access tokens are formed at the Issuing Token Authority and processed at the Token Consumer. The access tokens could traverse the Dsc, Dsa and Daa reference points via the Token Subject and Requesting Token Authority. Alternatively, the access token data could be communicated directly from the Issuing Token Authority to the Token Consumer, with the Dsc, Dsa and Daa reference points communicating an unique identifier for the access token (rather than communicating the access token data itself). This alternative may suite scenarios where the roles of Issuing Token Authority and Token Consumer are assumed by a single entity.

This reference point could enable some or all of the following features (depending on design choices discussed in clauses 7 and 8):

· Enabling the Token Consumer to provide the Issuing Token Authority with an authorization data. 

· Enabling the Issuing Token Authority to provide the Token Consumer with an access token. This could include 

· Identify the Token Subject authorized by the access token.

· Identify the Issuing Token Authority that issued the access token.

· Verify that the identified Issuing Token Authority issued the access token. This could include providing a MIC or digital signature in the access token.

· Identify the Token Consumer(s) for which the access token is intended.

· Identify the permissions represented by the access token.

· Identify the time window within which the access token is valid.

· Identify the authorization checks that were carried out by the Issuing Token Authority

· Identify the “authData” that was initially provided by the Token Consumer (may be optional)

· End-to-End security of data exchanged between the Token Consumer and Issuing Token Authority.

6.4.4
Example Procedure of Access Token Issuance and Use in DAA3
This clause provides an example message flow for DAA3 Access Token issuance and use in which the Token Consumer communicates the authorization data to the Issuing Token Authority via the Originator and Requesting Token Authority. Other alternatives are possible, such as discussed in clause 6.4.3.4 “DAA3 Consumer-to-Authority (Dca) Reference Point”. Most message flows will include steps similar to steps 4 through to 15. Optimizations to this message flow can be considered in Clause 8.
The descriptions of functional roles in Clause 6.4.2 “DAA3 Functional Roles” and reference points in Clause 6.4.3 “DAA3 Reference Points” provide assumptions which are pre-requisites for the generic procedure of token issuance in the DAA3 reference model. 
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Figure 6.4.4-1 General Procedure for Token Issuance and Use in the DAA3 reference model.

The generic procedure of token issuance and use is shown in Figure 6.4.4-1 “General Procedure for Token Issuance and Use in the DAA3 reference model” and described as follows:
NOTE: This message flow borrows details from the message flow in Figure 6.3.2-1 “Generic process of Access Token issuance and use in DAA2”.
A. Setup (Not Shown – see description in clause 6.4.1 “Overall Description”)
B. Initialization (Optional – if the Token Subject already knows submitTo and authData, then these steps can be skipped)
1. The Token Subject sends the Token Consumer a resource access request, possibly including one or more access tokens. For the purpose of this description, it is assumed that, even with these access tokens, the Token Subject does not have sufficient privileges for the Token Consumer to process the resource access request.

2. The Token Consumer determines that the Token Subject currently does not have sufficient privileges for the Token Consumer to process the resource access request. The Token Consumer forms an authorization data describing, for the Issuing Token Authority, a set of privileges needed by the Token Subject. The Token Consumer could apply end-to-end security processes to the authorization data if required (e.g. encryption, signature generation).
3. The Token Consumer sends a resource access response to the Token Subject containing
· An indication that the request does not have sufficient authorization.

· submitTo: identifying where the access token request should be submitted. The Token Consumer is presumed to have been configured with this address.
· The authorization data (authData), optionally secured end-to-end (with the corresponding security processing to be applied by the Issuing Token Authority).
C. Obtaining an Access Token
4. The Token Subject forwards submitTo and (optionally end-to-end secured) authorization data to the Requesting Token Authority.

5. The Requesting Token Authority applies its policies to decide if the Requesting Token Authority should submit a token request to the Issuing Token Authority on behalf of the Token Subject. 

6. The Requesting Token Authority sends the Issuing Token Authority a token request containing the (optionally end-to-end secured) authorization data. 

7. If the authorization data is secured end-to-end (see step 2), then the Issuing Token Authority applies appropriate processing to decrypt and/or verify integrity of the authorization data. 

NOTE: The Issuing Token Authority could be configured to reject tokens that are not secured end-to-end by the Token Consumer. 

The Issuing Token Authority examines its policies to determine if additional information (about the Token Subject and/or Requesting Party) is required for its decision to issue a token covering this authorization data.

8. (Optional) The Issuing Token Authority sends the Requesting Token Authority a request for additional information about the Token Subject

9. (Conditional on Step 8) The Requesting Token Authority sends the Issuing Token Authority additional information about the Token Subject.

10. The Issuing Token Authority does the following operations. 

NOTE: The remaining steps assume that the Issuing Token Authority decided to allow issuing the access token.

1) Check if the Token Subject has the privileges of accessing the target resource according to the ACP.

2) Check if the requested privileges are within the Access Token Issuing Privileges of the Issuing Token Authority. This operation may be performed by a Token Authorization Function on behalf of the Issuing Token Authority.
3) Check if the Token Subject can obtain the privileges described in the Access Token Request according to the Access Token Authorization Policies. This operation may be performed by a Token Authorization Function on behalf of the Issuing Token Authority.
4) Generate access token plaintext giving the Token Subject the privileges described in authorization data received in Step 6.

5) Sign and/or encrypt the access token plaintext.

11. The Issuing Token Authority sends the Requesting Token Authority the Access Token. 

It is also possible for the Issuing Token Authority to store the Access Token and inform the Token Subject where to retrieve the Access Token.

12. The Requesting Token Authority sends the Token Subject the access token it received form the Issuing Token Authority.

D. Accessing a resource using an Access Token
13. The Token Subject sends the Token Consumer a resource access request, this time including the access token it received via the Requesting Token Authority.

14. The Token Consumer extracts the Access Tokens from the resource access request, and does the following operations:

1) Decrypt and/or verify the Access Token.

2) Check if the privileges in the Access Token are within the Access Token Issuing Privileges of the Issuing Token Authority.
3) Check if this Access Token has been revoked against an Access Token Revocation List. Also checks to see if the current time is within the validity of the token.
4) Evaluate the Token Subject’s resource access request based on the privileges in the Access Token.

5) Perform the requested resource access.
NOTE: The Token Consumer could be configured to reject tokens that are not secured end-to-end by the Issuing Token Authority. 

15. The Token Consumer returns the execution result back to the Token Subject.

-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

[i.2]
oneM2M TS-0001 “Functional Architecture”

[i.3]
oneM2M TS-0003 “Security Solutions”

[i.4]
oneM2M TS-0011 “Common Terminology”

[TR0016]
oneM2M TR-0016 “Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies”

 [OAuth] 
IETF RFC 6749: “The OAuth 2.0 Authorization Framework”, 2012

[UMA]

User Managed Access Profile of OAuth 2.0, draft-hardjono-oauth-umacore-13, http://tools.ietf.org/html/draft-hardjono-oauth-umacore-13
[OpenID]

OpenId foundation. OpenID Connect Dynamic Client Registration 1.0. [Online]. http://openid.net/specs/openid-connect-registration-1_0.html
-----------------------End of Changes to References  -------------

�You are starting to mix oneM2M entities in here. May be you could stick with “Token Consumer” via the “Token Subject”
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