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Introduction
This contribution is one of a series on the End-to-End Security Framework (ESF). For details on this series, see introduction to SEC-2015-0633-CR_TR-0012_ESF_Intro.

The present contribution provides the ESF Preparation Layer and ESF Integration Layer Processing for ESF Target Data Class 1.

NOTE TO RAPPORTEUR: The references in the text currently use short labels (e.g. [RFC6749]), and the assignment of proper reference labels (e.g. [i.7]) is currently left to the rapporteur. The references are currently highlighted in yellow, to assist in finding the references within the proposed text.
-----------------------Start of change 1-------------------------------------------
6.3
ESF Preparation Layer and ESF Integration Layer Processing
6.3.1
ESF Specifications for ESF Target Data Class 1

6.3.1.1
Profile for ESF Target Data Class 1

Table 6.3.1.1-1 “Profile for ESF Target Data Class 1” contains the profile for ESF Target Data Class 1.
	Aspect
	Description

	ESF Target Data  
Class Identifier
	1 

	Input item 
	A request or response

	Target data
	A serialization of the entire request or response

	Treated Item
	A new encapsulating request or response whose Content parameter is the envelope produced by the ESF Security Layer. The Originator and Hosting CSE of the encapsulating message are the ESF End-Points for this message.

	EEP Constraints
	The present document allows an EEP to be the Originator or Hosting CSE of the input message or any other CSE on the oneM2M path between the Originator and Hosting CSE of the input message.

	Security Layer Constraints
	There can be only one Target EEP.

	Target Data-class specific parameters for ESF Policy
	Parameters for the encapsulating message (e.g. To, From)


Table 6.3.1.1-1 Profile for ESF Target Data Class 1
6.3.1.2
ESF Target Data Class 1 Processing at the Sending EEP
The follow steps occur at a Sending EEP when applying this ESF Target Data Class to an outbound request or response 

1. The EEP’s Preparation Function serializes the request or response into a binary data object.

2. The EEP’s Preparation Function passes to the EEPs Security Function 

a. The applicable ESF Target Data Class identifier.

b. Target data set to the binary data object and 

c. There is no additional data for this ESF Target Data Class.

3. The EEPs Security Function applies the applicable processing according to the security session type, generating an envelope.

NOTE: If ESF-Sm is applied, and the security session is not yet established, then at the ESF-Sm handshake phase must be applied prior to transmitting any target data. Consequently, the first two outbound envelopes in this case will typically contain handshake phase key exchange parameters, and not the message. 

4. The EEPs Security Function provides the envelope and applicable ESF Target Data Class identifier to the EEP’s Integration Function. The envelope is serialized as is XML or JSON.

5. The EEP’s Integration Function forms a request or response (according to if the protected message was a request or response) including at least the following parameters:

a. To:
· (In the case of a request) A reserved resource location on the CSE containing the receiving EEP where the message will be processed. 

· (In the case of a response) The identity of the CSE containing the sending EEP.

b. From: CSE-ID or AE-ID of the CSE or AE containing the Originator

i. (In the case of a request) CSE-ID or AE-ID of the CSE or AE containing the sending EEP.

ii. (In the case of a response) CSE-ID or AE-ID of the CSE or AE containing the receiving EEP where the message will be processed.

c. (In the case of a request) Operation: UPDATE.

d. Request Identifier: 
i. (In the case of a request) request Identifier assigned by the CSE or AE containing the sending EEP.
ii. (In the case of a response) request Identifier in the request (to which this message is a response), and assigned by the CSE or AE containing the receiving EEP.
e. Content: comprises the envelope

f. Resource Type: a reserved identifier for esfTargetDataClass1-protected requests and responses.

6. The EEP’s Integration Function passes the request or response to the next step in processing outbound messages.

6.3.1.3
ESF Target Data Class 1 Processing at the Receiving EEP
The follow steps occur at a Receiving EEP when applying this ESF Target Data Class to an inbound request or response 

1. The EEP’s Integration Layer parses the received message to identify the sending EEP and extract 

a. Content: comprises the envelope. The envelope is serialized as is XML or JSON.

b. Resource Type: a reserved identifier for protected requests and responses protected by ESF Target Data Class 1.

2. The EEP’s Integration Function passes to the EEPs Security Function 

a. The applicable ESF Target Data Class identifier.

b. Envelope.

c. There is no additional data for this ESF Target Data Class.

3. The EEPs Security Function applies the applicable processing according to the security session type, generating a verified target data. This processing includes verification that the provided ESF Target Data Class identifier is correct.

NOTE: If ESF-Sm is applied, and the security session is not yet established, then at the ESF-Sm handshake phase must be applied prior to transmitting any target data. Consequently, the first two inbound envelopes in this case will typically contain handshake phase key exchange parameters, and not the message. 

4. The EEPs Security Function provides the verified target data and to the EEP’s Preparation Layer. 

5. The EEP’s Preparation Function parses the binary data object to form the verified request or response.

6. The EEP’s Preparation Function passes the request or response to the next step in processing inbound messages.

-----------------------End of change 1---------------------------------------------
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