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1
Introduction

This contribution provides a proposal about how to implement Role Based Access Control in the oneM2M System for TR-0016.
2
Proposal
6.4
Implementing Role Based Access Control
6.4.1
Introduction of Role Based Access Control
6.4.3
Solutions of implementing Role Based Access Control

· 
· 
· 
6.4.3.1
Proposal 1: Solution of supporting Role Based Access Control
6.4.3.1.1
Role Based Access Control architecture
Figure 6.4.3.1.1-1 provides a high level overview of the Role Based Access Control architecture in the oneM2M System. This architecture comprises a new defined entity that is described as follows:

· Role Authority: It is responsible for assigning roles to an Originator according to role assignment policies. Role tokens that contain the assigned roles may also be issued by the Role Authority. Role token can provide integrity and/or confidentiality protection for its content. The Originator can be an AE or a CSE. The role assignment policies are however out of scope of the present document.
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Figure 6.4.3.1.1-1: Role Based Access Control architecture
The generic RBAC procedure is shown in figure 6.4.3.1.1-1 and described as follows:
Step 001:
An Originator applies for a role from a Role Authority.
Step 002:
The Role Authority checks if the role can be assigned to the Originator according to role assignment policies and issues the role to the Originator.
Step 003:
The Role Authority create a <role> resource that is used to store the role information under the Originator’s registration resource in the Originator’s Registrar CSE.
Step 004:
The Originator retrieves assigned roles from its registration resource.
Step 005:
The Originator sends a resource access request in which roles are included to the Hosting CSE.
Step 006:
The Hosting CSE sends an access decision request to a PDP.
Step 007:
The PDP may need to retrieve role information of the Originator from the Originator’s registration resource.
Step 008:
The PDP verifies the Originator’s role and makes an access control decision according to access control policies and roles.
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