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1
Introduction

This contribution provides a proposal for a profile resource.
2
Proposal
7.X.1
<Profile> resource
SEs or AE_SECs provide a service to store and protect profile data. A profile is the representation of parameters and data for its application, keys, and load files. The responsibility for defining which SE/AE_SEC can be used as target SEs/AE_SECs for customizing the SE/AE_SEC rests with the SE/AE_SEC issuer. Hence, the AE_SEC issuer defines business rules for each SE/AE_SEC offering in terms of which are acceptable SE/AE_SECs to use for each application for the SE/AE_SEC.
Editor’s note 1: The intention is to have this resource stored in the SE, which assumes presence of a CSE_SEC inside the SE. The figure 5.2-1 does not currently have a CSE-SEC. This conflict first needs to be resolved .

[image: image1.emf]<Profile>

1

creationTime

1

lastModifiedTime

1

creator

1

d ResrourceType

1

resourceID

1

1

conflictRules

1

cryptoEngine

1

d profileType

1

key

profileFunction

1

dataElement

1

secureChannel

1

lifeCycles

1

codes

1

accessPrivileges




Figure 7.5-1: <profile>representation

Attributes in < profile > are shown in table 7.5-1.

Table 7.5-1: Attributes of < profile > resource
	Attributes of <profile>
	Multiplicity
	RW/

RO/

WO
	Description
	<profile> (MA/OA/NA)

	
	
	
	
	

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.
This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.
The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created, and the lastModifiedTime value is updated when the resource is updated.
	NA

	creator
	1
	RO
	The issuer identification of the profile.
	NA

	profileType
	1
	RO
	Profile type:
· SE Profile: SE profiles template or image that describes every SE which will be or has been customized.
· AE_SEC Profile: AE_SEC Profiles contain the scripts necessary to customize the application, including the data preparation. The AE_SEC profiles contain the scripts as well as the data element references and key references required for script execution.
	NA

	
	
	
	

	

	conflictRules
	1
	RO
	The rules which the profile must satisfy before being utilized.
	NA

	cryptoEngine
	0..1
	RO
	Describes characteristics of the cryptographic engine in terms of key type and algorithm support.
	NA

	key
	1..n
	RO
	Specify key definition inheriting features of specified Key Profile.
	NA

	profileFunction
	0..n
	RO
	SE/AE_SEC defined script functions which will be used by the script fragments.
	NA

	profileData
	0..n
	RO
	Externally provided parameters and data used by the scripts defined for SE/AE_SEC.
	NA

	secureChannel
	0..1
	RO
	Valid only if the application is a Security Domain
	NA

	lifeCycles
	1
	RW
	The life cycle status of the SE/AE_SEC (created, activated and deactivated) which are defined by the SE/AE_SEC issuers.
	NA

	codes
	0..n
	RO
	Describes the different load files where the applet code for the application can be found.
	NA

	
	
	
	
	

	
	
	
	
	

	
	
	
	

	

	
	
	
	
	

	accessPrivileges
	1
	RO
	Access control policies and data to control access to the profile of SE/AE_SEC.
	NA


7.X.2
<profile> Resource Procedures
7.X.2.1
CREATE <profile>
This procedure shall be used for creating a <profile> resource.

Table 7.6.2.1-1: <profile> CREATE
	<profile> CREATE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the Create request:

Operation

To: The ID of SE/AE_SEC where the <profile> resource is intended to be Created
From: the profile issuer
Content: <profile>

Name: name of profile

	Processing at Originator before sending Request
	Establish security association between the profile issuer and SE/AE_SEC
Requests from an profile issuer includes its ID.

	Processing at Receiver
	Check accessPrivileges and validate request. Download profile file and install it.

	Information in Response message
	Response status codes: ack; successful operation = CREATE; Unsuccessful Operation = C; 

Request Identifier

	Processing at Originator after receiving Response
	n/a

	Exceptions
	According to [2]


7.6.2.2
RETRIEVE < profile >
This procedure shall be used for retrieving a < profile > resource.

Table 7.6.2.2-1: < profile > RETRIEVE
	<sensitiveDataObject> RETRIEVE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the RETRIEVE request:

Operation

To: The ID of SE/AE_SEC where the <profile> resource has
From: the profile issuer

	Processing at Originator before sending Request
	Establish security association between the profile issuer and SE/AE_SEC

Requests from an profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = RETRIEVE; Unsuccessful Operation = R; 

Request Identifier

Content = Sensitive Data 

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.X.2.3
UPDATE <profile>
This procedure shall be used for updating the attributes and actual data of a < profile > resource.

Table 7.6.2.3-1: <profile> UPDATE
	<profile> UPDATE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the UPDATE request:

Operation

To: The ID of SE/AE_SEC where the <profile> resource has
From: the profile issuer

Content: <profile>

Name: name of profile Content

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request. Set enableSatus as activate or deactivated

	Information in Response message
	Response status codes: ack; successful operation = UPDATE; Unsuccessful Operation = R; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.X.2.4
DELETE <profile>
This procedure shall be used for deleting a <profile> resource.

Table 7.6.2.4-1: <profile> DELETE
	<profile> DELETE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the DELETE request:

Operation

To: The ID of SE/AE_SEC where the <profile> resource has
From: the profile issuer

Name: name of profile

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request. Delete profile

	Information in Response message
	Response status codes: ack; successful operation = DELETE; Unsuccessful Operation = D; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]
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