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1
Introduction

This contribution proposes some improvements to TR-0019.
2
Proposal

5.2
Use Case for Role Token in Dynamic Authorization
5.2.1
Description
According to the description in oneM2M TS-0001[i.2], in the oneM2M System the M2M Service Subscription defines the technical part of the contract between an M2M Subscriber and an M2M Service Provider. An M2M Service Subscription establishes a link between one or more AEs; one or more M2M Nodes, one or more M2M Services. In each M2M Service, one or multiple M2M Service role(s) shall be defined by the M2M Service Provider. An M2M Service role is mapped to a created permission pertaining to a resource types which are associated with M2M Service. The M2M Subscriber subscribes to one or multiple Service role(s) within the M2M Services.
In Role Based Access Control (RBAC) roles are assigned to users, and privileges are assigned to roles, users obtain privileges through their assigned roles. There are two ways to implement the role-user assignments, one is both role-user assignments and privilege-role assignments are described in the RBAC policies; another is only privilege-role assignments are described in the RBAC policies, the user-role binding is achieved in the time of access control. One way or another depends on the specific application scenario. In the case of  role-user assignment is stable, user-role assignments could be described in RBAC policies, otherwise another way should be considered.

In oneM2M application environment the relations among AEs, CSEs, M2M Nodes and M2M Services may dynamically change. These dynamical changing might bring some access control issues. For example, in the use case shown in the Figure 5.2.1-1, the house owners can subscribe various M2M Services and may also change their service subscriptions from time to time. When the house owners change their Service Subscriptions, it may result in a large number of access control policy revision if user-role assignments is implemented in RBAC policies. Also note that in many IoT scenarios the definition of static Roles is not as straightforward as in corporate use cases where this concept was most successful. So in the oneM2M System security mechanisms or approaches shall be considered to address such issues. 
The ABAC model, which considers contextual properties in addition to Originators and target resources, enables some improvements to manage the increasing complexity. However several IoT use cases require dynamicity in the assignment of Roles and the management of Access Control Policies would remain a burden in dynamic scenarios.  
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Figure 5.2.1-1: Home Facility Management System High Level Illustration
The use case in the following sections shows using dynamically issued security tokens to carry Service Roles in order to avoid modifying RBAC policies at the CSEs in Field Domain.
[…]
5.3
Use case of Dynamic Authorization Policy Provisioning
5.3.1
Description

In a oneM2M System the Platform, Gateways and Devices interact each other in the way of many-to-many, furthermore many of these relations may be dynamic and temporary. So the access control mechanism used by the M2M System  needs to be flexible and efficient and authorization policies that support such dynamic authorization must be tailored accordingly and provisioned to the various authorization components.
In this use case, provisioning of dynamic authorization policies to the various dynamic authorization components is described. An administrator that is authorized uses the Dynamic Authorization Policy Retrieval Point (DA-PRP) to define, create and modify appropriate dynamic authorization policies associated with each of the dynamic authorization components. The DA-PRP then provisions the appropriate policies to the DA-PDP, DA-PEP and information to the DA-PIP on a regular basis.
The present use case assumes that the PRP would be provided by the M2M Platform while the PDP, PEP and PIP would be co-located in the M2M Gateway. Though this may make sense in some use cases, such choice needs to be made by considering the involved complexity to manage security policies. In the many IoT scenarios that involve multiple resource servers of which M2M Gateways are just a particular instance, the management of the authorization policies in each of those distributed  entities is likely to become very complex, especially when multiple stakeholders arte involved. In such use cases, centralizing the whole policy management in the M2M Platform to implement only the PEP in the resource servers (which can be constrained devices) would be more judicious.
[…]
5.4
Use case of Dynamic Authorization
5.4.1
Description

In a oneM2M System the Platform, Gateways and Devices interact with each other in the way of many-to-many, furthermore many of these relations may be dynamic and temporary. So the access control mechanism used by the M2M System shall be flexible and efficient.
In this use case an M2M Device would like to perform CRUD operations on resource(s) hosted on an M2M Gateway. The M2M device may be registered with the M2M Gateway or may even be completely unknown to it. Even if the M2M Device is registered to the Gateway, it is deemed that the Device is restricted from being able to perform one or more of the CRUD operations on the resource based on a traditional static access control policy. Dynamic authorization enables a previously restricted M2M Device to be able to perform newer operations on resource(s) hosted at the M2M Gateway. Dynamic authorization checks may be dictated based on dynamic authorization policies which may dictate the types of checks (e.g. higher-level of authentication checks, payment based authorization, platform validation checks etc.) that are performed. The authorization provided may be for a finite period of time and may be added to the static access control policy. 
The present use case assumes that the PRP would be provided by the M2M Platform while the PDP, PEP and PIP would be co-located in the M2M Gateway. Though this may make sense in some use cases, such choice needs to be made by considering the involved complexity to manage security policies. In the many IoT scenarios that involve multiple resource servers of which M2M Gateways are just a particular instance, the management of the authorization policies in each of those distributed  entities is likely to become very complex, especially when multiple stakeholders arte involved. In such use cases, centralizing the whole policy management in the M2M Platform to implement only the PEP in the resource servers (which can be constrained devices) could be more judicious.
[…] 

6.1.2
User Managed Access (UMA)

User-Managed Access [UMA] is a profile of the OAuth 2.0 protocol that supports delegation of authorization in user oriented (rather than machine oriented) scenarios. It is intended to encompass the scenario where a resource owner wants to manage the access control to protected resources by clients operated by requesting parties, other than the resource owner. While the OAuth specification is focused on Alice-to-client sharing model, UMA focuses on Alice-to-Bob sharing model, where Alice can share proactively her resources before Bob even knows they exist. In addition, Bob may request a permission. In that case, a notification will be sent to Alice for her to decide whether she wants to grant access to Bob. Alice will collect these requirements from the AS. 
[…]

6.2
Proposed Architecture Reference Model 1
6.2.1 Overall Description
Figure 6.2.1-1 shows the oneM2M Dynamic Authorization Architecture (DAA) reference model. The DAA reference model is similar to that used for OAuth 2.0 [OAuth]. 
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Figure 6.2.1-1 oneM2M Dynamic Authorization Architecture Reference Model.

The DAA reference model and OAuth 2.0 both utilizes the two types of dynamically-issued tokens:

· An access token represents an authorization for the Originator to access resources. The Originator presents the Host CSE with a request to access resources and access token(s). The Host CSE verifies the access token and then processes the request based on the authorization represented by the access token. 

· An authorization grant describes an authorization to access resources and provides evidence that the Originator obtained authorization from the appropriate sources. There are two “classes” of the authorization grant. Some authorization grants are presented directly to the Host CSE as access tokens. Other authorization grants cannot be used in this way, and the Originator must obtain a separate access token from the Authorization Server; in this case, the authorization grant is presented to the Authorization Server to prove that the Originator has obtained authorization from the appropriate sources.

Some scenarios are better suited to issuing an authorization grant which is used directly as an access token. Other scenarios are better suited to issuing an authorization grant which requires obtaining separate access tokens from an Authorization Server. Allowing both options provides flexibility. 
An authorization grant is typically used when there is a need for the approval of the resource owner to enable access control. However in many M2M use case, the resource owners (i.e. the humans on behalf of which the M2M entities operate) cannot be expected to be easily reachable, whereas they would be able to configure the authorization server to make such decisions by itself. 

Editor’s note: At some point in the future it would be useful to document scenarios that support dissociation between the Grant Issuer and Grant Aprrover. Such discussion is probably better suited to another clause in the document – and not the High Level Architecture clause.
Table 6.2.1-1 lists the functional roles in the DAA reference model. Clause 6.2.2 describes the functions associated with these functional roles. An oneM2M entity may assume multiple roles in this architecture model.

These functional roles generally correspond to functional roles defined for OAuth 2.0 [OAuth]; the main difference is the partitioning of the OAuth 2.0 Resource Owner into a Grant Issuer CSE and Grant Approver, and additionally some names are changed (mostly to align with existing oneM2M terminology).  The rationale behind partitioning the Resource Owner functionality is the following.
·  The Authorization Server or the Host CSE (whichever processes the authorization grant) will need to verify the digital signature or MIC protecting the authorization grant. Consequently, the Authorization Server or the Host CSE must have credentials for verifying that digital signature or MIC. 

· An architecture where the Grant Approver provides the digital signature or MIC (for the authorization grant) will require the Authorization Server or Host CSE to manage credentials and identifiers for all possible Grant Approvers. 

· A Grant Issuer can issue authorization grants for multiple Grant Approvers, and there are expected to be significantly fewer Grant Issuer than Grant Approvers.

· An architecture where the Grant Issuer provides the digital signature or MIC (for the authorization grant) will have significantly simplify credential management for the Authorization Server or Host CSE; when compared to an architecture where the Grant Approver provides the digital signature or MIC for the authorization grant. 
The DAA reference model assumes the following sequence of events take place:

0. The Originator learns that it requires an access token in order access resources on the Host CSE. 

Editor’s note: It is not yet clear if details of the above step would be described in the present document.

1. Obtaining an authorization grant: 
a. The Originator sends a request to the Grant Issuer, asking to be issued an authorization grant which can be used by the Originator to access resources on the Host CSE.

b. The Grant Issuer forwards the request to a Grant Approver that has sufficient permissions to approve issuing the requested authorization grant. The Grant Approver obtains a decision on issuing the authorization grant. For example, this process could include obtaining explicit approval from a person, or using an authorization architecture such as described in TR-0016 [TR0016]. The Grant Approver, then returns its decision (permitted or denied) to the Grant Issuer.

c. On obtaining approval, the Grant Issuer forms an authorization grant, and returns this authorization grant to the Originator.

2. Obtaining an access token (if applicable): If the authorization grant cannot be presented to the Host CSE as an access token, then the Originator obtains an access token from the Authorization Server. The authorization grant is presented to the Authorization Server to prove that the Originator has obtained authorization from the appropriate source(s). Typically, an access token’s lifetime is shorter than that of an authorization grant, and each authorization grant is re-used to obtain a series of access tokens (until the authorization grant expires).

3. Accessing a resource using an Access Token. The Originator sends the access token with the request sent to the Host CSE. The Host CSE verifies the access token and (for the purposes of processing the request) uses the permissions represented by the access token. Each access token is typically reused with multiple requests (until the access token expires). 
	Dynamic Authorization Architecture Functional Role
	Corresponding OAuth 2.0 Role [OAuth]
	Description
	Details in clause

	Originator
	Client
	See [TS0001]. Interacts with Grant Issuer and (Optionally) authorization servers to obtain authorization to access resources on the Host CSE.
	6.2.2.1

	Host CSE
	Resource Server
	See [TS0001]. Accepts authorizations issued by Authorization Server.
	6.2.2.2

	Grant Issuer 
	Resource Owner
	An intermediary between the Originator and Grant Approver. This entity is recognized by the authorization server and Host CSE as having permission to issue authorization grants on behalf of Grant Approvers.
	6.2.2.3

	Grant Approver
	
	This entity has permission to approve or deny issuing an authorization grant. For a given resource, there may be multiple entities permitted to be the Grant Approver for that resource.
	6.2.2.4

	Authorization Server
	Authorization Server
	This entity issues access tokens to Originators presenting valid authorization grants.
	6.2.2.5


Table 6.2.1-1 List of dynamic authorization architecture functional roles
Table 6.2.1-2 lists the DAA reference points. Where an oneM2M entity assumes multiple functional roles, the reference points may be internal to that entity. Clause 6.2.3 describes the reference points in the DAA reference model.
	Reference Point Identifier
	Reference Point Descriptive Name
	End Points
	Description
	Details in clause

	Dagi
	DAA Authorization Grant Issuance
	Originator, Grant Issuer
	Used for requesting and issuing authorization grants
	6.2.3.1

	Daga
	DAA Authorization Grant Approval
	Grant Issuer, Grant Approver
	Used for obtaining approval to issue authorization grants
	6.2.3.2

	Dati
	DAA Access Token Issuance
	Originator, Authorization Server
	Used for requesting and issuing access tokens
	6.2.3.3

	Datu
	DAA Access Token Usage
	Originator, Host CSE
	Providing an access token as authorization to act on one or more resources
	6.2.3.4

	Dagd
	DAA Authorization Grant Data
	Grant Issuer, 
Authorization Server
	Defines how authorization grants are formed at the Grant Issuer and processed at the Authorization Server. This data can traverse the Dagi and Dati reference points.
	6.2.3.5

	Datd
	DAA Access Token Data
	Authorization Server, Host CSE
	Defines how access tokens are formed at the Authorization Server and processed at the Host CSE. This data can traverse the Dati and Datu reference points.
	6.2.3.6


Table 6.2.1-2 List of dynamic authorization architecture reference points
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