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Introduction
This use case is related to the  following requirements from version 2.4.0 of TS-0002-Requirements [2]:

	SER-044

	For M2M Application Service data, that are processed by an M2M Application B in a M2M entity (e.g. M2M Gateway) on its path from an originator A to the recipient  M2M Application C, the oneM2M System shall provide means that enable the recipient to verify both: 
· integrity of the data received by the M2M Application B  from the originator A 
and, at the same time

· that the M2M Application B that has processed the data has not been compromized.
	Targeted for Release 2

	SER-050

	The oneM2M System shall enable pre-defined conditions to be protected from unauthorized modification.
	Targeted for Release 2


There are also weaker security requirements about data integrity only, without emphasis on AE integrity. These SERs are not necessarily overlapping, as the weaker requirements might be easier to implement (for simplicity or computational reasons). Of course, successful realizations of the stronger requirements enables richer deployment possibilities for Application Service Providers. In particular, it enables all the Semantics Mashup Requirements (MSH-01 to MSH-05) to be fulfilled in a secure manner. It also provides security for the OSR-22 case.
5.x Use case for remote attestation

5.x.1 Description

In a oneM2M System, a simple application deployment where sensors provide a flow of messages from peripheric ADNs, relayed by MNs and finally up to a central IN is not always possible due to 1) lack of connectivity or 2) inneficient use of network bandwidth.
The lack of connectivity can be seen as a complete loss of connectivity or as the result of an unacceptably high network latency between the ADN and the IN. An example would be a car automation system. The sensor and the M2M Gateway are both part of the car. The processing has to be done inside the car such that the result is immediately available. When connectivity allows, the results can be shared with other vehicles or road infrastructure. For critical information (ie: speed), the receivers need a way to verify the correctness of the result (ie: a platoon of vehicles adjusting their speeds to match). This relates to OSR-022, which states a certain independence of Field Nodes when disconnected from the Infrastrcture:
	OSR-022
	When some of the components of a M2M Solution  are not available (e.g. WAN connection lost), the oneM2M System shall be able to support the normal operation of components of the M2M Solution that are available.
	Implemented in Rel-1


Data aggregation is an example where the centralized approach leads to inneficient use of bandwidth. Although the IN is much more powerful than a sensor, it is not practical to aggregate millions (or billions) of data points from each individual ADN. A middleground would be to distribute the computation across the MNs and reduce the data flows to manageable sizes as they approach the collection point (IN). More explicity, as messages flow from sensors through MNs, the MNs peform a computation based on these inputs (ie: max, average) and expose a smaller, virtual resource to the next MNs and ultimately to the IN. This distributed map-reduce helps makes the data collection practical. For critical applications (compute maximum of temperatures to trigger alarm), the receiver needs a way to verify the correctness of the result. This enables a secure fulfilment of the Semantics Mashup Requirements MSH-01 to MSH-05:
	MSH-001

	The oneM2M System shall provide the capability to host processing functions for mash-up.
	Targeted for Release 2

	MSH-002

	The oneM2M System shall enable M2M Applications to provide  processing functions for mash-up.
	Targeted for Release 2

	MSH-003

	The oneM2M System itself may provide pre-provisioned or dynamically created processing functions for mash-up.
	Targeted for Release 2

	MSH-004

	The oneM2M System shall be able to create and execute mash-ups based on processing functions.
	Targeted for Release 2

	MSH-005

	The oneM2M System shall be able to expose mash-ups as resources e.g. virtual devices.
	Targeted for Release 2


More generally, the previous examples show the value of an application design where the M2M Gateway can process the data from the originating sensor (constrained M2M device) on its way to the receiver (IN, another M2M Gateway, or M2M Device). For such a design to be useful, the receiver needs to be able to verify that the MN correctly processed the right data, thus providing end-to-end assurance of data and computation integrity.
5.x.2 Actors

The actors in this use case are the sensor (ADN-AE), the middle-node (MN-AE, or prover) and another node (ASN-AE, or verifier).
ADN-AE(s): One or multiple sensors act as the data source. They usually are constrained M2M Devices (ADN-AE). They are equipped with a TPM capable of  digitally signing the data.

MN-AE: Is an application running on the MN that receives the inputs from the sensors and computes a function over them.
ASN-AE: Is another node that receives the output from the MN-AE and wishes an assurance that the result is correct (correct inputs and correct computation).
5.x.3 Pre-conditions

The sensors are equipped with TPMs (ie: they are tamper-proof  and can cryptographically sign messages).
5.x.4 Normal flow

Setup

1. The Application Service Provider creates the application, deploys and configures it on MN-AE and  on ASN-AE. 
Operation
1. (Optional) Setup between ASN-AE and  ADN-AE that might be needed to protect against replay attacks.
2. The sensor generates data, signs it, and sends it to the MN-AE.
3. The MN-AE computes the result of the function over the sensor data and a proof. It sends the result along with the proof to the ASN-AE.
4. The ASN-AE verifies the proof and based on  the outcome accepts or rejects the result.
5.x.5 Potential requirements

The potential requirements match the security requirements SER-044 and SER-050:
	SER-044

	For M2M Application Service data, that are processed by an M2M Application B in a M2M entity (e.g. M2M Gateway) on its path from an originator A to the recipient  M2M Application C, the oneM2M System shall provide means that enable the recipient to verify both: 
· integrity of the data received by the M2M Application B  from the originator A 
and, at the same time

· that the M2M Application B that has processed the data has not been compromized.
	Targeted for Release 2

	SER-050

	The oneM2M System shall enable pre-defined conditions to be protected from unauthorized modification.
	Targeted for Release 2


In the case of SER-050, the predefined conditions are the instructions that comprise the AE program itself. In that sense, satisfying SER-044 also satisfies SER-050.
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