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Introduction
A presentation discussion this change is found in SEC-2015-0660_External_Dyn_Authz_System_Interworking.ppt.
R01: includes changes based on feedback from SEC#20.1
-----------------------Start of change 1-------------------------------------------
6.x
Interworking with an External Dynamic Authorization System
6.x.1 Overall Description
6.x.1.1 Executive Summary
In Release 1, an <accessControlPolicy> contains a privileges attribute which is composed of multiple access control rules acrs. Each access control rule includes accessControlOriginators; a list of AE-IDs, CSE-IDs and <group> resource identifiers explicitly listing the Originators authorized to perform the operations permitted by the access control rule. 
This proposal provides more dynamic authorization by allow another type of value in accessControlOriginators; called a Permitted Delegation Rule, to be defined in more detail below. An otherwise-unauthorized Originator (that is, an entity not explicitly mentioned in the list of AE-IDs, CSE-IDs and referenced <group> resources), can be considered an authorized Originator when identified in an Authorized Delegation which matches the Permitted Delegation Rule.
The issuance of Authorized Delegations is treated as “out of scope”, relying on interworking with an External Dynamic Authorization System such as OAuth 2.0 [OAuth] or UMA [UMA]. 

Two main flows are supported: 

· Server-based flow. In this case a Resource Server Agent interacts with the Authorization System on behalf of the Hosting CSE to obtain an Authorized Delegation without any interaction via the Originator. This flow places a lower burden on the Originator.

· Client-based flow. In this case a Client Agent interacts with the Authorization System on behalf of the Originator to obtain an Access Token, representing the Authorized Delegation, which is subsequently presented to the Hosting CSE in Mca/Mcc request(s). The Resource Server Agent still interacts with the Authorization System on behalf of the Hosting CSE in this flow. This places a higher burden on the Originator, but is easy to integrate with OAuth-based systems.
6.x.1.2 Reference Models
Figure 6.x.1.2-1 shows the reference model for the server-based flow for interworking with an External Dynamic Authorization System. Figure 6.x.1.2-2 shows the reference model for the client-based flow for interworking with an External Dynamic Authorization System. Interactions within the External Dynamic Authorization System are not specified as part of oneM2M specifications.
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Figure 6.x.1.2-1 Reference model for the server-based flow when interworking with an External Dynamic Authorization System
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Figure 6.x.1.2-2 Reference model for the client-based flow when interworking with an External Dynamic Authorization System 
This proposal uses the following terminology:
· External Dynamic Authorization System: A system enabling a Subject to authorize some or all of its access rights to be delegated to one or more other entities. This proposal does not describe any details of the External Dynamic Authorization System, but the following terms are clarified
· Subject (not shown): The stakeholder - for example an end-user, business or organization – or entity whose authority is delegated. 
· Authorization Server: A trusted logical entity in the External Dynamic Authorization System that issues delegations on behalf of the Subject.
· Client Agent: A logical entity interacting with the External Dynamic Authorization System on behalf of one or more Originators. Within the External Dynamic Authorization System, the Client Agent behaves like a Client requesting delegated access to a Resource Server. For more details on the implementation and deployment options for Client Agents and Originators, see clause 6.x.1.3 “Implementation and Deployment Options”.
· Resources Server Agent: A logical entity interacting with the External Dynamic Authorization System on behalf of one or more Hosting CSEs. Within the External Dynamic Authorization System, the Resource Server Agent behaves like a Resource Server allowing delegated access to Clients. For more details on the implementation and deployment options for Resource Server Agents and Hosting CSEs, see clause 6.x.1.3 “Implementation and Deployment Options”.
· Authorized Delegation (AuthzDlgn): A data object describing the authorization delegated by an Authorization Server to one or more Originators on behalf of a Subject. An important part of dynamic authorization is making sure the Hosting CSE knows which combinations of resources, operations and request contexts have been delegated to the Originator by an Authorized Delegation. The Release 1 oneM2M access control mechanism - using <accessControlPolicy> resources linked from requested resources – is not well suited to Authorized Delegations containing explicit access control descriptions.  Instead, and Authorized Delegation associates the Originator with one or more Subject-managed Dynamic Authorization Roles associated with few or many privileges. For more details, see Table 6.x.1-1 “Authorized Delegations, Permitted Delegation Rules, and delegating matching rules”.
· Permitted Delegation Rule (PermDlgnRule): A data object, which can be present in an access control rule to supplement the existing accessControlOriginators parameters of <accessControlPolicy> resource. A Permitted Delegation Rule unambiguously identifies Subject-managed Dynamic Authorization Roles permitted access as part of that access control rule.  The presence of a Permitted Delegation Rule has the effect of allowing an Originator to be considered a member of accessControlOriginator for the duration of the access control decision for a request, provided the Originator has been issued an Authorized Delegation matching the constraints described in the Permitted Delegation Rule. For more details, see Table 6.x.1-1 “Authorization Delegations, Permitted Delegation Rules, and delegating matching rules”. Permitted Delegation rules are allowed to be present in the privileges attribute, but not the selfPrivileges attribute of <accessControlPolicy> resources.
· Access Token: A credential provided by the Originator, as a parameter in a oneM2M request to the Hosting CSE, which authorizes the Originator to access resources on the Hosting CSE. The Access Token may denote an identifier used to retrieve the Authorized Delegation or may self-contain the Authorized Delegation in a verifiable manner (for example, a token string consisting of some data and a signature). An Access Token is not processed within the oneM2M system. Instead, the Originator receives the Access Tokens from the Authorization Server via the Client Agent, while the Hosting CSE provides the Access Token to the Resource Server to obtain the corresponding Authorized Delegation. The oneM2M system treats the Access Token as a meaningless parameter passed in the request. The details of the formatting and processing of the Access Token are specific to the External Dynamic Authorization System being employed. 
· Delegation matching rules: an Authorized Delegation matches a Permitted Delegation Rule if all the individual parameter matching rules are satisfied. For more details, see Table 6.x.1-1 “Authorization Delegations, Permitted Delegation Rules, and delegating matching rules”. 
· Client Agent Initialization message. Information, composed by the Resource Server Agent and passed to the Client Agent via the Hosting CSE and Originator. The Client Agent Initialization message allows correlating the Originator’s failed request with the authorization processing in the External Dynamic Authorization System, and can also include information used in subsequent interactions with the External Dynamic Authorization System. The details are specific to the External Dynamic Authorization System being employed.
	Parameter
	JWT element name
	Authorized Delegation (AuthzDlgn)
	Permitted Delegation Rule (PermDlgnRule)
	Delegation Matching Rule at Hosting CSE. Default values are FALSE unless otherwise stated

	Issuer
	iss
	Issuing Authorization Server’s FQDN. Regular expressions are not allowed.
	One or more FQDN’s. Wildcards are allowed 
	TRUE if the AuthzDlgn.iss matches at least one FQDN in PermDlgnRule.iss.

	Subject 
	sub
	An identifier for the subject, unique with the scope of the Authorization Server. Can be set to “anonymous.
	One or more subject identifiers. Wildcards are allowed
	If AuthzDlgn.sub is “anonymous”, then always TRUE.

Else, TRUE if AuthzDlgn.sub matches at least one regular expression in PermDlgnRule.sub 

	Audience
	aud
	One or more regular expressions for Absolute CSE-IDs of Hosting CSEs that are to accept the Authorized Delegation.
	Not present.

	TRUE if Hosting CSE’s CSE-ID matches at least one regular expression in AuthzDlgn.aud.

	Authorized Originators
	azo (new)
	(Optional) One or more Absolute CSE-IDs and/or Absolute AE-IDs of the Originators which are delegated rights by this Delegation. Wildcards are allowed
	(Optional) One or more Absolute CSE-IDs and/or Absolute AE-IDs. Wildcards are allowed
	If AuthzDlgn.azo or PermDlgnRule.azo is not present, then always TRUE.

Else, TRUE if Originator’s AE-ID or CSE-ID matches both of

· At least one Absolute CSE-ID or Absolute AE-ID in AuthzDlgn.azo, and

· At least one Absolute CSE-ID or Absolute AE-ID in PermDlgnRule.azo

	Dynamic Authz. Roles
	rol (new)
	(Optional) One or more identifiers for Subject-Managed Dynamic Authorization Roles. 
	(Optional) One or more Dynamic Authorization Role identifiers. Wildcards are allowed
	If AuthzDlgn.rol or PermDlgnRule.rol is not present, then always TRUE.

Else, TRUE if AuthzDlgn.rol matches at least one Dynamic Authorization Role identifier in PermDlgnRule.rol

	Access Token Usage
	Atu (new)
	(Conditional) Present for AuthzDlgn obtained using the client-based flow only. Has two possible values: “auto” and “required”.
	Not present.

	If AuthzDlgn.atu is “auto”, then always TRUE.

If AuthzDlgn.atu is “required”, then TRUE only if request includes the corresponding Access Token or an identifier for the Authorized Delgation.

	Authorized Delegation Identifier
	jti
	Authorized Delegation Identifier
	(optional) One or more Authorized Delegation Identifiers. Wildcards are allowed
	IF PermDlgnRule.jti is not present, then always TRUE.

Else, TRUE if AuthzDlgn.jti matches at least one Authorized Delegation Identifier in PermDlgnRule.jti

	Not Before
	nbf
	(optional) The time before which AuthzDlgn is invalid. 
	(optional) The time before which PermDlgnRule is invalid.
	If AuthzDlgn.nbf and PermDlgnRule.nbf are both not present, then always TRUE.

Else, TRUE if the time of the access control decision is after which of AuthzDlgn.nbf and PermDlgnRule.nbf are present. 

	Expiry
	exp
	(optional) The time after which AuthzDlgn is invalid.
	(optional) The time after which PermDlgnRule is invalid.
	If AuthzDlgn. exp and PermDlgnRule. exp are both not present, then always TRUE.

Else, TRUE if the time of the access control decision is before which of AuthzDlgn.exp and PermDlgnRule.exp are present.

	Issued At
	iat
	(optional) The time at which the AuthzDlgn was issued.
	Not present.
	Always TRUE. Hosting CSE can choose to use AuthzDlgn.iat to detect old Authorization Delegations, but there is no standard processing. 


Table 6.x.1.2-1 Authorized Delegations, Permitted Delegation Rules, and matching rules for individual parameters. 
This reference model assumes the following sequence of events take place, with further details provided in Clause 6.x.2 “Further High-Level Details”.
A. External Dynamic Authorization System configuration: The Authorization Server is provided with policies governing issuing an Authorization Delegation access token as defined in oneM2M. The Client Agent, Resource Server Agent and Authorization Server are also configured as needed for the secure operation of the External Dynamic Authorization System. More details are provided in clause 6.x.2.1 “External Dynamic Authorization System Configuration”. 
B. Permitted Delegation Rule Configuration: Appropriate Permitted Delegation Rules are configured as a supplement to the existing accessControlOriginators in access control rules of <accessControlPolicy> resources in the Hosting CSE.  The <accessControlPolicy> resources can be managed using oneM2M primitives. No further details are needed regarding this phase.
C. Resource Server Agent Initialization. The Originator submits a resource access request, which may include an indication that the Originator will allow performing the client-based flow for this request. The Hosting CSE determines that the Originator does not have sufficient permissions. The Hosting CSE provides the Resource Server with a list of Permitted Delegation Rules which could be used to authorize the request if a suitable Authorized Delegation was issued, and (if provided in the request) the indication that the Originator will allow performing the client-based flow for this request. More details are provided in clause 6.x.2.2 “Resource Server Initialization”.

D. Additional steps for obtaining Authorized Delegations using the server-based flow: If the server-based flow is supported by the External Dynamic Authorization System, then the Resource Server Agent can use the server-based flow to attempt obtaining an Authorized Delegation(s) Matching one of provided list of Permitted Delegation Rules.  
NOTE: The details are specific to the External Dynamic Authorization System being employed; these details are not visible to the oneM2M system, and are not addressed in the present document.
a. If this process was not successful in obtaining such Authorized Delegation(s), and if the Originator indicated that it will allow performing the client-based flow for this request, then the Resource Server Agent proceeds to phase E “Additional Steps for obtaining Authorized Delegations using the client-based flow”.
b. If this process was successful in obtaining such Authorized Delegation(s), then the Resource Server Agent returns these to the Hosting CSE, and the Hosting CSE proceeds to phase F “Associating Authorized Delegations with a Request”. 

c. Otherwise, the Resource Server Agent returns, to the Hosting CSE, an indication that dynamic authorization is not possible.

E. Additional Steps for obtaining Authorized Delegations using the client-based flow:
a. Client Agent initialization: Following (optional) interaction with the External Dynamic Authorization System, the Resource Server Agent provides a Client Agent Initialization message to the Hosting CSE, who forwards it to the Originator in a oneM2M response with “UNAUTHORIZED” status. The Originator provides the Client Agent Initialization message to the Client Agent. Further details are provided in clause 6.x.2.3 “Client Agent Initialization”.
b. Obtaining an Access Token: The Client Agent, triggered by the Client Agent Initialization message, interacts with the External Dynamic Authorization System to obtain an appropriate Authorized Delegation and Access Token.
NOTE: The details are specific to the External Dynamic Authorization System being employed; these details are not visible to the oneM2M system, and are not addressed in the present document.
No further details are needed regarding this phase.
c. Presenting an Access Token in a request: The Client Agent provides the Authorized Delegation and Access Token to the Originator. The Originator submits the request to the Hosting CSE, including the Access Token(s) of valid Authorized Delegation(s) provided by the Client Agent. If the Hosting CSE does not yet have a copy of an Authorized Delegation associated with an Access Token, then the Hosting CSE forwards the Access Token to the Resource Server Agent. The Resource Server Agent verifies the Access Token and obtains the associated Authorized Delegation, which can involve online interaction with the External Dynamic Authorization System. The Resource Server Agent returns the verified Authorized Delegation(s) to the Hosting CSE. The Hosting CSE could cache the Authorized Delegation until the expiry of the Authorized Delegation. Further details are provided in clause 6.x.2.4 “Presenting an Access Token”.

F. Associating Authorized Delegations with a Request. The Hosting CSE determines which Authorized Delegation(s) are to be considered in the access control decision for the received request. Further details are provided in clause 6.x.2.5 “Associating Authorized Delegations with a Request”.
G. Access Control Decisions using Authorized Delegations. The Hosting CSE applies the access decision algorithm of TS-0003 [TS0003], with one difference: for each access control rule in these <accessControlPolicy> resources, if any Permitted Delegation Rule in the access control rule matches a verified Authorized Delegation associated with the request, then the access control rule is processed as if the Originator’s identifier is in accessControlOriginators. No further details are needed regarding this phase.

Many of the details are specific to the External Dynamic Authorization System being employed. These details are not visible to the oneM2M system, and are not intended to be addressed in oneM2M specifications. 

On Dynamic Authorization Roles: The scope of privileges associated with a Dynamic Authorization Role depends on the access control rules containing Permitted Delegation Rules matching a Dynamic Authorization Role. A Subject is expected to consider this scope of privileges when making policies at the Authorization Server or when providing explicit authorization to issue Authorized Delegations containing that Dynamic Authorization Role.
6.x.1.3
Implementation and Deployment Options 
The Originator and Client Agent are treated as distinct logical entities in this reference model. The following implementation and deployment options possible in:

· The Originator and Client Agent could be 
· Integrated to a single component and indistinguishable.

· The Distinct components on a single device.

· Implemented on distinct Nodes. 

· A single Client Agent could interact with an External Dynamic Authorization System on behalf of multiple Originators. For example:
· An application may register to a CSE as multiple AEs, and the application could contain a Client Agent which could interact with an External Dynamic Authorization System on behalf of all of these AEs.

· A single Client Agent on a Node could interact with an External Dynamic Authorization System on behalf of multiple Originators on the same Node.

· A Client Agent on a MN could interact with an External Dynamic Authorization System on behalf of multiple Originators on the ASNs and ADNs registered to that MN.
The proposal supports most of these implementation and deployment options, except the options with the Originator and Client Agent on distinct nodes – since this option requires defining a protocol for communication between the Originator and Client Agent. Such a protocol could be considered in future versions of this architecture.

Most of these comments (regarding implementation and deployment options for the Originator and Client Agent) also apply to the Hosting CSE and Resource Server Agent. The proposal supports most of these implementation and deployment options, except the options with the Hosting CSE and Resource Server Agent on distinct nodes – since this option requires defining a protocol for communication between the Hosting CSE and Resource Server Agent. Such a protocol could be considered in future versions of this architecture.
6.x.2
Further High-Level Details 
6.x.2.1
External Dynamic Authorization System Configuration
This phase describes the configuration of External Dynamic Authorization System entities assumed prior to Initialization phase.
Starting State:

· Not applicable.

End State:

· The following details are specific to the External Dynamic Authorization System being employed; these details are not visible to the oneM2M system, and are not addressed in the present document but mentioned for completeness
· The Subject’s policies on the Authorization Server governing issuing (oneM2M) Authorization Delegations are managed by the Subject. This management can be a continual process – the policies do not need to be static. The policies can require Subject authentication an authorization prior to using Authorization Delegations. 
· Client Agent, Resource Server Agent and Authorization Server are configured as needed for the secure operation of the External Dynamic Authorization System. This includes provisioning of credentials. This could include registering the Client Agent and/or Resource Server Agent with the Authorization Server. 

· The following details impact the Originator and Hosting CSE in addition to the External Dynamic Authorization System. These details are not are not addressed in the present document but mentioned for completeness.
· The Client Agent and Originator can communicate securely, and the Client Agent knows the current CSE-ID or AE-ID of the Originator.

· The Resource Server Agent and Hosting CSE can communicate securely, and the Resource Server Agent knows the current CSE-ID of the Hosting CSE.

NOTE: As noted in clause 6.x.1.3 “Implementation and Deployment Options”, the present proposal does not allow for the Originator and Client Agent being on distinct devices, nor the Hosting CSE and Resource Server Agent being on distinct devices; although future versions may specify protocols allowing these options.

Normal Flow: The details are not addressed in the present document
6.x.2.2
Resource Server Agent Initialization
Starting State:

· The configuration of the External Dynamic Authorization System is configured, as discussed in clause 6.x.2.1 “External Dynamic Authorization System Configuration”.
· The <accessControlPolicy> resources have been configured with Permitted Delegation Rules.
End State:

· The Originator has sent, to the Hosting CSE, a oneM2M resource access request which could include Access Token(s).

· The Hosting CSE is in possession of the request and the Authorized Delegation(s) corresponding to the Access Token(s) present in the request.
· The Originator does not currently have sufficient permissions to allow the request, even when accounting for the Access Token(s) in the request.

· The Resource Server Agent is in possession of a list of Permitted Delegation Rules.
Normal Flow. Optimizations to this message flow can be considered in Clause 8.
Editor’s Note: A figure could be provided here. 
1. The Originator submits a resource access request, which could include Access Token(s). If the Originator will perform the client-based flow for this request, then it includes the appropriate indication in the request.
2. The Hosting CSE determines if the Originator has sufficient permissions by evaluating the <accessControlPolicy> resources linked to the requested resources. This can include 

· Extracting Access Tokens 
· For those Access Token(s) for which the Hosting CSE does not have a cached copy of the corresponding Authorized Delegation(s), the Hosting CSE obtains the corresponding verified Authorized Delegation(s) from the Resource Server Agent as described in clause 6.x.2.5   

· Associating these and other Authorized Delegation(s) with the request, as described in clause 6.x.2.5.

· Making an access control decision, as described in Phase G “Access Control Decisions using Authorized Delegations” clause 6.x.1.2. 

The following description assumes that the outcome of this process is that the Originator does not have sufficient permissions.

3. The Hosting CSE forms a list of Permitted Delegation Rules which, if matched by an Authorized Delegation, would allow the Originator to have the requested resource access. These are Permitted Delegation Rules in the access control rules of <accessControlPolicy> resources linked from the requested resources, where
· The Originator’s CSE-ID or AE-ID is not present in the accessControlOrigiantors, nor in a <group> resource linked from accessControlOrigiantors.

· The Permitted Delegation Rules is currently valid.

· The Originator’s CSE-ID or AE-ID matches the Authorized Originator parameter in the Permitted Delegation Rules.
· The accessControlOperations includes the operation in the request.

If this list is empty, then Authorized Delegations would not enable the request to be allowed. In this case, the Hosting CSE returns a response with the “UNAUTHORIZED” status, and all subsequent steps are ignored.
4. The Hosting CSE provides, to the Resource Server Agent, the list of Permitted Delegation Rules and (if provided in the request) the indication that the Originator will allow performing the client-based flow for this request.  .
6.x.2.3
Client Agent Initialization (Client-Based Flow Only)

Starting State:

· The Resource Server is in possession of a list of Permitted Delegation Rules for which the client-based flow must be applied.

End State:

· The Resource Server has initiated some processes in the External Dynamic Authorization System to enable the Client Agent obtaining Authorization Delegation(s) and corresponding Access Token(s).
· The Originator possesses a Client Agent Initialization message which it has provided to the Client Agent. 
· The Client Agent possesses a Client Agent Initialization message.
Normal Flow. Optimizations to this message flow can be considered in Clause 8.

Editor’s Note: A figure could be provided here. 

1. The Resource Server Agent could interact with the External Dynamic Authorization System, prior to generating Client Agent Initialization message.
NOTE: The details are specific to the External Dynamic Authorization System being employed. These details are not visible to the oneM2M system, and are not addressed in the present document.
2. The Resource Server Agent provides a Client Agent Initialization message to the Hosting CSE.
3. The Hosting CSE sends a response to the Originator indicating the request was denied with reason “UNAUTHORIZED”, and provides the Client Agent Initialization message.

4. The Originator provides the Client Agent Initialization message to the Client Agent. 
6.x.2.4
Presenting an Access Token in Request (Client-Based Flow Only)
Starting State:

· The Client Agent is in possession of Authorized Delegation(s) and corresponding Access Token(s).

End State:

· The Originator is in possession of Authorized Delegation(s) and corresponding Access Token(s).

· The Hosting CSE has a oneM2M resource access request from which it has extracted Access Token(s). 
· The Hosting CSE has cached copies of the verified Authorized Delegation(s) corresponding to the extracted Access Token(s).
Normal Flow. Optimizations to this message flow can be considered in Clause 8.

Editor’s Note: A figure could be provided here. 

1. The Client Agent provides the Originator with Authorized Delegation(s) and corresponding Access Token(s). 
2. The Originator could caches each Authorized Delegation and corresponding Access Token until the expiry indicated in the Authorized Delegation.

3. The Originator forms a oneM2M resource access request including the Access Token(s) received from the Client Agent.

4. The Originator sends the oneM2M resource access request to the Hosting CSE.

5. The Hosting CSE extracts the Access Token(s) from the Originator’s resource access request.

6. The Hosting CSE provides Resource Server Agent with the Access Token(s) for which the Hosting CSE does not have a cached copy of the associated Authorized Delegation(s).

7. The Resource Server Agent verifies the Access Token(s) and obtains the verified corresponding Authorized Delegation(s).

a. If the Access Token denotes an identifier used to retrieve the Authorized Delegation, then the Resource Server Agent interacts online with the External Dynamic Authorization System to verify the Access Token and obtain the Authorized Delegation. 

b. If the Access Token self-contains the Authorized Delegation in a verifiable manner (for example, a token string consisting of some data and a signature), then the Resource Server Agent can extract and verify the Authorized Delegation offline. 

8. The Resource Server Agent provides the Hosting CSE with the verified Authorized Delegation(s) corresponding to the Access Token(s). 
9. The Hosting CSE caches copies of the verified Authorized Delegation(s) and corresponding Access Token(s).

For Authorized Delegations obtained using the Client-based process; if an Authorized Delegation’s Access Token Usage parameter indicates “required”, then 
· The Hosting CSE will consider the Authorized Delegation in an access control decision of a request only if the corresponding Access Token is included in the request.

· Consequently, the Originator must include the associated Access Token in subsequent requests for which the Originator intends the Authorized Delegation to be considered in access control decisions. 
For Authorized Delegations obtained using the Client-based process; if an Authorized Delegation’s Access Token Usage parameter indicates “auto”, then
· The Hosting CSE will automatically consider the Authorized Delegation in an access control decision of a request – the request does not need to include the corresponding Access Token.

· Consequently, the Originator does not need to include the associated Access Token in subsequent requests for which the Originator intends the Authorized Delegation to be considered in access control decisions. It makes no different if the request includes or does not include the corresponding Access Token. 

NOTE. For Authorized Delegations obtained using the Server-based process, the Hosting CSE will automatically consider the Authorized Delegation in an access control decision of all requests. See
6.x.2.5
Associating Authorized Delegations with a Request

Starting State:

· The Hosting CSE has a oneM2M resource access request from which it has extracted Access Token(s). 

· The Hosting CSE has cached copies of the verified Authorized Delegation(s) corresponding to the extracted Access Token(s).

· The Hosting CSE could have cached copies of Authorized Delegation(s) corresponding to other Access Token(s).

· The Hosting CSE could have cached copies of verified Authorized Delegation(s) obtained using the server-based process (for which there are no corresponding Access Tokens).

End State:

· The Hosting CSE has a oneM2M resource access request with which the Hosting CSE has associated verified Authorized Delegation(s).

Normal Flow. Optimizations to this message flow can be considered in Clause 8.

Editor’s Note: A figure could be provided here. Note however that this simply a sequence of steps performed at a single entity, and a figure might not be very helpful. 

1. The Hosting CSE associates verified Authorized Delegation(s) with the request according to the following rules
2. If the Originator of the request matches Authorized Originators parameter in an Authorized Delegation obtained via the server-based flow, then the Host CSE automatically associates the Authorized Delegation with the request.

3. If the Originator or a request matches Authorized Originators parameter in an Authorized Delegation obtained via the client-based flow, and the Authorized Delegation’s Access Token Indication parameter is set to “auto” then the Host CSE automatically associates the Authorized Delegation with the request.

4. If an Authorized Delegation is obtained via the client-based flow, and the Authorized Delegation’s Access Token Indication parameter is set to “required” then the Host CSE associates the Authorized Delegation with the request only if the request includes either the corresponding Access Token or the Authorized Delegation Identifier.
-----------------------End of change 1---------------------------------------------
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