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-----------------------Start of change 1-------------------------------------------

8.2 Security Association Establishment Frameworks

8.2.1 Overview on Security Association Establishment Frameworks
In the present document, security associations are restricted to single hop on Mcc, Mcc' or Mca reference point. The security associations can be established for both zero-hop as well as for multiple hops on Mcc, Mcc’ or Mca reference points.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

8.3 Remote Security Provisioning Frameworks

8.3.1 Overview on Remote Security Provisioning Frameworks

8.3.1.1 Purpose of Remote Security Provisioning Frameworks
The provisioned symmetric key can be used for Provisioned Symmetric Key Security Association Establishment Framework or MAF-based Symmetric Key Security Association Establishment Frameworks. In cases, where the two entities are multiple hops away and end-to-end security is required, then end-to-end symmetric keys shall be generated using the Remote Security Provisioning Frameworks.
· Provisioned Symmetric Key Security Association Establishment 
Provisioned Symmetric Key Association Establishment uses a symmetric key Kpsa and corresponding KpsaId, shared between two entities (Entity A and Entity B), to establish security associations between those two entities (CSE/AEs), as described in clause 8.2.2.1. In addition, the symmetric key Kpsa can be used to generate end-to-end security keys between the two entities when the entities are multiple hops away. This symmetric key Kpsa and corresponding KpsaId shall be either pre-provisioned or remotely provisioned to the two CSE/AEs using the Security Bootstrap Frameworks.
8.3.1.2 Overview on Remote Security Provisioning Frameworks

Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment or Trust Enabler Function are provided with: 
NOTE 1: The identity of the M2M Authentication Function or the Enrolee B is assumed to have been configured prior to the Bootstrap Instruction Configuration phase. Additionally, in the case of Enrolee B, an indication of whether the Kpsa can be used for generation of end-to-end security credentials, the security capabilities of the Enrolment Target and the associated security parameters that dictates the mechanisms to generate the credentials and the mechanisms that shall be used to achieve end-to-end security.

· Enrolment Key Generation: generating a symmetric Enrolment Key (Ke) and corresponding Enrolment Key Identifier (KeId) shared by the Enrolee and M2M Enrolment or Trust Enabler Function, which is used for subsequent generation of the Master Credential (Km) or Provisioned M2M Symmetric Key (Kpsa). 
-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3-------------------------------------------
8.4
Remote Security Provisioning Frameworks for End-to-End Security
8.4.1
Overview on Remote Provisioning for End-to-End Security 
8.4.1.1
Purpose of Remote Provisioning for End-to-End Security
8.4.1.1
Overall Description of Remote Provisioning for End-to-End Security

This clause provides description on mechanisms that can be employed for generation of credential(s) that are to be used for end-to-end security. Based on security requirements or security profile associated with an Entity (e.g. AE), appropriate end-to-end security credentials can be generated. The remote provisioning mechanisms leverages the mechanisms described in Clauses 8.3 on the Remote Provisioning Frameworks and extends the mechanism in order that End-to-End Security credentials are provisioned for entities that are more than one-hop away from one another.

8.4.2
Detailed Description on the End-to-End Remote Provisioning Framework

This clause describes the Remote Provisioning of Symmetric End-to-End Security credentials. The End-to-End security credentials can be generated after having completed the Remote Provisioning of symmetric credentials using the Provisioned Symmetric Key or the MAF-based Symmetric Key Security Association Establishment Processes as described in clauses 8.3. The End-to-End Security Credentials derived can be used for providing:

· Message (primate) integrity and authenticity using a Message Integrity Code (MIC)

· Message (primitive) confidentiality

· Integrity and authenticity of the content (attributes)
· Confidentiality of content (attributes)
Based on the higher-level requirements appropriate end-to-end credentials may be generated using either bootstrapping process (preferable approach) or by using pre-provisioned end-to-end credentials. Illustrated in Figure 8.4.1.2-1 is a high-level key generation process.

As part of the “Generation of End-to-End Key Generation” Phase, the enrolee and the enrolment target generates End-to-End credentials using the Kpsa as the master key in order to generate the End-to-End master key. If the enrolee is an AE, and the Enrolment Target is a CSE, then an end-to-end master credential, Ke2e_AE_CSE_master is generated. An Example of End-to-End Key Generation using RFC 5869 is provided below:
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Bootstrap Credential Configuration: The Bootstrap Credential Configuration may be based upon the type of Remote Provisioning Framework that is used. When using Symmetric Key Remote Provisioning, the Enrolee and the Enrolment targets are either pre-provisioned with the Symmetric Enrolee Key (Kpm) and the corresponding Pre-provisioned Symmetric Key Identifier, denoted KpmId. In addition the Enrolee is provisioned with the M2M Enrolment Function’s URI (MEF URI) or a Trust Enabler Function (TEF URI). The mechanisms follows the procedures as described in clause 8.3.2.1. In the case, when using Certificate-based Remote Provisioning, the Enrolee and the Enrolment target is provisioned with each other’s respective public key certificate and follows the mechanisms as described in clause 8.3.2.2. In the case of GBA-based Remote Provisioning, MNO provided credentials are used and follows the 3GPP TS 33.220 [13]. The detailed mechanisms as described in Clause 8.3.2.3 are to be followed.
Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function or the Trust Enabler Function are configured with the information needed for authorizing the remote provisioning:
· The Enrolee is configured with the following arguments to initiate remote provisioning:
a) The Enrolment Target identity: Identifying the Enrolment Target for which the Enrolee is to be provisioned.
b) The Enrolee associates these arguments with the M2M Enrolment or Trust Enabler Function. The M2M Enrolment or Trust Enabler Function can be identified to the Enrolee using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId) or the M2M Enrolment or Trust Enabler Function URI. 
c) The type of end-to-end security protection as well as mechanisms that have to be used
· M2M Enrolment or Trust Enabler Function is configured with the following arguments to authorize the M2M Enrolment or Trust Enabler Function to remotely provision the Enrolee for an Enrolment Target: 
a) The Enrolment Target Identity: Identifying the Enrolment Target for which the Enrolee is to be provisioned. 
b) Enrolee's assigned CSE-ID or AE-ID (Enrolee-ID). The M2M Enrolment or Trust Enabler Function is to provide this entity identity for the Enrolee with the Km or Kpsa to the Enrolment Target, when requested by the Enrolment Target.
c) The M2M Enrolment or Trust Enabler Function is to provide detailed key extraction and expansion parameters that are to be used when deriving the end-to-end credentials from the Km or Kpsa, This information is to be provided to the Enrolee and the Enrolment Target.
d) The M2M Enrolment or Trust Enabler Function has to provide the scope parameters to the Enrolee and Enrolment Target that determines the protocols and the cryptographic algorithms that are to be used for performing end-to-end security.
· Bootstrap Security Handshake: The Enrolee and M2M Enrolment or Trust Enabler Function perform a (D)TLS-PSK handshake [15] to establish a secure session. The mechanisms would follow similar mechanisms detailed in clause 8.3.2
· End-to-End Key Generation: 
a) The Enrolment Key (Ke) and RelativeKeId is generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment or Trust Enabler Function using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details". Similarly, the Enrolment Key Identifier (KeId) is generated from the RelativeKeId and the M2M Enrolment Function's FQDN by the Enrolee and M2M Enrolment or Trust Enabler Function, as described in clause 10.3.4 "Generating KeId". The Enrolee and the M2M Enrolment or Trust Enabler Function stores the Ke and the associated KeId.
b) The End-to-End master key (Ke2e) and the E2EKeyId is generated in a similar manner as the Kpsa and the associated KpsaId. If the Enrolee would like to request the provisioning of End-to-End keys then a key extraction based on Kpsa / Km is performed.
c) The End-to-End master Key (Ke2e_master) is used to generate specific security protection keys, such as, End-to-End MIC Key, End-to-End Confidentiality Key and other keys depending upon the key extraction and expansion parameters that was provided. The key extraction and expansion would be based upon RFC 5869.
NOTE 2: The End-to-End Key Generation for the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework is identical to the End-to-End Key Generation for the Certificate-Based Remote Security Provisioning Framework.
-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------
9.2
Remote Security Provisioning Framework Procedures and Parameters

9.2.3

End-to-End Credential Configuration Procedures and Parameters
The following End-to-End Credential Configuration procedures are described in this clause:
· End-to-End Credential Configuration of Enrolees and Enrolment Targets, see clause 9.2.3.1. 
· End-to-End Credential Configuration of M2M Enrolment Functions, see clause 9.2.3.2.
· Configuration parameters for enabling End-to-End Security at Enrolees and Enrolment Targets
· 9.2.3.1
End-to-End Credential Configuration of Enrolees and Enrolment Targets
It is assumed that the Enrolee and the Enrolment Targets are configured with the URI of the M2M Enrolment Function or the Trust Enabler Function and have been configured with the appropriate parameters specific to the Remote Security Provisioning Frameworks as described in clause 9.2. In addition, the End-to-End credentials are provisioned and appropriate security parameters are provisioned to the Enrolment Targets while the Enrolee can derive the End-to-End credentials on its own using the relevant security parameters that have been provisioned. Table 9.2.3.1-1 provides a list of the parameters.
Table 9.2.3.1-1 Security Credentials and parameters provisioned to the Enrolment Targets and Enrolees

	Security Protection
	End-to-End Security Provisioning Framework Parameters
	Description

	End-to-End Security Credentials
	KpsaId
	This master end-to-end  secret established using the Remote Security Provisioning Framework described in 8.4

	
	Kpsa
	This is the credential identity of the end-to-end master key

	
	MEF, MAF or TEF URI
	The third-party entity that is used as the credential generator / registry

	Cryptographic Parameters
	Salt
	The salt used for generating the credentials.

	
	Key Extraction Algorithm: HMAC-Hash
	The Key extraction algorithm that is used for generating the various keys if required

	Types of Credentials
	Message Authenticity (Primitive)
	The key used for message authentication and integrity of oneM2M primitives

	
	Message Confidentiality (Primitive)
	The key that is used for message confidentiality of oneM2M primitives

	
	Integrity of Data (Attribute)
	Key used for providing integrity of data / attribute

	
	Confidentiality of Data (Attribute)
	Key used for providing confidentiality of data / attributes


9.2.3.2
End-to-End Credential Configuration at the M2M Enrolment or Trust Enabler Functions
It is assumed that the M2M Enrolment or the Trust Enabler Function is configured with the identities of the entities (AE-Id, CSE-ID) and appropriate parameters specific to the Remote Security Provisioning Frameworks as described in clause 9.2. 

In addition, the M2M Enrolment or Trust Enabler Function is provisioned the appropriate security parameters in order that the End-to-End security credentials are derived and the set of the cryptographic parameters are provisioned to the Enrolment Targets once the Enrolment Target has been authenticated. Table 9.2.3.2-1 provides a list of the parameters.
Table 9.2.3.2-1 Security Parameters provisioned at the M2M Enrolment or Trust Enabler Function and Enrolee
	End-to-End Security Protection
	End-to-End Security Provisioning Framework Parameters
	Description

	End-to-End Security Credentials
	Kpm
	Pre-provisioned credentials between the Enrolee and MEF, TEF or MAF

	
	KpmId
	The credential identity of the pre-provisioned credentials

	
	AE-Id / CSE-Id
	The entity identity that is pre-provisioned with the end-to-end security credentials

	List of required Security Protection and Strength
	Message Authentication: (Low – High)
	Provides a level of the required strength of the message authentication mechanism

	
	Message Confidentiality: (Low – High)
	Provides a level of the required strength for providing message confidentiality mechanism

	
	Attribute Integrity: (Low – High)
	Provides a level of the required strength  for providing attribute integrity

	
	Attribute Confidentiality: (Low – High)
	Provides a level of the required strength  for providing attribute confidentiality


9.2.3.3
Configuration parameters for enabling End-to-End Security at Enrolees and Enrolment Targets
The Enrolees and the Enrolment Targets are provisioned with the cryptographic parameters that are used to enable and verify end-to-end security protection. In the case of the Enrolment Target, the M2M Enrolment Function or the Trust Enabler Function provisions the parameters to it after a successful authentication and derivation of the Secure Connection Key (Kpsa). In the case of the Enrolee, the parameters could have been pre-configured or provisioned in a similar manner as the Enrolment Target, that is, once the derivation of the Secure Connection Key (Kpsa) is done, and shared between the Enrolee and the Enrolment Target. Table 9.2.3.3-1 provides a list of the parameters.
Table 9.2.3.3-1 Security Parameters provisioned to the Enrolment Target and the Enrolee
	End-to-End Security Protection
	End-to-End Security Provisioning Framework Parameters
	Description

	End-to-End Security Credentials
	e2e_master
	The end-to-end master credential

	
	E2EKeyId
	Master credential identity

	
	Enrolment Target of Enrolee Id
	The identity of the end entity with which the end-to-end credential is associated with

	Cryptographic Parameters
	Protocol: JWS / JWE, XML Sec
	The type of encoding and representation that is used

	
	Class of cryptographic algorithms: AEAD (single key) or non-AEAD
	Defines the class of cryptographic algorithms that shall be used

	
	Message Authenticity Algorithm / Size: HMAC-SHA-256, HMAC-SHA-512
	Indicates the message authentication algorithm and key size

	
	Message Confidentiality Algorithm / Size: AES-192 / 256
	Indicates the message confidentiality algorithm and key size

	
	Attribute Confidentiality Algorithm: AES-192 / 256
	Attribute confidentiality algorithm and key size

	
	Attribute Authenticity Algorithm / Size: HMAC-SHA-256
	Attribute authenticity and integrity algorithm and key size

	Cryptographic Usage
	Message / Attribute Authenticity: Nonce
	The random value that was used for providing freshness. This is only stored temporarily associated with an expiration time and communicated to the other end

	
	Message / Attribute Confidentiality: Initialization Vector
	This random value that is used as the initialization vector for the confidentiality algorithm


Note: If AEAD class of algorithms where only a single key is used, then only a single cryptographic algorithm (e.g. AES-GCM or AES-CCM) and the associated key size shall be identified. In addition, for AEAD class of algorithms, only a single random value (Nonce) is used. There shall not be a IV and a Nonce, only a single random value is used.
-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

10.3 Key Export and Key Derivation Details 

10.3.6
Derivation of End-to-End Master Key from Enrolment Key

This clause describes the details when generating an End-to-End Master Key (Ke2e) from an Enrolment Key (Ke) in Remote Provisioning Frameworks. The mechanisms to generate the End-to-End Master Key is extracted from the Provisioned Secure Connection Key, (Kpsa).
The following information shall be used when generating Ke2e from Kpsa:
· The value of the Provisioned Secure Connection Key (Kpsa)

· Enrolee B's CSE-ID or AE-ID (Enrolee-B-ID), which shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].

The value of Ke2e_master shall be generated as:
· Ke2e_master = HMAC-Hash (Salt, Kpsa) 

10.3.6.1 Key Extraction and Expansion of End-to-End Master Key
The End-to-End Master Key (Ke2e_master) is used to generate the security protection-specific keys. The Key Extraction and Expansion parameters along with the scope are used to generate the various keys. The Key extraction and expansion is performed according to the specifications defined in IETF RFC 5869. A list of possible End-to-End keys are shown in Table 10.1.6.1-1
Table 10.1.6.1-1: End-to-End Security Keys
	Security Protection
	Symmetric Keys Generated

	Message Authenticity (Primitive)
	Ke2e_msg_auth

	Message Confidentiality (Primitive)
	Ke2e_msg_conf

	Integrity of Data (Attribute)
	Ke2e_att_auth

	Confidentiality of Data (Attribute)
	Ke2e_att_conf


The End-to-End security protection keys that are generated by performing a key expansion of the Ke2e_master using mechanisms specified in RFC 5869. Using the generated end-to-end master key, the associated end-to-end message authentication and or end-to-end message confidentiality keys and attribute keys are generated in the following manner:

· T(0) = empty string (zero length)

· End-to-End Message Authenticity Key (Ke2e_msg_auth) = T(1) = HMAC-Hash (Ke2e_master, T(0) | “E2E Message Authentication Key”| 0x01)
· End-to-End Message Confidentiality Key (Ke2e_msg_conf)  = T(2) = HMAC-Hash (Ke2e_master, T(1)| “E2E Message Confidentiality Key”|0x02)
· End-to-End Attribute Authenticity Key (Ke2e_att_auth)  = T(3) = HMAC-Hash (Ke2e_master, T(2)| “E2E Attribute Authenticity Key”|0x03)
· End-to-End Attribute Confidentiality Key (Ke2e_att_conf)  = T(4) = HMAC-Hash (Ke2e_master, T(3)| “E2E Attribute Confidentiality Key”|0x04)
Note: If AEAD algorithms where only a single key is used, then either the Ke2e_msg_auth or the Ke2e_msg_conf key may be derived and used for both message authenticity as well as message confidentiality

-----------------------End of change 5-------------------------------------------
�Map the Security Class Data to the types of credentials that are to be derived





© 2016 oneM2M Partners
                                                                                                   Page 10 (of 10)



[image: image2.png]Enrolment
Key
Generation
Bootstrap
Credential 
Configuration
GBA-Based Remote Provisioning Framework  (Enrolee= UE, MEF = GBA BSF)
Certificate-Based Remote Provisioning Framework
Bootstrap
Instruction 
Configuration
Bootstrap
Enrolment 
Handshake
Enrolee
Ke:=Ks, KeId:=B-TID
UN specific
Pre-Provisioned Symmetric Key Remote Provisioning Framework
Ke, KeId
Enrolment Target ID
MEF
Enrolee (UE)
MEF (BSF)
KpmId
Kee, KeeId
Enrolee
MEF
Enrolee Cert+ (O) Chain
MEF Cert+ Chain
Enrolment 
Phase
KeID (Clause 8.2.3), Salt, Content Info (optional), Label (optional)
KeID
Km/Kpsa, (o) Enrolee’s assigned CSE-ID or AE-ID, (in USS), Send Context info, label for Key Extraction and Expansion
Communication of [parameters]
Mutual authentication
Key
[parameter]
Internal generation of [parameters]
[parameter]
Ke:=Ks, KeId:=B-TID
Ke, KeId
Ke, KeId
Ke, KeId
Enrolee
MEF/BSF
Derive Km/Kpsa (Ks..NAF) from Ke (Ks) and Enrolment Target Identity
Enrolment Target ID
In UNSP (in GBA USS): Enrolment Target-ID
Enrolment Target ID
Kpm, KpmId, MEF URI
MEF – Enrolment Target authn is  not shown
UE- BSF authn is  out of scope. Providing MEF URI (BSF URI ) to UE is also out of scope.
MAF-BSF authn is  out of scope
Enrolee Private Key, Enrolee Cert +(O)Chain
MEF  Private Key, MEF Cert +(O)Chain
Enrolment Target ID, MEF URI, MEF Trust Anchor Info
Enrolment Target-ID, Enrolee Cert Info
Derive Km/Kpsa (Ks..NAF) from Ke (Ks) and Enrolment Target Identity
Set KmId/KpsaId=KeId
Set KmId/KpsaId=KeId
Mutual Authentication – details elsewhere
Enrolment Target (MAF/ Enrolee B)
End-to-End Key Generation Phase
Derive Ke2e credential(s) from Kpsa / Km using the Salt and Label by means of key extraction and expansion as per RFC 5869
Derive Ke2e credential(s) from Kpsa / Km using the Salt and Label by means of key extraction and expansion as per RFC 5869



