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Introduction
See presentation SEC-2015-0660R01-External_Dyn_Authz_System_Interworking.
Corresponding changes for TS-0001 will be provided shortly.
Apply the following changes, starting towards the end of clause 7.1.1
-----------------------Start of change 1-------------------------------------------

The access control mechanism assembles the information needed to render the access decision which consists of:

· information included in the resource access request message as defined in clause 7.1.2 (table 7.1.2‑1);
· contextual information as defined in clause 7.1.2 (table 7.1.2-2);
· zero or more Dynamic Authorization Objects associated with the resource access request, as defined in clause 7.1.2 (Table 7.1.2-3)
· the policies governing the access as defined in clause 7.1.3.

7.1.2
Parameters of the Request message

This clause specifies the parameters of a request message which are evaluated by the access control mechanism.
The data types applicable to these parameters are defined in clause 6.4 of oneM2M TS-0004 [4].

The parameters are listed in table 7.1.2-1.

Table 7.1.2-1: Parameters indicated in the request message

	Parameter
	Description
	Mandatory/ Optional
	Usage in access control mechanism

	to
	URI of target resource
	M
	Selection of accessControlPolicy associated with the target resource

	fr
	Identifier representing the originator of the request
	M
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes

	role
	Role of the originator
	O
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes (see note)

	op
	Requested operation
	M
	Evaluated against accessControlOperations in privileges and selfPrivileges attributes

	fc
	filterUsage condition tag in Filter criteria
	O
	Differentiation between Retrieve and Discovery operations

	NOTE:
This parameter is for use in future Release(s).


Table 7.1.2-2 lists the context parameters associated with a request message which are evaluated by the access control mechanism. These parameters are not explicitly included in a request message but can be obtained at the receiver and validated against the context policy parameters as given in table 7.1.2-2.

Table 7.1.2-2: Context parameters associated with a request message

	Parameter
	Description
	Mandatory/ Optional
	Usage in access control mechanism

	rq_time
	Time stamp when the request message was received at the hosting CSE. Obtained by the hosting CSE's system time clock.
	O
	Validated against accessControlTimeWindow parameter in an access control rule, cf. clause 7.1.3

	rq_loc
	Location information about the originator of the request. Obtained over the Mcn reference point.
	O
	Validated against accessControlLocationRegion parameter in an access control rule, cf. clause 7.1.3

	rq_ip
	IP source address associated with the IP packets that carry the request message. Obtained over the Mcn reference point.
	O
	Validated against accessControlIpAddress parameter in an access control rule, cf. clause 7.1.3


Table 7.1.2-3 lists the parameters comprising a Dynamic Authorization Objection (DAO). Zero or more DAOs may be associated with a request message. An Access Token 
DAO may be associated with a request as a result of being identified in the Access Tokens primitive parameter of the request message as described in clause 7.x.2.4. A Direct Consultation DAO, is associated with a request if the Authorized Originator parameter in the DAO matches the Absolute AE-ID or CSE-ID of the Originator of the request. A Direct Consultation DAO is retrieved from a Dynamic Authorization System (DAS) Server via DAA Direct Consultation prior to the access decision as described in clause 7.x.2.5.
Table 7.1.2-3: Parameters composing the Dynamic Authorization Object (DAO)
	Parameter
	Description
	Mandatory/ Optional
	Usage in access control mechanism

	DAS Server Identifier
	FQDN of the DAS Server that issued the DAO
	M
	Forms part of the Absolute Dynamic Authorization Roles validated against accessControlDynAuthRoles parameter in an access control rule, cf. clause 7.1.3

	Relative Dynamic Authorization Role
	List of Relative Dynamic Authorization Roles that this DAO associates with the Originator.
	M
	

	DAO Type
	Indicates the type of DAO: Access Token or Direct Consultation
	
	Validated against the method by which the Hosting CSE received the DAO, cf. clause 7.x.2.4 and 7.x.2.5. Also forms part of the Absolute Dynamic Authorization Roles validated against accessControlDynAuthRoles parameter in an access control rule, cf. clause 7.1.3.

	Applicable Hosting CSEs
	List of Absolute CSE-ID of the Hosting CSEs that are to honor this DAO, or “all” if all Hosting CSEs are to honor this DAO
	M
	Validated against the Hosting CSE’s Absolute CSE-ID prior to associating the DAO with the request, cf. clauses 7.x.2.4 and 7.x.2.5

	Authorized Originator
	Absolute CSE-ID or AE-ID of the Originator that is to be associated with this DAO 
	M
	Validated against the Originator’s Absolute CSE-ID or AE-ID prior to associating the DAO with the request, cf. clause 7.x.2.3

	Expiry
	Date and time when the DAO expires
	M
	Validated against the current time prior to associating the DAO with the request, cf. clause 7.x.2.3 and 7.x.2.4

	DAO GUID
	Globally unique identifier assigned to the DAO by the DAS Server
	M
	Not used in access control mechanisms.


Prior to performing an access control decision, each applicable DAOs is translated into an set of Absolute Dynamic Authorization Roles. Each Absolute Dynamic Authorization Role contains the following parameters from the DAO:
DAS Server Identifier;
DAO Type

Relative Dynamic Authorization Role.

Editor’s note: the precise format of the Absolute Dynamic Authorization Role is to be defined with stage 3 details.
The dao_absDynAuthRoles parameters contains the set of all Absolute Dynamic Authorization Roles from all DAOs associated with a request message. 
7.1.3
Format of privileges and selfprivileges Attributes
The privileges and selfPrivileges attributes exhibit the same data type format which is specified as follows.
Each privileges or selfPrivileges attribute comprises a set of access control rules. We denote in the following the set of access control rules as acrs and an individual access control rule in this set as acr. The access control rules in acrs are indexed with the letter k. The number of access control rules in the set is denoted with the letter K:


acrs   = { acr(1),  acr(2), ..., acr(k), ..., acr(K) }

Each access control rule acr(k) is comprised of four type of components, denoted accessControlOriginators, accessControlOperations, accessControlAbsDynAuthRolesand accessControlContexts. The accessControlAbsDynAuthRoles shall be present, but may be an empty list. The accessControlContext component is an optional parameter.

Hence, an access control rule acr(k) is either represented as a 3-tuple:


acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlAbsDynAuthRoles } 

or as a 4-tuple:


acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlAbsDynAuthRoles, acr(k)_accessControlContexts}
We use the generic term "access-control-rule-tuple" when referring to a rule acr(k).

A set acrs of access control rules may consist of a mix of 3-tuples and 4-tuples. If an acr does not include accessControlContexts, then any context parameters associated with a request message are admissible for that acr. If an acr does not include accessControlAbsDynAuthRoles, then that acr does not allow use of DAOs for authorizing an Originator.
The four component parameters of an access-control-rule-tuple supported in the present document are shown in table 7.3.1-1.

Table 7.1.3-1: Parameters of an access-control-rule-tuple
	Parameter
	Usage Description
	Mandatory/ Optional
	Format

	accessControlOriginators
	Set of Originators that can be authorized
	M
	List of CSE-IDs and/or AE-IDs, or keyword "all" to grant access to all originators

	accessControlAbsDynAuthRoles
	Set of Absolute Dynamic Authorization Roles
	M
	Absolute Dynamic Authorization Role defined in clause 7.1.2

	accessControlOperations
	Set of Operations that can be authorized
	M
	Enumerated list of operations Create Retrieve, Update, Delete, Discover, Notify

	accessControlContexts
	See table 7.3.1-2
	O
	See table 7.3.1-2


The accessControlOriginators parameter comprises a list of CSE-IDs and/or AE-IDs of any format defined in oneM2M TS‑0001 [1]. It is allowed to include the wildcard character, e.g. "*", into the URI string of CSE-ID and AE‑ID at any level. Examples include the following: *.mym2msp.org/mycseID, /mycseID/*, mym2msp.org/mycseID, /mycseID/myAE*.  If access for all originators should be allowed, the reserved keyword ‘all' can be included into the value space of accessControlOriginators. Granting access to all CSE originators of the same M2M SP domain could be represented as /*, all AE-IDs of all CSEs in the same domain as /*/*.

The data type applicable to accessControlOriginators is defined in oneM2M TS-0004 [4].

If the Originator’s CSE-ID or AE-ID (generated from the From parameter associated with the resource access request) matches the accessControlOriginators parameter, then access may be granted with regard to this criterion.  

The accessControlDynAuthRoles parameters is a list of Absolute Dynamic Authorization Roles. The parameters comprising an Absolute Dynamic Authorization Role are listed in clause 7.1.2. It is allowed to include the wildcard character, e.g. "*", into the Absolute Dynamic Authorization Role,.
Editor’s note: the precise format of the Absolute Dynamic Authorization Role is to be defined with stage 3 details. It would be good to include examples of Absolute Dynamic Authorization Role including cases with wildcards.
If any Absolute Dynamic Authorization Roles in dao_AbsDynAuthRoles (associated with the resource access request message) matches any of the Absolute Dynamic Authorization Roles in accessControlAbsDynAuthRoles, then access may be granted with regard to this criterion. If dao_AbsDynAuthRoles or accessControlAbsDynAuthRoles are empty lists, then access shall not granted with regard to this criterion.
The accessControlOperations parameter comprises a list of admissible operations which can be any subset of the following elements: Create, Request, Update, Delete, Discover, Notify. While Create, Request, Update, Delete, and Notify operation are explicitly indicated in the op parameter of a request message, the Discovery operation is indicated by op = retrieve in combination with the provisioning of fc and Disrestype parameters in the request message.

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.1.5
Description of the Access Decision Algorithm

The access control algorithm specified in this clause combines partial access control results obtained for each of the individual access control rules contained in a privileges or selfPrivileges attribute. Further, if multiple ACP instances are assigned to the protected resource, the access control algorithm combines the partial access control results obtained for the individual ACPs of an ACP set.

The algorithm specified in this clause adopts a "Permit-overrides" combining algorithm with respect to access control rules and ACPs as defined in XACML [i.5]. This algorithm has the following behaviour:

1) If a decision is "Permit" for only a single access control rule included in the privileges (or selfPrivileges) attribute of a single ACP, the result is "Permit".
2) Otherwise, the result is "Deny".

The logic for evaluating a request against a privilege can be described mathematically as follows. A privileges or selfPrivileges attribute included in an <accessControlPolicy> resource represents a set of access control rules, acrs, which is built as in figure 7.1.5-1.

[image: image6.png]
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Figure 7.1.5-1 Logic to evaluate privileges
The parameters associated with a request, which are evaluated against the parameters contained in the access control rules are specified in clause 7.1.3.

The access decision res_acrs defined in clause 7.1.4 is derived by evaluating whether or not the parameters associated with the request message listed in tables 7.1.2-1 and 7.1.2-2 match any of the access control rules contained in the access control rule set defined in clause 7.1.3 as follows:


res_acrs = res_acr(1)  OR res_acr(2)  ...  OR res_acr(k) … OR  res_acr(K),

where res_acr(k) represents the logical evaluation result (i.e. TRUE/FALSE or 1/0) of the request parameters against the kth access control rule in the set acrs, which can be expressed as follows:


res_acr(k) = (res_origs(k) OR res_dynAuth(k))  AND  res_ops(k)  AND  res_ctxts(k), k = 1…K.

The 3 partial logical result variables on the right side of above equation can be defined by using the following set function:
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With this definition:


res_origs(k) = ismember(rq_orig,  acr(k)_accessControlOriginators),

res_dynAuth(k) = match(dao_absDynAuthRoles,  acr(k)_accessControlDynAuthRoles),
res_ops(k)   = ismember(rq_op,  acr(k)_ accessControlOperations).
-----------------------End of change 2---------------------------------------------

Add the following sub-clause of clause 7

-----------------------End of change 3---------------------------------------------

7.x
Dynamic Authorization Architecture
7.x.1
Purpose of the Dynamic Authorization Architecture
The Dynamic Authorization Architecture (DAA) provides an interoperable framework an Originator to be dynamically issued with a temporary permissions providing the Originator with access to one or more resources on one or more CSEs. 
Applicable use cases, requirements and proposals are discussed in TR-0019 [i.TR0019]. 

The present document specifies the exchanged DAA parameters and associated processing at the Originator and Hosting CSE. The transport of dynamic authorization parameters is specified in TS-0001 [1].
7.x.2
Dynamic Authorization Stage 2 Details
7.x.2.1 DAA Reference Model
The DAA reference mode for DAA is shown in Figure 7.x.2.1-1 “Dynamic Authorization Architecture reference model” 
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Figure 7.x.2.1-1 Dynamic Authorization Architecture reference model 
A dynamic authorization is granted by issuing a Dynamic Authorization Object (DAO) containing parameters required for oneM2M system.

The entities in the DAA reference model are the 

· oneM2M Entities 

· Originator: the AE or CSE submitting a request to access one or more resources

· Hosting CSE (HCSE): the CSE hosting the requested resources, and which performs the access control decisions for the request from the Originator. The HCSE can grant access to an Originator if the HCSE is provided with an appropriate DAO.

· Dynamic Authorization System AE (DAS AE): An AE via which the DAS Server and oneM2M system can interact.

· DAO-caching CSE: A CSE which stores an issued DAO for retrieval by the HCSE. Optional in Client-Based Flows only.
· Dynamic Authorization System: A system enabling issuing DAOs. The present document does not describe the processing and exchange of messages within the Dynamic Authorization System.
· DAS Server: A server configured with policies for issuing DAOs, and provided with credentials for issuing DAOs.  
· DAA DAS Client: A functional entity which interacts with the DAS Server, on behalf of the Originator, to request that the DAS issue a DAO. This entity is involved only in the DAS Client Consultation Procedure (described below). 
Three DAA Consultation procedures are specified:
· The Direct Consultation procedure, in which a Hosting CSE interacts with the DAS Server (via a DAS Server AE) to obtain a DAO. Direct Consultation has no impact on the implementation of the Originator and does not involve interaction between the Originator and DAS Client.
· The DAS Client Consultation procedure: in which a DAS Client, on behalf of an Originator, interacts with the DAS Server with the intention that the the DAS Server issue ESData protected DAOs. For each DAO, the Originator is provided with an Initial Access Token which is either the ESData protected DAOs or a resource ID for <contentInstance> resource containing the ESData protected DAO. This procedure impacts the implementation of the Originator and involves interaction between the Originator and DAS Client.
· The Access Token Usage Procedure:  The Originator provides the HCSE with Access Tokens, which may be either the Initial Access Token or an HCSE-Assigned DOA Identifier. The Initial Access Token may be provided by the Originator either via the DAS Client Consultation procedure, or other means not described in the present document. The HCSE-Assigned DOA Identifier is assigned by the HCSE and communicated to the Originator after the HCSE has obtained the corresponding DOA. This procedure has only a small impact on the implementation of the Originator.

7.x.2.3 DAA Core Steps
This sequence of events for DAA, called the DAA Core Steps, are described in the following text.
Editor’s note: A figure could be useful here.
A. Dynamic Authorization System configuration: 
· The following details are specific to the Dynamic Authorization System being employed; these details are not visible to the oneM2M system, and are not addressed in the present document but mentioned for completeness

· The policies on the DAS Server governing issuing DAOs are managed by the authorized stakeholders. This management can be a continual process – the policies do not need to be static. The policies can require user authentication and/or stakeholder authorization prior to issuing DAOs. 

· DAS Client and DAS Server are configured as needed for the secure operation of the Dynamic Authorization System. This includes provisioning of credentials. 

· The following details impact the Originator and Hosting CSE in addition to the External Dynamic Authorization System. These details are not are not addressed in the present document but mentioned for completeness.

· The DAS Client and Originator can communicate securely, and the DAS Client knows the current Absolute CSE-ID or AE-ID of the Originator.

· The HCSE and DAS AE can communicate securely.

B. daaRule Configuration: Authorized entities shall configure daaRules in access control rules of <accessControlPolicy> resources in the Hosting CSE.  The <accessControlPolicy> resources shall be managed by authorized entities using oneM2M primitives as specified to TS-0001 [1]. 
C. Submitting a Request: The Originator submits a resource access request. 

· If the Originator allows using the DAS Client Consultation for this request, then the resource access request shall include a DAS Client Consultation Indication primitive parameter, indicating to the HCSE that the Originator supports the Client-Based Flow and the Originator will participate in the Client-Based Flow for obtaining dynamic authorization for this resource access request. 

· The Originator shall apply step 1 in clause 7.x.2.4 “Access Token Usage Procedure”. This procedure can result in adding an Access Tokens primitive parameter to the resource access request.
· The Originator shall send the resource access request to the HCSE as described in TS-0001 [1].
D. Request Processing: 
a. The HCSE shall parse the resource access request as described in TS-0001 [1]. 
b. The HCSE shall perform step 2 in clause 7.x.2.4 “Access Token Usage Procedure” to process the Access Tokens parameter (if present). This procedure can result in result in associating DAOs with the request.  
E. Access Control Decision: 
a. The HCSE shall collect all non-expired and cached Direct Consultation DAOs for which the Authorized Originator parameter exactly matches the Originator’s Absolute CSE-ID or AE-ID.
b. For each resource impacted by the request, the HCSE shall obtains an access control decision as described in clause 7.1.4“Access Control Decision” and 7.1.5 “Description of the Access Decision Algorithm”
i. If the access decision is a “Permit”, then the HCSE shall grant the request access to the resource.

c. If any access decision in step E.a resulted in a “Deny”, then the HCSE shall perform the following.

i. The HCSE shall initiate the Direct Consultation Procedure in clause 7.x.2.5. This procedure can result in associating new DAOs with the request. 
ii. If Direct Consultation was abandoned (see step H.b), and if the Originator’s Request included the DAS Client Consultation Indication then the HCSE shall initiate the DAS Client Consultation Procedure 7.x.2.6. This procedure can result in associating DAOs with the request.
F. Sending the Response:
a. If the HCSE assigned any HCSE-Assigned DAO Identifiers in response to the Access Tokens provided by the Originator, then the HCSE shall include HCSE shall include the (DAO GUID, HCSE-Assigned DAO Identifier) pairs in the Assigned DAO Identifiers parameter of the resource access request.

b. The HCSE sends the resource access response as 
described in TS-0001 [1].

c. The Originator processes the resource access response as described in TS-0001 [1].

d. If the Assigned DAO Identifiers parameter is present, then the Originator records the (DAO GUID, HCSE-Assigned DAO Identifier) pairs in the Assigned DAO Identifiers parameter. The originator associates each HCSE-Assigned DAO Identifier (and the HCSE’s CSE-ID) with the correct Originator Dynamic Authorization Information tuple by matching the DAO GUID parameters. In subsequent requests to a HCSE, the Originator may use the HCSE-Assigned DAO Identifier assigned by that HCSE. The Originator may associate HCSE-Assigned DAO Identifiers from multiple HCSEs with a single Originator Dynamic Authorization Information tuple.
On Dynamic Authorization Temporary Identifier: The scope of privileges associated with a Dynamic Authorization Temporary Identifier depends on the access control rules containing Dynamic Authorization Rules containing that Dynamic Authorization Temporary Identifier. The scope of privileges is expected to be considered when making policies at the DAS Server or when providing explicit authorization to issue DAOs containing that Dynamic Authorization Temporary Identifier.

7.x.2.4 Access Token Usage Procedure
A HCSE shall process a received Access Token as described in the following text.

1. The Originator applies the following processing when forming a resource access request.

a. The Originator shall collects the Originator Dynamic Authorization Information tuples relevant to that resource access request, discarding any expired tuples. 

NOTE: 
The present document does not describe how the Originator determines if a Originator Dynamic Authorization Information tuple is relevant to a particular request. 
b. For those Originator Dynamic Authorization Information tuples where HCSE (of the resource access request) has issued a HCSE-Assigned RAO Identifier, the Originator includes in the HCSE-Assigned RAO Identifier in the request’s Access Tokens parameter.

c. For all other tuples, the Originator includes the Initial Access Token in the Access Tokens parameter of the resource access request.
2. The HCSE applies the following processing to each Access Token in the Access Tokens parameter of the resource access request.
a.  If the Access Token is a HCSE-Assigned DAO Identifier, then the HCSE shall attempt to identify the corresponding cached DAO. If the identified DAO is not present, then the HCSE shall respond with an error. Otherwise, the HCSE shall apply the following tests:

i. The Authorized Originator parameter in the DAO shall exactly matches the Absolute CSE-ID or AE-ID of the Originator from whom the request was received.

ii. The HCSE shall verify that the DAO is not expired, by comparing the current time to the Expiry parameter in the cached DAO. If the DAO has expired, then the DAO may be removed from the cache.

If the identified DAO fails either of the above tests, then the HCSE shall respond with an error. Otherwise, the HCSE associates the DAO with the request.

b. If the Access Token is a HCSE-Assigned DAO Identifier, then the HCSE obtains the DAO corresponding to the Access Token:

i. If the Access Token is an ESData Envelope, then the HCSE shall apply the ESData processing to the ESData Envelope, resulting in a DAO. 

ii. If the Access Token is a resource ID, then HCSE shall retrieve the identified resource. The HCSE shall verify that the identified resource is a <contentInstance> and that the content attribute of the resource is an ESData Envelope. The HCSE shall apply ESData processing to the ESData Envelope, resulting in a DAO.

iii. The HCSE shall perform the following verifications:

1. The HCSE’s CSE-ID shall match one of the CSE-IDs (optionally including wildcards) in the Applicable HCSEs parameter in the DAO. 

2. The Authorized Originator parameter in the DAO shall exactly matches the Absolute CSE-ID or AE-ID of the Originator from whom the request was received.

3. The HCSE shall verify that the DAO is not expired, by comparing the current time to the Expiry parameter in the cached DAO. 

4. The HCSE shall verify that the Type parameter indicates an Access Token DAO.

iv. The HCSE associates the DAO with the request and caches the DAO until the DAO expires, noting the DAO GUID and assigning a HCSE-Assigned DAO Identifier and noting the ESData processing applied (if any).
NOTE: 
The Initial Access Token, provided to the Originator by the DAS Server (clause 7.x.2.6 “DAA Client-Agent Consultation), is either an ESData protected DAO, or a resource ID for a <contentInstance> in which the ESData protected DAO is stored.  The Originator provides the Initial Access Token to the HCSE in the Access Tokens parameter of the request. If a resource ID is provided, then the HCSE retrieves the ESData protected DAO. The HCSE applies ESData processing the ESData protected DAO to obtain the verified DAO.

In subsequent requests, the HCSE does need the Initial Access Token, since the HCSE has already used the information in the Initial Access Token. The DAO includes a globally unique DAO GUID, and this could be used. However, the HCSE can provide the Originator with a shorter identifier that is assigned by the HCSE and which is unique with the scope of valid DAOs stored at the HCSE, instead of being globally unique. 
7.x.2.5 DAA Direct Consultation Procedure
The message flow for the Direct Consultation Procedure is shown in Figure 7.x.2.5-1 “Message flow for the DAA Direct Consultation Procedure”, and described in the following text.
Editor’s note: A figure is needed here.
1. The HCSE examines the access control rules in the applicable <accessControlPolicy> resources and identifies daaRule parameters indicating Direct Consultation type. 

2. The HCSE groups the daaRule parameters according to the DAS Server identified in the daaRule. If the HCSE has contacted all identified DAS Servers while processing this request from the Originator, then the HCSE abandons Direct Consultation and proceeds to step E.b.ii in clause 7.x.2.3 “DAA Core Steps”.
3. The HCSE shall select one of these DAS Servers with which the HCSE has not performed Direct Consultation while processing this request from the Originator. 

4. The HCSE shall forms a Dynamic Authorization Temporary Identifiers List parameter comprising a list of the dynamic permissions in the daaRule parameters identifying the DAS Server. 
5. The HCSE shall obtain the AE-ID for the DAS AE from the DAS Server policy
. The HCSE sends a request to the DAS AE containing the Dynamic Authorization Temporary Identifiers List parameter, along with other details 
of the Originator’s request. The transport of these parameters is specified in TS-0001 [1]. 

6. The DAS Server processes the Dynamic Authorization Temporary Identifiers List received via the DAS AE. The DAS Server may decide change access control information dictating the access control decision of the HCSE and/or issue DAOs.

NOTE: The details are specific to the Dynamic Authorization System being employed; these details are not visible to the oneM2M system, and are not addressed in the present document.
7. If the DAS Server decides to change access control information dictating the access control decision of the HCSE, then this is achieved by the DAS AE performing any combination of the following:

· Updating accessControlPolicyIds in resources, including resource hosted by the HCSE and resources hosted elsewhere.

· Creating or updating <accessControlPolicy> resources, including resource hosted by the HCSE and resources hosted elsewhere.

This step is performed according to TS-0001 [1].

8. If the DAS Server decides to issue DAOs, then 

a. The DAS Server shall generate the DAOs, with the following constraints

v. The Applicable CSEs parameter shall contain only the HCSEs CSE-ID.

vi. The Authorized Originator parameter shall contain the Originator’s Absolute CSE-ID or AE-ID received from the HCSE.

vii. The Type parameter shall indicate a Direct Consulation DAO.

b. The DAS Server shall compose a DAO List containing zero or more DAOs and

c. The DAS Server apply ESData processing to the DAO List, resulting in an ESData Envelope.

9. The DAS Server shall sends the ESData Envelope containing the DAO List parameter via the DAS AE to the HCSE as is specified in TS-0001 [1]. 
10. The HCSE processes the ESData envelope to obtain the DAO List parameter, and verifies that this processing meets the policy for that DAS Server
.
a. The HCSE shall perform the following verifications for each DAO in the DAO List parameter:

i. The Issuer parameter in the DAO shall exactly match the identity of the DAS Server.

ii. The HCSE’s CSE-ID shall match the CSE-ID in the Applicable HCSEs parameter in the DAO.

iii. The Authorized Originator parameter in the DAO shall exactly matches the Absolute CSE-ID or AE-ID of the Originator from whom the request was received.

iv. The HCSE shall verify that the DAO is not expired, by comparing the current time to the Expiry parameter in the cached DAO. 

v. The HCSE shall verify that the Type parameter indicates a Direct Consultation DAO.
a. The HCSE associates caches the DAO until the DAO expires.

11. The HCSE re-initiates step E “Access Control Decision” in clause 7.x.2.3 “DAA Core Steps”.
7.x.2.6 DAA Client-Agent Consultation Procedure
The message flow for the DAA Client-Based Consultation Procedure is shown in Figure 7.x.2.6-1 “Message flow for the DAA DAS Client Consultation Procedure”, and described in the following text.
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1. The HCSE forms the DAS Client Initialization parameter as described in the following steps. 

a. The HCSE shall examine the access control rules in the applicable <accessControlPolicy> resources and identify daaRule parameters indicating DAS Client Consultation type. 

b. The HCSE groups the daaRule parameters according to the identified DAS Server. For each identified DAS Server, the HSE performs the following steps.

i. The HCSE shall form a Dynamic Authorization Temporary Identifiers List parameter comprising a list of the dynamic permissions in the daaRule parameters identifying the DAS Server. 

ii. The HCSE shall apply the ESData processing identified in the DAS Server policy
 containing the Dynamic Authorization Temporary Identifiers List parameter, along with other details 
of the Originator’s request. The transport of these parameters is specified in TS-0001 [1]. 

c. The HCSE shall form a DAS Client Initialization parameter containing a list of entries where each entry shall include the following:
· The DAS Server Token API URI, identified in the DAS Server policy
.
· The ESData Envelope containing the Dynamic Authorization Temporary Identifiers List for that DAS Server.

2. The HCSE shall send, to the Originator, a resource access response which contains the “UNAUTHORIZED” status and includes the DAS Client Initialization parameter. If the resource access request contained Access Tokens which resulted in the HCSE assigning a new HCSE Assigned DAO Identifier (see Step 2 in clause 7.x.2.4 “processing a received Access Token”), then the resource access request shall also include the Assigned DAO Identifiers.
3. The Originator processes the Assigned DAO Identifiers. The Originator provides the DAS Client with the DAS Client Initialization parameter along with other details 
of the Originator’s request. The Originator may also provide a DAO-caching CSE indication, which indicates to the DAS Server that it shall store the DAO(s) on a DAO-caching server.

NOTE: The Originator could indicate this if the Originator supports only a constrained message size which could not accommodate a full DAO.
4. The DAS Client parses the DAS Client Initialization parameter. 
NOTE: The details of the interactions between DAS Client and DAS Server and associated processing are specific to the Dynamic Authorization System being employed; these details are not visible to the oneM2M system, and are not addressed in the present document.
5. The Client selects a DAS Server from the list in the DAS Client Initialization parameter.

6. DAS Client initiates interaction with the selected DAS Server via the the DAS Server Token API received from the Originator. 
a. The DAS Client can provide the ESData Envelope containing Dynamic Authorization Temporary Identifiers List for that DAS Server. 
b. The DAS Server can process the ESData envelope to extract the Dynamic Authorization Temporary Identifiers List, which it then parses to obtain the Dynamic Authorization Temporary Identifiers parameters that the HCSE had extracted from daaRules.

c. The DAS Client can provide the other details 
of the Originator’s request.

d. (If provided by the Originator) A DAO-caching CSE indication.
The DAS Client and DAS Server interact until the DAS Server can make a decision to issue a DAO(s) according to its configured policies.  
7. If the DAS Server decides that it cannot issue a DAO, then the DAS Server informs the DAS Client that the request was not successful, and the DAS Client returns to step 5.
8. If the DAS Server decides to issue DAOs, then 

a. The DAS Server shall generate the DAOs, with the following constraints

i. The HCSEs CSE-ID shall match the Applicable HCSEs parameter provided by the DAS Client.

ii. The Authorized Originator parameter shall be set to the Originator’s Absolute CSE-ID or AE-ID provided by the DAS Client.

iii. The Type parameter shall indicate a Access Token DAO.

b. The DAS Server apply ESData processing to each DAO, resulting in ESData Envelopes.

9. This step is mandatory if the DAS Client provided a DAO-caching CSE indication at step 6, and optional otherwise. A DAO-caching CSE is an ordinary CSE on which the DAS Server has selected to store ESData protected DAOs for retrieval by the HCSE. The DAS Server may select to use the HCSE as its own DAO-caching CSE. The DAS Server may select a distinct DAO-caching CSEs for each DAO.

The DAS Server shall store each ESData protected DAO in <contentInstance> resources on a DAO-caching CSE. 
10. The DAS Server sends, to the DAS Client, a list of Originator Access Token Information tuples, each containing
a. Initial Access Token: either a ESData protected DAO or a resource-ID for the <contentInstance> resource containing the ESData protected DAO.
b. DAO GUID: copied from the parameter in the DAO.
c. Expiry: copied from the parameter in the DAO.
The DAS Client forwards this list of Originator Access Token Information tuples to the Originator. The Originator shall discard each Originator Access Token Information tuple when the tuples expires.
11. The Originator forms a new the resource access request as described in step C “Submitting a Request” in clause 7.x.2.3 “DAA Core Steps”, this time adding the Initial Access Token(s) to the Access Tokens primitive parameter. 
-----------------------End of change 3---------------------------------------------
Set of context constraints  consisting of the 3 elements: 


{accessControlTimeWindow(k, m), accessControlLocationRegion(k,m), accessControlIpAddress(k, m)}





                                         acrs   = { acr(1),  acr(2), ..., acr(k), ..., acr(K) }





acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlContexts} 





Set of originator parameters.  Examples:     


{CSE-ID1, AE-ID1, AE-ID2}


{all}





Set of allowed operations. Examples:     


{Create, Retrieve, Update, Delete, Discover, Notify}


{Retrieve, Discover, Notify}








Set of time windows defined by start and end time 


Example:     


{daily 04:30 – 06:00, 11:30 – 12:30, 22:15 – 00:30}





Set of location regions defined by list of objects representing geographical regions


Example:     


{geoRegion1, geoRegion2, geoRegion3}





Set of IP addresses or address blocks 


Example (IPv4):     


{212.75.201.105, 88.77.0.0/16, 116.27.123.0/24}





Set (list) of M_k context constraints (number of elements M_k can be different for each acr(k)):


{acr(k)_accessControlContext(k, 1), …  


                                     …, acr(k)_accessControlContext(k, m), …


                                                          …, acr(k)_accessControlContext(k, M_k)}
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